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@ Programmer checks the program and corrects errors

@ Cycle repeated until all relevant bugs are fixed

Vulnerability Warnings
Analysis Generated
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Terminology

o False Positives: A warning or error is generated, but there is no real vulnerability

e False Negatives: A vulnerability exists, but it is not identified by the analysis

e Complete: A technique guaranteed to be free of false positives

@ Sound: A technique guaranteed to detect all vulnerabilities (i.e., no false negatives).

e Note: A technique cannot be both sound and complete since most program

properties are undecidable.

e Useful bug-finding tools suffer from both FNs and FPs
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Benefits and Drawbacks

o Benefits
e Does not rely on bugs being exercised: fix the bug before it strikes you.

e No runtime overhead

o Leverage programmer knowledge

e Drawbacks
o Not applicable for operator use
@ May not have source code access
@ May not be able to understand the logic of the program

o Suffers from false positives
o A programmer can cope with these, but not an operator
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Vulnerability Analysis Techniques

o Static analysis

o Performed before a program starts execution
e Works mainly on source code

o Binary static analysis techniques are rather limited

o Not very effective in practice, so we won’t discuss in depth

@ Dynamic analysis
e Analysis performed by executing the program
o Key challenge: How to generate input for execution?
e Two main approaches to overcome challenge
e Fuzzing: random, black-box testing (primarily)
o Symbolic execution: systematic technique for generating inputs that exercise “interesting
program paths”
@ More of a white-box approach. 52



Black-Box Fuzzing

Input: initial test suite TestSuite

Output: bug triggering inputs Crashers

Mutations (helper function)

Input: test input ¢

Output: new test inputs with some bits flipped in t

while TestSuite not empty:
t = PickFrom(TestSuite)
for each m in Mutations(t):
RunAndCheck (m)
if Crashes(m):

add m to Crashers

Drawbacks:- A successful mutation does not help subsequent search in any way. ¢



Coverage guided fuzzing

Input: initial test suite TestSuite

Output: bug triggering inputs Crashers

while TestSuite not empty:
t = PickFrom(TestSuite)
for each m in Mutations(t):
RunAndCheck (m)
if Crashes(m):
add m to Crashers
if NewCoverage(m) :
add m to TestSuite

_Note: A successful mutation feeds into other mutations.

OAFL Fuzzer by Zalewski *14
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Coverage Metrics

@ Statement Coverage
o A statement is covered by a test input if it is executed at least once by the program when

processing that input

e Edge (or branch) coverage

e An edge is covered by a test input if it is taken at least once when processing that input

@ Counted coverage
e Takes into account the number of times a statement (or edge) is executed.

o Variant: Use log(count) instead of the exact count.

8/20



o Path coverage

e Similar, but applies to a full execution path.
o Note: The number of possible execution paths can be extremely large, or even infinite, so

it is not commonly used.
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Y/

2100 &
Path !

void path_explosion(char «input) {
int count = 0;
for (int 1 = 0; i < 100; i++) {
‘A7) A

if (input[i] =
count + +;

23
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Coverage metric

int walk_maze(char *steps) {
int x, y; // Player position.
for (int i = 0; i < ITERS; i++) {

Player position:

switch (steps[i]) { (1’4) )
G s o3 (et Iteration no.: 3
case ’'D’: y++; break; Action: D
case ’'L’: x--; break; Fodemmdemmt
case ’'R’: x++; break; |X| |#|
default: lose(); // Wrong command, lose. |X| -t | |
} IXI 1] |
if (mazel[y][x] == ’#’) win(); // found treasure! |X+-- | | |
if (maze[y][x] != ’> ’) lose(); // crashed into
wall
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AFL - State-of-the-art fuzzing
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Bugs Found by AFL

)G jpeg '
libjpeg-turbo ! 3
libpng d

libtiff ' 2345
pHp 12345678
Firefox 1234
Explorer ' 234

Apple Safari '

Adobe Flash 1234567
sqlite ! 384

OpenSSL 1234567
LibreOffice ' 234
poppler 13

freetype ' 2

GnuTLS '

GnuPG 234
OpenSSH 1234
Oracle BerkeleyDB 32
Android/libstage U
i0S / ImagelO '

FLAC audio library 2

libsndfile ' 234

less / lesspipe ' 88

strings1234567
file 1234

dpkg T2 pes!
systemd-resolved 2
libyaml L

Info-Zip unzip ' 2
libtasn1 ' 2
OpenBSD pfetl !
NetBSD bpf !
mandoc ' 2345

C]amaV123456

“me]ZW 2456789

glibc !

clang / llvm
12

12345678

nasm
ctags '
mutt !
procmail L

fontconfig i

pdksh ' 2
Qt 12
wavpack 1234

redis / lua-cmsgpack L
taglib 138

privoxy 128
perll 234567.
radare2 ! 2
SleuthKit '
X.Org 2
exifprobe '
capnproto L
Xerces-C 123
metacam
djvulibre '

exiv ' 2
Linux btrfs

Knot DNS !
|123

1234678

cur
wpa_supplicant L
dnsmasq L

Iame]23456

privoxy 128

perl] 234567.
MuPDF 1234
imlib2 1234
libsass '

vic'?

FreeBSD syscons 138

dhcped L
tmux ' 2
mbed TLS
Linux netlink '
Linux ext4 '
Linux xfs !
botan

expat ! 2
Adobe Reader !
libav !

libical '

OpenBSD kernel !
collectd !

libidn ! 2
MatrixSSL !
jasper 1234567
MaraDNS !

m 1234

1

w3l
Xen
OpenH232 !
irssi ' 23
cmark !
OpenCV L
Malheur !
gstreamer =
Tor !
gdk-pixbuf '
audiofile ' 2345¢
zstd !

124"

stb !

cJSON'

libpcre 123
MysQL !
gnulib !
openexr !
libmad ' 2
ettercap i
Irzip 123
freetds '
Asterisk !
ytnef 1234
raptor !
mpg123 L
Apache httpd i
exempi 13
libgmime ' 23
pev1234

Linux mem mgmt !
sleuthkit !
Mongoose OS U

i0S kernel !

13/20


http://seclists.org/fulldisclosure/2013/Nov/83
http://seclists.org/fulldisclosure/2013/Nov/83
http://seclists.org/fulldisclosure/2013/Nov/83
http://tfpwn.com/files/libpng_heap_overflow_1.6.15.txt
http://www.asmail.be/msg0054698178.html
http://www.conostix.com/pub/adv/CVE-2014-8127-LibTIFF-Out-of-bounds _Reads.txt
http://www.conostix.com/pub/adv/CVE-2014-8128-LibTIFF-Out-of-bounds _Writes.txt
http://www.conostix.com/pub/adv/CVE-2014-8129-LibTIFF-Out-of-bounds_ Reads_and_Writes.txt
http://www.openwall.com/lists/oss-security/2015/01/24/16
https://bugs.php.net/bug.php?id=68799
https://bugs.php.net/bug.php?id=68545
https://bugs.php.net/bug.php?id=69139
https://bugs.php.net/bug.php?id=70083
https://bugs.php.net/bug.php?id=70385
https://www.seebug.org/vuldb/ssvid-92616
https://bugs.php.net/bug.php?id=73832
https://nvd.nist.gov/vuln/detail/CVE-2017-5340
https://lcamtuf.blogspot.com/2014/09/cve-2014-1564-uninitialized- memory-when.html
https://lcamtuf.blogspot.com/2014/10/two-more-browser-memory- disclosure-bugs.html
https://www.mozilla.org/en-US/security/advisories/mfsa2015-02/
https://www.mozilla.org/en-US/security/advisories/mfsa2015-10/
https://lcamtuf.blogspot.com/2014/10/two-more-browser-memory- disclosure-bugs.html
https://lcamtuf.blogspot.com/2015/02/bi-level-tiffs-and-tale-of- unexpectedly.html
https://lcamtuf.blogspot.com/2015/03/another-round-of-image-bugs-png -and.html
https://lcamtuf.blogspot.com/2015/03/another-round-of-image-bugs-png -and.html
https://support.apple.com/en-us/HT205030
https://code.google.com/p/google-security-research/issues/detail? id=225
https://code.google.com/p/google-security-research/issues/detail ?id=208
https://blog.fuzzing-project.org/29-Heap-Overflow-in-PCRE.html
https://bugs.exim.org/show_bug.cgi?id=1780
http://zerodayinitiative.com/advisories/ZDI-16-422/
http://zerodayinitiative.com/advisories/ZDI-16-563/
http://zerodayinitiative.com/advisories/ZDI-16-538/
https://www.sqlite.org/src/info/a59ae93ee990a55
https://www.sqlite.org/src/info/9e6eae660a0230
https://www.sqlite.org/src/info/e098de69100
https://lcamtuf.blogspot.com/2015/04/finding-bugs-in-sqlite-easy-way .html
https://mta.openssl.org/pipermail/openssl-announce/2015-March/000026 .html
https://www.openssl.org/news/secadv_20150611.txt
https://jbp.io/2015/06/11/cve-2015-1788-openssl-binpoly-hang/
https://blog.fuzzing-project.org/15-Out-of-bounds-read-in-OpenSSL- function-X509_cmp_time-CVE-2015-1789-and-other-minor-issues.html
https://openssl.org/news/secadv/20151203.txt
https://marc.info/?l=openssl-dev&m=145890788100691&w=2
https://www.openssl.org/news/secadv/20160503.txt
http://sourceforge.net/p/libwpd/tickets/3/
http://listarchives.documentliberation.org/www/discuss/msg00102.html
http://listarchives.documentliberation.org/www/discuss/msg00099.html
http://comments.gmane.org/gmane.comp.documentfoundation.libreoffice. devel/63005
https://bugs.freedesktop.org/show_bug.cgi?id=86854
https://bugs.freedesktop.org/buglist.cgi?bug_status=UNCONFIRMED&bug_ status=NEW&bug_status=ASSIGNED&bug_status=REOPENED&bug_status=RESOLVED&bug_ status=VERIFIED&bug_status=CLOSED&bug_status=NEEDINFO&bug_status=PLEASETEST& email1=foca40salesforce.com&emailassigned_to1=1&emailreporter1=1&emailtype1= exact&f0=OP&f1=OP&f2=bug_status&f3=reporter&f4=CP&f5=CP&j1=OR&list_id=616968& o2=notequals&o3=equals&query_format=advanced&v2=UNCONFIRMED&v3=foca40salesfor ce.com
http://git.savannah.gnu.org/cgit/freetype/freetype2.git/commit/?id= b94381134efd41c6885d38e08d14106feec7284b
http://git.savannah.gnu.org/cgit/freetype/freetype2.git/commit/?id= c9ca6ffc9442b4b127f948e2d993454aa7791e59
https://bugzilla.redhat.com/show_bug.cgi?id=1161443
http://lists.gnupg.org/pipermail/gnupg-announce/2014q4/000359.html
https://blog.fuzzing-project.org/2-Buffer-overflow-and-other-minor- issues-in-GnuPG-and-libksba-TFPA-0012014.html
https://blog.fuzzing-project.org/5-Multiple-issues-in-GnuPG-found- through-keyring-fuzzing-TFPA-0012015.html
https://blog.fuzzing-project.org/7-Multiple-vulnerabilities-in-GnuPG, -libksba-and-GpgOL-TFPA-0032015.html
http://lists.mindrot.org/pipermail/openssh-commits/2014-November/004134. html
http://cvsweb.openbsd.org/cgi-bin/cvsweb/src/usr.bin/ssh/krl.c.diff?r1= 1.18&r2=1.19&f=h
https://marc.info/?l=openbsd-cvs&m=141680037829200&w=2
https://github.com/openssh/openssh-portable/commit/d94c1dfef2ea30ca67b1 204ada7c3b537c54f4d0
http://download.oracle.com/otndocs/products/berkeleydb/html/changelog_6_1 .html
http://www.oracle.com/technetwork/topics/security/cpujul2015-2367936.html
http://events.linuxfoundation.org/sites/events/files/slides/ABS2015.pdf
https://www.blackhat.com/docs/us-15/materials/us-15-Drake-Stagefright- Scary-Code-In-The-Heart-Of-Android.pdf
https://support.apple.com/en-us/HT205030
http://www.openwall.com/lists/oss-security/2015/02/13/6
https://git.xiph.org/?p=flac.git;a=commit;h=43ba7ad05f1656e885ce2f34a9a 72494f45705ae
https://github.com/erikd/libsndfile/commit/a8ab5b375bf7faa040ae0dd4743f8 c99a027574a
https://github.com/erikd/libsndfile/commit/e67d42d5585d4e14973b773293054 545a377691b
https://github.com/erikd/libsndfile/commit/a0177b4076642fd92a3bc6409deb cbd0ae7f32ac
http://www.nemux.org/2015/10/13/libsndfile-1-0-25-heap-overflow/
http://seclists.org/fulldisclosure/2014/Nov/74
https://lists.gnu.org/archive/html/bug-unrtf/2014-11/msg00001.html
http://seclists.org/oss-sec/2014/q4/870
https://lcamtuf.blogspot.com/2014/10/psa-dont-run-strings-on-untrusted- files.html
https://sourceware.org/bugzilla/show_bug.cgi?id=17512#c91
https://lists.fedorahosted.org/pipermail/elfutils-devel/2014-October/ 004215.html
https://lists.fedorahosted.org/pipermail/elfutils-devel/2014-November/ 004230.html
https://sourceware.org/bugzilla/show_bug.cgi?id=17531#c31
http://seclists.org/oss-sec/2014/q4/629
https://sourceware.org/bugzilla/show_bug.cgi?id=17605
https://www.freebsd.org/security/advisories/FreeBSD-SA-143A16.file.asc
http://bugs.gw.com/view.php?id=409
http://bugs.gw.com/view.php?id=454
http://bugs.gw.com/view.php?id=459
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=768485
https://blog.fuzzing-project.org/30-Stack-overflows-and-out-of-bounds- read-in-dpkg-Debian.html
https://marc.info/?l=openbsd-cvs&m=141667152432269&w=2
http://lists.freedesktop.org/archives/systemd-devel/2014-November/025282 .html
http://lists.freedesktop.org/archives/systemd-devel/2014-November/025283 .html
http://seclists.org/oss-sec/2014/q4/847
http://seclists.org/oss-sec/2014/q4/489
http://www.openwall.com/lists/oss-security/2015/02/17/4
https://blog.fuzzing-project.org/6-Stack-overflow-in-libtasn1-TFPA- 0022015.html
https://blog.fuzzing-project.org/9-Heap-overflow-invalid-read-in- Libtasn1-TFPA-0052015.html
https://marc.info/?l=openbsd-cvs&m=141646270127039&w=2
http://mail-index.netbsd.org/source-changes/2015/02/11/msg063056.html
https://marc.info/?l=openbsd-cvs&m=141653478623314&w=2
http://mdocml.bsd.lv/ChangeLog
https://marc.info/?l=openbsd-cvs&m=141868697709991&w=2
https://marc.info/?l=openbsd-cvs&m=141869291513288&w=2
https://marc.info/?l=openbsd-cvs&m=141870196617371&w=2
http://seclists.org/oss-sec/2015/q1/581
http://seclists.org/oss-sec/2015/q1/580
http://seclists.org/oss-sec/2015/q2/343
http://seclists.org/oss-sec/2015/q2/345
http://seclists.org/oss-sec/2015/q2/346
https://github.com/vrtadmin/clamav-devel/commit/d96a6b8bcc7439fa7e387 6207aa0a8e79c8451b6
https://bugzilla.gnome.org/show_bug.cgi?id=744980
https://bugzilla.gnome.org/show_bug.cgi?id=756263
https://bugzilla.gnome.org/show_bug.cgi?id=759020
https://bugzilla.gnome.org/show_bug.cgi?id=759398
https://bugzilla.gnome.org/show_bug.cgi?id=760263
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2015-7115
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2015-7116
https://bugzilla.gnome.org/show_bug.cgi?id=759671
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=772705
http://lists.cs.uiuc.edu/pipermail/llvmdev/2014-December/079421.html
http://lists.cs.uiuc.edu/pipermail/llvmdev/2014-December/079456.html
http://lists.cs.uiuc.edu/pipermail/cfe-dev/2015-January/040705.html
http://llvm.org/klaus/llvm/commit/018347762188a984d9c76dfb68b6140261b 99f2c
http://llvm.org/klaus/llvm/commit/5d8bb5c7c5412fa6f54d5c9d6cf1878ed77 2a240
http://llvm.org/klaus/llvm/commit/1897b5c08c96777547de1c71e617757314a 991ca
http://llvm.org/klaus/llvm/commit/deedba2a369a693905c467b805449a3109f ca6c7
http://llvm.org/klaus/llvm/commit/8b2199e2a28b75ff3edf36fc7157085da31 301cf
http://bugzilla.nasm.us/show_bug.cgi?id=3392290
http://bugzilla.nasm.us/show_bug.cgi?id=3392292
https://marc.info/?l=openbsd-cvs&m=141801116304828&w=2
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=771125
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=769937
http://cgit.freedesktop.org/fontconfig/commit/?id=fc7e1a9497919c88d790d 9395eb01cd7d5121507
https://marc.info/?l=openbsd-cvs&m=141804880915781&w=2
https://marc.info/?l=openbsd-cvs&m=141836050810413&w=2
https://bugreports.qt.io/browse/QTBUG-43513
https://bugreports.qt.io/issues/?jql=labels%20%3D%20found_by_afl
https://github.com/dbry/WavPack/commit/5d4e146c9f40b08c6a2a6c35dd8340f7 fb1d837c
https://sourceforge.net/p/wavpack/mailman/message/35557889/
https://sourceforge.net/p/wavpack/mailman/message/35561921/
https://sourceforge.net/p/wavpack/mailman/message/35561939/
https://github.com/antirez/redis/issues/2210
https://github.com/taglib/taglib/issues/468
https://github.com/taglib/taglib/issues/480
https://github.com/taglib/taglib/issues/483
https://www.fabiankeil.de/talks/fuzzing-on-freebsd/index.html
http://ijbswa.cvs.sourceforge.net/viewvc/ijbswa/current/filters.c?r1=1. 196&r2=1.197
http://ijbswa.cvs.sourceforge.net/viewvc/ijbswa/current/parsers.c?r1=1. 302&r2=1.303
https://rt.perl.org/Public/Bug/Display.html?id=123539
https://rt.perl.org/Public/Bug/Display.html?id=123677
https://rt.perl.org/Public/Bug/Display.html?id=123542
https://rt.perl.org/Public/Bug/Display.html?id=123617
https://github.com/Perl/perl5/commit/b3725d49f914ef2bed63d7eb92a72ef 6e886b489
http://www.gossamer-threads.com/lists/perl/porters/317228
https://groups.google.com/d/msg/afl-users/4XGI5WccJUo/ll9RH7AIz8UJ
https://github.com/radare/radare2/issues/1833
https://github.com/radare/radare2/issues/1839
https://sourceforge.net/p/sleuthkit/bugs/218/
http://www.openwall.com/lists/oss-security/2015/03/17/5
http://www.vuxml.org/freebsd/f7d79fac-cd49-11e4-898f-bcaec565249c.html
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=779525
https://capnproto.org/news/2015-03-02-security-advisory-and-integer-over flow-protection.html
http://xerces.apache.org/xerces-c/secadv/CVE-2015-0252.txt
http://xerces.apache.org/xerces-c/secadv/CVE-2016-0729.txt
http://xerces.apache.org/xerces-c/secadv/CVE-2016-4463.txt
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=779696
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=781255
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=781123
http://www.openwall.com/lists/oss-security/2017/06/30/1
https://bugzilla.kernel.org/show_bug.cgi?id=96971
https://bugzilla.kernel.org/show_bug.cgi?id=97191
https://bugzilla.kernel.org/show_bug.cgi?id=97171
https://bugzilla.kernel.org/show_bug.cgi?id=97271
https://www.mail-archive.com/linux-btrfs@vger.kernel.org/msg48448.html
https://www.mail-archive.com/linux-btrfs@vger.kernel.org/msg48976.html
https://www.mail-archive.com/linux-btrfs@vger.kernel.org/msg49011.html
https://gitlab.labs.nic.cz/labs/knot/blob/v1.6.3/NEWS
http://curl.haxx.se/docs/adv_20150422C.html
http://curl.haxx.se/docs/adv_20150422D.html
https://github.com/curl/curl/commit/1890d59905414ab84a35892b2e45833654 aa5c13
http://w1.fi/security/2015-3/0001-AP-WMM-Fix-integer-underflow-in-WMM-Ac tion-frame-par.patch
http://thekelleys.org.uk/gitweb/?p=dnsmasq.git;a=commit;h=5d07d77e75e0f02 bc0a8f6029ffbc8b371fa804e
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=775959
https://blogs.gentoo.org/ago/2017/06/17/lame-stack-based-buffer-overflow -in-iii_dequantize_sample-layer3-c/
https://blogs.gentoo.org/ago/2017/06/17/lame-stack-based-buffer-overflow -in-iii_i_stereo-layer3-c/
https://blogs.gentoo.org/ago/2017/06/17/lame-heap-based-buffer-overflow -in-fill_buffer_resample-util-c/
https://blogs.gentoo.org/ago/2017/06/17/lame-global-buffer-overflow-in -iii_i_stereo-layer3-c/
https://blogs.gentoo.org/ago/2017/06/17/lame-global-buffer-overflow-in- ii_step_one-layer2-c/
https://www.fabiankeil.de/talks/fuzzing-on-freebsd/index.html
http://ijbswa.cvs.sourceforge.net/viewvc/ijbswa/current/filters.c? r1=1.196&r2=1.197
http://ijbswa.cvs.sourceforge.net/viewvc/ijbswa/current/parsers.c? r1=1.302&r2=1.303
https://rt.perl.org/Public/Bug/Display.html?id=123539
https://rt.perl.org/Public/Bug/Display.html?id=123677
https://rt.perl.org/Public/Bug/Display.html?id=123542
https://rt.perl.org/Public/Bug/Display.html?id=123617
https://github.com/Perl/perl5/commit/b3725d49f914ef2bed63d7eb92a72ef6e 886b489
http://www.gossamer-threads.com/lists/perl/porters/317228
https://groups.google.com/d/msg/afl-users/4XGI5WccJUo/ll9RH7AIz8UJ
http://bugs.ghostscript.com/show_bug.cgi?id=696012
https://blogs.gentoo.org/ago/2016/09/22/mupdf-use-after-free-in-pdf_to_num -pdf-object-c/
https://blogs.gentoo.org/ago/2017/02/09/mupdf-use-after-free-in-fz_ subsample_pixmap-pixmap-c/
https://bugs.debian.org/868821
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=785369
https://bugs.debian.org/868151
https://bugs.debian.org/868174
https://bugs.debian.org/868177
https://github.com/sass/libsass/pull/1266
http://blog.trailofbits.com/2015/09/10/summer-trail-of-bits/
https://blog.checkpoint.com/2017/07/08/hacked-translation-directors-cut -full-technical-details/
http://www.libraw.org/node/2106
https://github.com/plusvic/yara/commit/cf4746dd2228d22aa961e67c8447e90c 6917a14d
https://github.com/plusvic/yara/commit/2bd7c65d41944e704b8c16aa06425a85 9579e9d0
https://github.com/plusvic/yara/commit/c666ae1e1a4ecfc1eb536f6aa1b58f33 5b6679c
https://github.com/plusvic/yara/commit/6fff18a475cf021b273156342ef4348 2a7f7f7f6
https://bugs.freebsd.org/bugzilla/show_bug.cgi?id=202326
https://bugs.freebsd.org/bugzilla/show_bug.cgi?id=202540
https://bugs.freebsd.org/bugzilla/show_bug.cgi?id=202612
https://bugs.launchpad.net/ubuntu/+source/dhcpcd/+bug/1517226
https://github.com/tmux/tmux/issues/92
https://github.com/tmux/tmux/commit/3219e0314e3d1d39a57db330faa5693 ce0264244
https://blog.gdssecurity.com/labs/2015/9/21/fuzzing-the-mbed-tls-library .html
https://lkml.org/lkml/2015/12/17/666
https://lkml.org/lkml/2015/12/13/187
https://marc.info/?l=linux-xfs&m=144904267207656&w=2
http://botan.randombit.net/security.html#id1
http://seclists.org/oss-sec/2016/q2/360
https://marcograss.github.io/security/android/chromium/2016/06/17/expat -xml -heap-overflow.html
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1116
https://bugzilla.libav.org/show_bug.cgi?id=921
http://www.openwall.com/lists/oss-security/2016/06/24/2
https://marc.info/?l=oss-security&m=146853062403622&w=2
https://github.com/collectd/collectd/commit/b589096f907052b3a4da2b9ccc 9b0e2e888dfc18
https://sourceware.org/bugzilla/show_bug.cgi?id=19728
https://sourceware.org/bugzilla/show_bug.cgi?id=19729
http://www.tripwire.com/state-of-security/security-data-protection/cyber -security/flawed-matrixssl-code-highlights-need-for-better-iot-update- practices/
https://github.com/mdadams/jasper/issues/28
https://github.com/mdadams/jasper/issues/29
https://github.com/mdadams/jasper/issues/30
https://github.com/mdadams/jasper/issues/31
https://github.com/mdadams/jasper/issues/32
https://blogs.gentoo.org/ago/2016/11/20/jasper-stack-based-buffer-overflow -in-jpc_tsfb_getbands2-jpc_tsfb-c/
https://blogs.gentoo.org/ago/2016/11/19/jasper-signed-integer-overflow-in -jas_image-c/
http://seclists.org/oss-sec/2016/q4/411
https://github.com/tats/w3m/issues/29
https://github.com/tats/w3m/issues/38
https://github.com/tats/w3m/issues/41
https://github.com/tats/w3m/issues/43
https://xenbits.xen.org/xsa/advisory-195.html
https://github.com/brandonprry/openh264-fuzz
https://blog.fuzzing-project.org/55-Fuzzing-Irssi-with-Perl-Scripts.html
https://irssi.org/2017/05/12/fuzzing-irssi/
http://seclists.org/oss-sec/2017/q3/80
https://github.com/jgm/cmark/issues/184
https://pdfs.semanticscholar.org/72d4/4a5f8e6f5312e48c6c8977535854f91c2ec5 .pdf?_ga=1.116585743.821979639.1485322874
https://pdfs.semanticscholar.org/72d4/4a5f8e6f5312e48c6c8977535854f91c2ec5 .pdf?_ga=1.116585743.821979639.1485322874
http://seclists.org/oss-sec/2017/q1/258
https://trac.torproject.org/projects/tor/ticket/20894
http://seclists.org/oss-sec/2017/q1/466
https://blogs.gentoo.org/ago/2017/02/20/audiofile-heap-based-buffer-over flow-in-msadpcminitializecoefficients-msadpcm-cpp/
https://blogs.gentoo.org/ago/2017/02/20/audiofile-heap-based-buffer-over flow-in-readvalue-filehandle-cpp/
https://blogs.gentoo.org/ago/2017/02/20/audiofile-global-buffer-overflow -in-decodesample-ima-cpp
https://blogs.gentoo.org/ago/2017/02/20/audiofile-heap-based-buffer-over flow-in-alaw2linear_buf-g711-cpp/
https://blogs.gentoo.org/ago/2017/02/20/audiofile-heap-based-buffer-over flow-in-imadecodeblockwave-ima-cpp/
https://blogs.gentoo.org/ago/2017/02/20/audiofile-heap-based-buffer-over flow-in-msadpcmdecodeblock-msadpcm-cpp/
https://github.com/facebook/zstd/issues/11
https://github.com/lz4/lz4/issues/247
https://github.com/nothings/stb/issues/317
https://github.com/kbranigan/cJSON/issues/30
https://blogs.gentoo.org/ago/2017/03/20/libpcre-two-stack-based- buffer-overflow-write-in-pcre32_copy_substring-pcre_get-c
https://blogs.gentoo.org/ago/2017/03/14/libpcre-invalid-memory- read-in-match-pcre_exec-c
https://blogs.gentoo.org/ago/2017/03/20/libpcre-invalid-memory-read-in- _pcre32_xclass-pcre_xclass-c
https://www.secforce.com/blog/2017/04/cve-2017-3599-pre-auth-mysql- remote-dos/
https://bugzilla.redhat.com/show_bug.cgi?id=1444774
http://seclists.org/oss-sec/2017/q2/252
https://blogs.gentoo.org/ago/2017/04/30/libmad-heap-based-buffer-overflow -in-mad_layer_iii-layer3-c/
https://blogs.gentoo.org/ago/2017/04/30/libmad-heap-based-buffer-overflow -in-mad_bit_skip-bit-c/
https://blogs.gentoo.org/ago/2017/04/29/ettercap-etterfilter-heap-based -buffer-overflow-write/
https://blogs.gentoo.org/ago/2017/05/07/lrzip-use-after-free-in-readstream -stream-c/
https://blogs.gentoo.org/ago/2017/05/07/lrzip-heap-based-buffer-overflow -write-in-read_1g-stream-c/
https://blogs.gentoo.org/ago/2017/05/07/lrzip-invalid-memory-read-in- lzo_decompress_buf-stream-c/
https://gist.github.com/brandonprry/bfb0e58682d464e2d2d319644790bdf5
https://github.com/EnableSecurity/advisories/tree/master/ES2017-02- asterisk-pjsip-multi-part-crash
https://blogs.gentoo.org/ago/2017/05/24/ytnef-heap-based-buffer-overflow -in-decompressrtf-ytnef-c/
https://blogs.gentoo.org/ago/2017/05/24/ytnef-heap-based-buffer-overflow -in-swapdword-ytnef-c/
https://blogs.gentoo.org/ago/2017/05/24/ytnef-heap-based-buffer-overflow -in-swapword-ytnef-c/
https://blogs.gentoo.org/ago/2017/05/24/ytnef-heap-based-buffer-overflow -in-printtnef-ytnefprintmain-c/
http://openwall.com/lists/oss-security/2017/06/07/1
https://sourceforge.net/p/mpg123/bugs/252/
https://animal0day.blogspot.co.uk/2017/07/from-fuzzing-apache-httpd-server -to-cve.html
https://bugs.freedesktop.org/show_bug.cgi?id=101914
https://bugs.freedesktop.org/show_bug.cgi?id=100397
https://bugs.debian.org/869736
https://github.com/jstedfast/gmime/pull/9
https://github.com/jstedfast/gmime/pull/10
https://github.com/merces/pev/pull/115
https://github.com/merces/pev/issues/116
https://github.com/merces/pev/issues/118
https://github.com/merces/libpe/pull/16
https://bugs.chromium.org/p/project-zero/issues/detail?id=1431
https://github.com/sleuthkit/sleuthkit/issues/905
http://seclists.org/fulldisclosure/2017/Sep/52
https://support.apple.com/en-us/HT208331

=
2. MK sEER LU B




if (input == OxlbadcOde) {

if (adler32(input) == 0x3eb52a45) {
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Dynamic symbolic execution (DSE)

DynamicSymbolicExecution
Input: initial test suite TestSuite

Output: bug triggering inputs Crashers

while TestSuite not empty:
t = PickFrom(TestSuite)
for each m in DSENewInputs(t):
RunAndCheck (m)
if Crashes(m):
add m to Crashers
add m to TestSuite
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Dynamic symbolic execution

[37,10]
DSENewlnputs [37,1]

Input: test case t

a=inpui[0]

Output: new test cases Children

PC = ExecuteSymbolically(t)
for each condition ¢ in PC:
NEW_PC = PC[0..i-1] and not c b="nput[1]
new_input = SMTSolve(NEW_PC) :
if new_input != UNSAT:
add new_input to Children
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Constraint Solvers(SAT/SMT)

e Complete solvers (most used)

Complete = always returns an answer (given enough time)

o Backtracking based algorithm

Typically based on Conflict-Driven Clause Learing(CDCL) algorithm
e.g., Z3 from Microsoft Research, STP (used by KLEE)

@ Incomplete solvers

Incomplete = may return “don’t know”

o Trade-off between complexity and the quality of the search
e Stochastic local search (SLS) based algorithms

o e.g., SLS-SMT by Frohlich et al. [AAAI’15]

o Note that theoretically complete solvers are indeed incomplete in their practical

use, since implementations call the solver, and time out after a specific period. 18/20



Fuzzing Vs. DSE

Technique | Replayable Semantic Insight  Scalability  Crashes

Dynamic Symbolic Execution Yes High Low 16

Veritesting Yes High Medium 11

Dynamic Symbolic Execution + Veritesting Yes High Medium 23
Fuzzing (AFL) Yes Low High 68

“In reality, fuzzing identified almost three times as many vulnerabilities [as
DSE]. In a sense, this mirrors the recent trends in the security industry: symbolic
analysis engines are criticized as impractical while fuzzers receive an increasing
amount of attention. However, this situation seems at odds with the research directions of

recent years, which seem to favor symbolic execution.”

OSource:(State of) The Art of War:Offensive Techniques in Binary Analysis
19/20


https://sites.cs.ucsb.edu/~vigna/publications/ 2016_SP_angrSoK.pdf

DSE: strength and weaknesses

e Symbolic state maintenance is costly

e Overhead of executing symbolically can be 1000x [SAGE]

e Constraint solving does not scale well (NP-hard problem)

e time complexity: complex formulas often time out

o Path condition solved by the solver is not guaranteed to take the targeted path

e Due to imperfections of the symbolic memory model and environment model
e Path divergence in 60% of the case [SAGE]

@ The probability of a new test case exercising a new path is still much higher than in

case of blind fuzzing

@ Tools not user-friendly. Successful use requires a lot of knowledge.
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