Static and Dynamic Analysis for
Vulnerability Detection




Vulnerability Analysis

Buggy |Vulnerability | | Warnings
Program Analysis Generated

¢ Programmer checks the program, and corrects
the errors

¢ Cycle repeated until all relevant bugs are fixed




Terminology

*False Positives: A warning or error is generated, but there
is no real vulnerability

*False Negatives: A vulnerability exists, but it is not being
identified by the analysis

* Complete: A technique that is guaranteed to be free of
false positives

*Sound: A technique that is guaranteed to detect all
vulnerabilities (i.e., no FNs)

* Note: A technique cannot be sound and complete, since
most program properties are undecidable in general.




Benefits and Drawbacks

¢ Benefits

= Does not rely on bugs being exercised: fix the bug
before it strikes you

= No runtime overhead
" |_everage programmer knowledge

¢ Drawbacks

= Not applicable for operator use
YMay not have source code access
YMay not be able to understand the logic of the program

= Suffers from false positives
YA programmer can cope with these, but not an operator




Vulnerability Analysis Techniques

¢ Static analysis
= Analysis performed before a program starts execution

= Works mainly on source code
YBinary static analysis techniques are rather limited

= Not very effective in practice, so we won’t discuss in depth
¢ Dynamic analysis
= Analysis performed by executing the program

= Key challenge: How to generate input for execution?

= Two main approaches to overcome challenge
YFuzzing: random, black-box testing (primarily)

YSymbolic execution: systematic technique for generating inputs
that exercise “interesting program paths.”

—More of a white-box approach.




Black-box fuzzing

BlackBoxFuzzing
Input: initial test suite TestSuite
OQutput: bug triggering inputs Crashers

Mutations (helper function)
Input: test input t
Output: new test inputs with some bits flipped in t

while TestSuite not empty:
t = PickFrom(TestSuite)
for each m in Mutations(t):
RunAndCheck (m)
1f Crashes(m):
add m to Crashers

Drawbacks
¢ Blind search: a successful mutation does not help
subsequent search 1n any way



Coverage guided fuzzing

CoverageGuidedFuzzing xx, Ax AB
Input: initial test suite TestSuite
OQutput: bug triggering inputs Crashers

a = input[0]

while TestSuite not empty:
t = PickFrom(TestSuite)
for each m in Mutations(t):
RunAndCheck (m)
if Crashes(m):
add m to Crashers
if NewCoverage(m)
add m to TestSuite

Note: A successful mutation feeds into
other mutations.

AFL Fuzzer by Zalewski ‘14



Coverage metrics

¢ Statement coverage

= A statement Is covered by a test input if it is executed at least
once by the program when processing that input

¢ Edge (or branch) coverage

= An edge is covered by a test input if it is taken at least once
when processing that input

¢ Counted coverage

= Take into account the number of times a statement (or edge)
IS executed. Variant: use log(count) instead of exact count.

¢ Path coverage
= Similar, but applies to a full execution path

= Note: number of possible execution paths can be extremely
large, or even be infinite, so it is not used.




Coverage metric

void path explosion(char *input) {
int count = 0;
for (1nt 1 = 0; 1 < 100; 1++)
if (input[i] == ‘A’")
count++;



Coverage metric

int walk maze(char *steps) { Player position:
1nt X, Yy; // Player position (1,4)
for (int i = 0; i < ITERS; i++) { |SRECESITINNIIEENE
switch (steps[i]) { Action: D
<nse:g::y—ﬁ ?@ab T R RO §
case . y++,; Dreak;
case 'L': x--; break; |X| |#|
case 'R’': x++; break; IX] --+ | |
default: // Wrong command, lose. |XJ | | |
}
if (mazel[y]l[x] '= " ") // Lose. |X+" | | |

if (mazelyl[x] == "#") // Win!

Winning input: DDDDRRRRUULUURRRRDDDDRRUUUU
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Bugs found by AFL
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Fuzzing: strength and weaknesses

if (input == OxlbadcOde) {

\ .

if (adler32(input) ==
Ox3eb52a45) {

}...



Dynamic symbolic execution (DSE)

DynamicSymbolicExecution
Input: 1nitial test suite TestSuite
Output: bug triggering inputs Crashers

while TestSuite not empty:
t = PickFrom(TestSuite)
for each m in DSENewInputs(t):
RunAndCheck (m)
1f Crashes(m):
add m to Crashers
add m to TestSuite



Dynamic symbolic execution

DSENewInputs [37,10] [37,1]
Input: test case t
Output: new test cases Children a = input [0]

PC = ExecuteSymbolically(t)
for each condition ¢ in PC:
NEW PC = PC[0..1-1] and not c
new input = SMTSolve(NEW PC)
if new input != UNSAT:
add new input to Children




Constraint solvers (SAT/SMT)

* Complete solvers (most used)
* Complete = always returns an answer (given enough time)
* Backtracking based algorithms
* Typically based on Conflict-Driven Clause Learning (CDCL) algorithm
* E.g., Z3 from Microsoft Research, STP (used by KLEE)

* Incomplete solvers
* Incomplete = may return “don’t know”
* Trade-off between complexity and the quality of the search
* Stochastic local search (SLS) based algorithms
* E.g., SLS-SMT by Frohlich et al. [AAAI’15]
* Note that theoretically complete solvers are indeed incomplete in their

practical use, since implementations call the solver, and time out after a
specific period.



Fuzzing vs. DSE

Technique | Replayable Semantic Insight  Scalability  Crashes
Dynamic Symbolic Execution Yes High Low 16
Veritesting Yes High Medium 11
Dynamic Symbolic Execution + Veritesting Yes High Medium 23
Fuzzing (AFL) Yes Low High 68

“In reality, fuzzing identified almost
three times as many vulnerabilities
[as DSE]. In a sense, this mirrors the
recent trends in the security industry:
symbolic analysis engines are
criticized as impractical while fuzzers
receive an increasing amount of
attention. However, this situation
seems at odds with the research
directions of recent years, which seem to

favor symbolic execution.” ANGR Study (The Art of War)

[Oakland’16]
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DSE: strength and weaknesses

* Symbolic state maintenance is costly
* Overhead of executing symbolically can be ~1000x [SAGE]

* Constraint solving does not scale well (NP-hard problem)
* time complexity: complex formulas often time out
* Path condition solved by the solver is not guaranteed to
take the targeted path

* Due to imperfections of the symbolic memory model and
environment model

* Path divergence in 60% of the case [SAGE]

* The probability of a new test case exercising a new path is
still much higher than in case of blind fuzzing
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