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Abstract— In this paperweprovidea framevorkthatsup-
portscompositiorof individualagentsthatenablesisesto
accomplishcomple tasksthat would otherwisebe labori-
ousanddif cult with mele useof traditional keyword based
seach engines A key bene tof our appoad is thatin the
framavork the personalinformationhandledby the agent
systemis guaranteedto be free from accidentalleakage
to websiteghat are not trustworthy thereby ensuringthe
privacy of end-userdata. We describeour approacd with
a prototypeexamplewhich suggeststhat sud highly us-
able trustworthyagent systemgan be built and deployed
quickly with modesimplementatiorefforts.

1 INTRODUCTION

The growth in the numberof userswho routinely usethe
webto searchfor informationon goodsandservicescon-
tinuesunabated.In this expandeduseof the webit is not
uncommorfor endusergo view thewebasadatabasand
searchfor informationin waysthat cannotbe directly ac-
complishedby traditional keyword-basedveb searchen-
gines,e.g.,"make a list of usedJaguar cars advertisedn
New York City area, such that eadh car is a 1999or later
model,hasgoodsafetyratings,andits selling priceis less
thanits BlueBookvalue”. Answersto suchqueriesareof
considerablénterest,sincethey provide valuableinforma-
tion to compareand contrastcompetingproductsand ser
vices. However, answeringsuchcomplex queriesrequires
extractingandintegratinginformationfrom multiple sites
into onecoherentwiew.
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1.1 Motivating example

Let usconsideratypical travel planningscenario Suppose
thatauserplansto have atrip to LasVegasfrom New York.
Shewantsto buy an air ticket from a budgetairline such
asJetBlueor SouthWestaftercomparingthe scheduleand
pricesof the ights offeredby thesetwo airlines. Let us
supposéhatshealsoneedso book a hotelroom nearher
destinatioraddressandgetthedriving directionsfrom the
airportto the hotel. Surelyuserscandirectly go to these
individual web sitesand do all of this effort themseles.
However, this processis ratherincorvenientand tedious
(involving alot of userinteractionsuchasclicking follow-
up links, involving repeatednput of queryconditions).

Thedeplgymentof severaltravel portalwebsites(e.g. Ex-

pedia.comQrbitz.com)which provide anintegratedinter

facefor on-lineresenationsof air ticketsandhotelrooms
andothertravel serviceshaseasedheburdenonthis effort.

Two importantdisadwantagesnake theseportaleffortsless
desirable:

2 Dif culty of customization. One drawback of such
portalsitesis thatthey areusuallyrigid in the choices
of searchengineshataredeplo/ed andthe sitesthat
are visited, and do not offer facilities for customiz-
ing the searchenginesor the set of sitesvisited to
the users choice. For instancejnformationof ights
from airlinessuchasJetBlueand SouthWéstareusu-
ally not includedin theseportal sitessuchas Expe-
dia or Orbitz. In addition, usersmay also have their
own preference@ choosinghotelor driving direction
searchingngines.

2 No certi cation of security Usually, almostall of
theseportalsgive almostnotechnicalerti cation that
theprivagy of informationthatis beingsuppliecto the
portal site is indeedkept private. Note thatthereare
of courselegal assurancethatareprovided,andcer
ti cation of encryptionschemeghat are usedin the
procesof transmissiorof data,but noneof thesegive
ary assurancebouthow private datais being used
in the portal. In the absenceof ary suchassurance
mechanismuserswvould preferto usetheir creditcard



informationonly atthetime of purchaseandwill pre-
fer notto storetheir privateinformationin suchportal
basedwvebsites.

To addresghe rst issue,agentsystemssuchasPersonal
Information Assistantd1] arebeginningto emege. PIAs
aresoftwarerobots(otherwisepopularlyrefereedo asweb
agentsshop-botsetc) that cannavigate web sitesand ex-
tractinformationautomaticallyon behalfof auseror asys-
tem. Userscannow delegate complex keyword searches
(e.g.,Google),parametricqueries(e.g. partnumbetrinfor-
mationat TexasInstruments)pr web-sitewide hanesting
actiities (e.g. bidsfrom e-bay)to PIAs. Thus,they enable
usergo rapidly accessich, real-timeinformationfrom one
or more web sourceswithout having to locate the sites
or even know the sourceof the information, and without
requiring active co-operationfrom information providers
owning the Web seners. Usersonly needto provide the
PIA with searchingconditionsand paymentinformation
once,the PIA will automaticallynavigate to the relevant
sitesand fetch the desiredsearchingresults,suchas the
pricesand scheduleof different ights from differentair-
lines, the locationandcompareprice of the nearbyhotels,
anddisplaytheresultsafter nishing all thesetasks.

Furthermorethe underlyingtechnologybehindsuchsys-
temscan be tailored to drive portals suchas Orbitz.com
thatwerementionedearlier Henceforthwe do focusonly
on PIAs and do not discussportal basedapproachesry
furtherin this paper

This bringsusto the secondssueof datasecurityandpri-
vagy thatis addressedn this paper Note that PIAs are
attractive from a securityviewpoint, asthey facilitate de-
centralizationof privatedata: Userscankeeptheir private
datain their own systemsandallow the PIAs to accessand
provide suchdatato commerciakitesonly whennecessary
asopposedo theideaof storingthemin athird partyweb-
sitethatthey maynothave full con dencein.

Therearetwo crucialaspectgo securitythatconfrontsthe
deploymentof suchPIAs.

2 Informationprivacy Suppose userwishesto deploy
theairlineresenationPIA to make travel resenations
ontheweh Theimportantquestionis the following:
Canthe userprovide sensitve datasuchasher credit
card and other personalinformation (such as pass-
wordsto websites}o sucha PIA, andhave someas-
suranceaboutits trustworthinessn anotheiinstance,
cana PIA that merelyfetchesinformation (anddoes
not conductary e-commercdransactionspe trusted
to keeptheusers pro le informationprivate?

2 PIA Integrity. In addition to these con dential-
ity issues,thereis a (second)trustworthinessaspect
of PIAs. They may basetheir purchasedecisions

by derving information from sitesthat may be un-

trusted. Although the agentsthemseles may come
from trustedsourcesthe informationthatis supplied
to themfrom websitesmay not be trustworthy. Fur

thermore,this information may be usedin a crucial
decisionby thePIA. To citeanexample,anagentmay
derive information about certain stocksfrom some
sitesthatmayoffer adviceon buying stocks.However,

this information may not be completelytrustworthy,

andthus mustnot be directly usedin purchasedeci-
sions.

Untrusted Site

PIA Interpreter
Blocker

Web Sources

Figurel: Framevork architecture

In addition, by “gluing” suchagentstogether(agentcom-
positior), onecanconstructhigherlevel PIAs by combin-
ing thebehaiors of individualagents For exampleonecan
ervision the travel resenation PIA to be composedrom
two agentsfor obtaining faresfrom JetBlueand South-
West,plusa hotelresenation agent,anda distanceguery-
ing agentfor Mapquest.comandso on. To build a travel
planningapplicationasdescribeefore, we needto com-
poseall theseindividual agentgogether In this paper we
presenta framework that provides securecompositionof
suchagents.(For the remainderof this paperwe shalluse
thetermagentfor referringto thosethatqueryasingledo-
main,andthetermPIA for thecompositgrogram).

The securitycommunityhasbeeninvestigating with pro-
gramanalysistechniquedor securingprogramsrom such



informationleaks[6]. Existingtechniquedor analysisof
programgsuchastypeanalysig10, 4]) arenotparticularly
suitablein thecaseof PIAs, mainly dueto thefactthatPl1As
arehighly datadriven. To addresshesessuesywe propose
a techniquebasedon programtransformationto enforce
con dentiality policiesat runtime. The individual agents
andthecompositionPIA codeare rst examinedthrougha
staticanalysis,andthenthe PIA codeis transformedwith
in-line checksthattrackthe o w of sensitve information
to websitesvisitedby the (composedPIA. Wheneer apo-
tentialinformationleakis detectedhatis notin accordance
with the users securitypolicy, the activities of the PIA are
abortedandanexceptionis raised.

Figure 1 givesan overview of our framevork. The indi-
vidual agentsarerepresentedby ovalsin the centerof the
gure. Theseagentsaaregluedtogethesingthe PIA com-
positioncode.ThePIA interpreterexecutesachindividual
agentby sendingthe correspondingvebrequestsTwo ad-
ditional componentsrepartof our securityinfrastructure:

2 SensitiveData Tradker. This components partof the
PIA compositiorcode,andconsistof in-lined checks
thattrackthe useof sensitve informationsuppliedby
theuser

2 UntrustedSiteBlocker. This components partof the
PIA interpreter This componenmalkesuseof the se-
curity policy thatis in force,which stategshedomains
thataretrustedoy theuser If sensitve datais supplied
to a site thatis not in the list of domainsmentioned
in the policy, thenthis componentestrictsaccesso
thosewebsitesandpreventsthe PIA from performing
ary furtheractions.

This paperis organizedasfollows: In Section2 we give

a brief backgroundaboutagentcreationand deployment.
Section3 describeshecompositionaframenork, andSec-
tion 4 discusse®ur approackfor ensuringtrustworthiness
of PIAs. In Section5, we presentain evaluationof our pro-

totypeimplementation.Section6 discusseselatedwork,

andwe concludein Section?.

2 WINAGENT SYSTEM

We rst seehow eachindividual agentcanbe created Our
agentbuild environmentis the WinAgent systemfor cre-
ating and executing agentswhich can extract structures
and organize the datafrom thesepagesin userspeci ed
presentatiorformat (suchas HTML, XML, Text, WML,
VoiceXML). More importantlytheendusercancreateand
executeagentsusingjust a web browser Essentiallythe
userneedsonly highlight in the browserexamplesof data
of interestin awebpageandthelinks to befollowedand/or
formsto be lled to reachthis page.Fromthe highlighted
examplesthe systemcreatesan agentby “learning” navi-
gation and extraction expression. In this sectionwe will

presentnoverview of how to createandexecuteanagent
in the WinAgent system. A more detaileddescriptionof
the WinAgentsystemcanbefoundin [1].

2.1 Building an agent

TheWinAgentsystemconsistof anagentbuilder through
which a usercan createa navigation map for a web site.
Theagentouilderis embeddedsatool barin InternetEx-
plorer Resemblinga VCR, thereare ve buttons (“Get
Item”, “Get Region”, “Record”, “Stop”, “Play”) onthetool
bar, throughwhich userscaninteractwith the systemfor
creatingandinterpretingnavigationmaps.

Theagentcreationis initiatedwhenthe“Record” buttonis

clicked. Fromnow onuntil the“Stop” buttonis clicked, the
users actionsaremonitoredandrecordedn the navigation
map. Usingthe “Get Region” buttonthe userspeci esthe
region of interestby highlightingit on the page. The user
usesthe“Get Item” buttonto selectanexampleitem of in-

terest.Thealgorithmsusedin theagentbuilderfor creating
navigation mapsby learningfrom a users web browsing
andinteractionsaredescribedn [1].

This navigation map encodesinformation about how to
navigateto pagesof interestin a web site, and consistsof
a collectionof page-mapshat specifyhow to extractdata
neededrom thesepages.

2.2 Launching the agent

Userscanusethe“Play” button on the agentbuilder tool-
bar, or theindependenagentmanagerto specifyanaviga-
tion mapandlaunchthe agentinterpreteron this map.

The agentinterpreterinterpretsthis navigation mapby au-
tomaticallynavigating to the web site, following speci ed
links, lling outformsandextractingthetargeteddatafrom
the pagesasspeci edin the page-mapsThe outputof the
interpreteris an XML documentwith attribute namesthat
weresuppliedby the userwhenthe agentwascreated.

2.3 Presentationof extracted data

The raw dataextractedfrom the agentis organizedasan
XML documentn a hierarchicalfashion. At level one of
the outputtree, thereare objectscorrespondingo the rst

level of navigation. Theseobjectscontaintheir extracted
attributesaschildren. They alsocontainlevel two objects
correspondindo the secondevel of traversalsandextrac-
tionsandsoon.

TheWinAgentsystenmsupportdransformingsuchanested
XML into one of mary desired presentationformats,
suchascomma-separataécords\oiceXML, HTML, etc.
Suchtransformation®n XML are expressedising XSLT
stylesheets. A genericGUI framewvork is provided for
rapidly creatingsuchXSLT's, with aninterfacefor users
to plugin aspeci ¢ formattingmodulefor transformation.



3 COMPOSITION

Let usrevisit the PIA exampleagain. As we alreadynoted,
the PIA queriesthe websitesfor SouthwestAirlines and
JetBlueAirwaysandretrievesthe lowestfareandalsore-
trievesthe lowesthotel fare at the destinationcity. Now,

it is a wasteof effort to build a completemonolithic PIA

exclusively for doing this setof tasks. We would like to
build individual agentghatretrieve informationfrom each
of the abore websitesandthencomposghemto achieve
the overall functionality The decompositiorof the func-
tionality into individual agentshasthefollowing bene ts:

2 Enablescomposabilityand re-use Individual PIAs
canbe built for variouswebsitesandthencomposed
togetherin a variety of situations. Consideran-
otherPIA applicationthatsynchronizesne'spersonal
schedulaginstresenationavailability for Southwest

ights. Now the agentthat obtainsresenration infor-

mationfrom southwest.consanbere-usedn this sit-

uation by composingit with anotheragentprogram
thatoperate®ntheusers personakcheduleOnecan
imaginea “portal” of suchagentghatis availablefor

compositionandimplementatiorof morePIAs.

2 Easescreation and deployment. As already men-
tioned,oneof themainfeaturesof the WinAgentsys-
tem is that the creationof individual agentsthrough
macrorecordingfacilities. It is simpler when such
creationof PIAs is restrictedto one website,so that
the extraction toolbar could be used effectively for
this purpose,insteadof burdeningthe agentcreator
with multiple websitesandmatchingschemesin ad-
dition, the logic thatis part of the compositioncode
is de-coupledrom the actualpattern-matchindogic
thatis partof theagentsystemandhenceresultsin a
clean,extensibleandlightweightdesignof the WinA-
gentsystem.

We shall use someformalism to introducethe composi-
tion framavork. We can construeevery agentprogram
as a function that mapsa set of inputsto a set of out-

Now eachof the individual inputs
can come from the following types: integer, real,
string, array, record . Now, eachcompositioncan
be understoodsa functionthatmapsthe outputsof agent
A to inputsof agentB.

Thecompositionconstructarewrittenin a simple,imper
ative languageahatusesheabose-mentionegrimitive and
compl« types. The languagencludesthe following con-
structs: basicarithmetic,logical expressionsfacilities for
stringmatchingandediting,loopsandprocedurecalls.

Suchcompositionscan be achieved in differentways us-
ing semi-automatior manualapproaches. [5] presents
onesuchapproacHor composition.We do not discussas-
pectsof automatingthis compositionin this paper and,in
the following sectionfocus on the securityaspectsof our
frameawork.

4 ENFORCING PRIVACY AND INTEGRITY

Before describing our approachto securing PIAs, we
presentan assumptiorthat underliesour approach. Note
thatthe PIAs themseles are not obtainedfrom untrusted
sourcesand our effort is only in the direction of adding
trustworthinesgo analreadyexistingagentframeawork, and
to preventary accidentaldisclosureof sensitve informa-
tion. It would bevery dif cult, if notimpossibleto address
securityissuedf the PIAs themselesareuntrusted.Also,
asmentioneckarlier thedecentralizedatureof PIAsmake
thema compellingalternatve to portal basedapproaches
for handlingprivate data,and our efforts arein the direc-
tion of makingthemmoretrustworthy.

To achievethis,two critical problemsprivagy andintegrity,
mustbe addressedTo protectprivagy, the sensitve infor-
mation shouldbe preventedfrom being sentto untrusted
sites; while to protectintegrity, the computationof trust-
worthy data should not be comprisedby data from un-
trustedsources.Privagy andintegrity in in factareduals
of eachother[6]. Beingvery closelyrelatedary solution
thatis suitablefor privagy canbe modi ed to addressn-
tegrity aswell, asshavnin [6]. In this sectionwe present
techniqueso ensureprivacy protection andsketchhow in-
tegrity cansimilarly beaddressed.

4.1 Sensitve datatracker

Ourapproachs to usea programtransformatiortechnique
to transformthe compositioncodefor detectingpolicy vi-
olations.Runtimeupdatesandchecksareinsertedinto the
transformedcodeandareusedto trackinformation o ws.
Our transformationis basedon the transformationtech-
nigueproposedn [9], wherewe alsoprove thecorrectness
of the transformationwith respecto the non-interference
property[3], which ensuredhatthe con dential informa-
tion cannotbeleakedto untrustedutputs.

In our approachtwo securitylevels: high andlow, arede-
ned for the variablesin the compositioncode. The high
variablegepresensensitve data(e.g.,creditcardnumbers,
socialsecuritynumbers).The low variablesrepresentin-
trustedsitesor datacomingfrom suchuntrustedsites(e.g.
a map searchenginethat should not take ary credit card
numbers)andhenceary assignmenbf sensitve informa-

tion to thesevariablesconstitutesa policy violation.

Information o ws are tracked at runtime throughthe use
of securityvariables. The securityvariablesare auxiliary
variablesthat are insertedby the transformationfor each



programvariableand usedfor recordingthe currentrun-
time security level of their own correspondingprogram
variables Whenanexecutionreachesinassignmenstate-
mentto a low variable,the value containedn the security
variablecorrespondindo the sourcevariableis examined
for the presenceof sensitve data(i.e. whetherthe secu-
rity variablevalueis high). If suchsensitve datais indeed
presentanerroris generatedandthe executionof the PIA
is terminated.

The simpleideaillustratedabose would work only for ex-
plicit o wsin whichdata o wsthroughvariousassignment
statements.On enteringa conditionalbranch,thereis an
implicit o w of informationfrom the conditionalto all the
variablesassignedn both the branches.To computethis
setof variablesa preliminary staticanalysisis used. The
transformatiorthen makes useof the resultof this analy-
sis.

Theanalysiscomputeghefollowing: for ary expressiore,
var (e) is thesetof all variableghatareusedin theexpres-
sion. Theif S denotesa (possiblycompound)statement,
thesetupd(S) denotesall thevariableshatgetassignedn
the statemens. The analysiscomputesa conserative up-
perboundin caseaprecisesstimatiorof thesetof variables
thatareupdateds notpossible.

Using the results of the analysis,the programis trans-
formed such that, on enteringa conditional branch, the
value of the securityvariablecorrespondingdo the condi-
tion expression(associatedvith enclosingnestedcondi-
tionals)is storedin a variablecalledpcyux thatis usedto
track implicit ows. For all assignmentshat happenin-
side both branchesthe securityvariablesof the left-hand
sideexpressionareupdatedwith the value of theimplicit
o ws, thatis obtainedby a disjunctionwith pcyx . Thus,
pcux includesthe combinedeffect of theenclosingcondi-
tionalsandloops.Whena conditionalbranchis exited, the
valueof pc,x is restoredo its previousvaluethatexisted
beforeenteringthe branch.

Forall thevariableghatarerepresensensitve inputdataor
trustedsites,their securityvariablesareinitialized to true.
All theothersecurityvariablesareinitializedto false.More
detailson the transformatiorandits proof of correctness
areavailablein [9].

To supporttheintegrity protectionwe just needto reverse
thede nitions of high andlow. The detectedllegal infor-
mation o wswill thenrepresenintegrity policy violations.

4.2 Untrusted site blocker

To prevent a trustedagentfrom accidentallyleaking sen-
sitive information to untrustedsites, the PIA interpreter
is modi ed to include a componentcalled untrustedsite
blodker. This componentefersto the currentsecuritypol-
icy whichlists domainghataretrustedby theuser During

the interactionshetweenagentsand sites, this component
examinegthesensitvity level of every eld of datain each
form which will be suppliedby a agentto any untrusted
sites. If the untrustedsite blodker detectsthat ary sensi-
tive datais being suppliedto a site thatis not in the list
of domainsmentionedn thepolicy, thenthe untrustedsite
blodker restrictsaccesdo thosewebsitesandpreventsthe
PIA from performingary furtheractions.

5 EVALUATION

Figure2: Specifyingdatasensitvity

Figure3: Approving sensite datatransmission

We have implementedhe motivating travel planningPIA
asaprototypeapplicationof our securecompositiorframe-



work usingthe WinAgent system. Figure 2 shaws thein-
terfacefor usersto specifythe datasensitvity level, while
Figure 3 shaws the review screenwhereuserscandecide
whetheror not to approse the sensitve datatransmission.
A demovideoof this prototypeis availableat[11].

Building sucha compositionPIA seemscomple, but in
our efforts we foundit to bearelatively simplejob. It only
took 1-4minutesto createeachof theindividualagentsus-
ing the WinAgentagentbuilder. To composegheseagents
together we had to understandheir inputs and outputs
andthe comparisoriogic, thusit took aboutthreehoursto
manuallywrite the compositioncode. It is quite straight-
forward to transformthe compositioncodeto track infor-
mation o ws basedon the rulesof eachkind of statement
in the program,andwe spentaboutone hour on this. Of
coursethefoundationfor this rapid prototypinganddevel-
opmentwasthe WinAgentsystemconsistingof the builder
andinterpretewhich hasbeenoperationafor the pastone
andhalf years.

Whenthis PIA is usedto comparepricesandbookair tick-
etsandhotelroomsfor bookingthis businessrip, the user
rst needsto input the source/destinatiomddressesher
credit cardinformation,andthe sensitvity levels of these
data. After that,the PIA will automaticallynavigateto the
relevantsitesandretrieve the desired ight/hotel informa-
tion. The userthenwill get selectionwindows to make
choicesfrom the searchresultsand proceedthroughthe
PIA's transactiorappraval windows to completethe reser
vations.This wholeproces®f usingthe PIA takesabout4
minutesand10 mouseclicks, andtheuserneedgo Il in 3
formswith 12 elds in total (including source/destination
addresseandcredit cardinformation). In contrast,if the
user herselfmanually brovsestheseweb sitesand com-
pletesthesamesearcheandresenations,sheneedso have
morethan40 mouseclicks, Il in morethan10formsusing
thesamel2 elds of data,andinputthe URL of theseweb
sitesmultiple times. In addition,the userhasto remember
thesites(sothattheresultsobtainedareavailablefor book-
ings at a later instant)and managemultiple browserwin-
dows which couldbecomecumbersomandtedious.From
this, we canseethe PIA greatlyeaseghe users burdenof
unnecessarnanualinteractionswith variousweb sitesfor
retrieving informationof herinterest,and providesnearly
the samelevel of assurancé handlingthe users personal
information.

6 RELATED WORK

Althoughthereareseveralagentsystemg5, 2, 7] thatsup-
port compositionof individual agentswe believe thatthe
currentwork is the rst to look atdatasecurityissuesn an

agent-compositiosetting. For instance SWORD [5] uses
arule basedexpertsystemto guidethe composition how-

ever, no assurancargumentof securityof the composite
serviceis provided.

The securitycommunityhasbeeninvestigating with pro-
gramanalysistechniquedor securingorogramsrom such
informationleaks[6]. Existingtechniquedor analysisof
programs(suchas type analysis[10, 4]) are not particu-
larly suitablein the caseof PIAs, mainly dueto thefactthat
PlAs arehighly datadriven.In [8], Huangetal., provide a
mechanisnfor addressinglatasecurityin PHP programs
throughstaticanalysisand runtime monitoring. Their ap-
proachinvolvesatyping basedsolutionthatis in factmore
expressve thanthe previous approachestHowever, the ex-
pressienessn their approactdoesnot scaleto avoid false
positivesin information o ws suchasimplicit information
o Ws.

7 CONCLUSION

In this paper we presente framevork for securecompo-
sition of agentto enablecreationanddeploymentof PIAs.
A unique aspectof our framework is in addressinglata
securitythroughthe useof programanalysisand runtime
monitoringtechniquesWe illustratedour approactwith a
prototypeexamplethat suggestshat our approachs suit-
ablefor awide variety of emeging webapplications.
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