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Abstract— In thispaper, weprovidea frameworkthatsup-
portscompositionof individualagentsthatenablesusersto
accomplishcomplex tasksthat wouldotherwisebe labori-
ousanddif�cult with mereuseof traditionalkeyword based
search engines.A key bene�t of our approach is that in the
framework thepersonalinformationhandledby theagent
systemis guaranteedto be free from accidentalleakage
to websitesthat are not trustworthy, therebyensuringthe
privacy of end-userdata. We describeour approach with
a prototypeexamplewhich suggeststhat such highly us-
able, trustworthyagentsystemscanbebuilt anddeployed
quickly with modestimplementationefforts.

1 I NTRODUCTI ON

The growth in the numberof userswho routinely usethe
web to searchfor informationon goodsandservicescon-
tinuesunabated.In this expandeduseof the web it is not
uncommonfor endusersto view thewebasadatabaseand
searchfor informationin waysthat cannotbe directly ac-
complishedby traditional keyword-basedweb searchen-
gines,e.g.,“make a list of usedJaguar cars advertisedin
New York City area,such that each car is a 1999or later
model,hasgoodsafetyratings,andits sellingprice is less
thanits BlueBookvalue”. Answersto suchqueriesareof
considerableinterest,sincethey provide valuableinforma-
tion to compareandcontrastcompetingproductsandser-
vices. However, answeringsuchcomplex queriesrequires
extractingandintegratinginformationfrom multiple sites
into onecoherentview.
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1.1 Moti vating example

Let usconsidera typical travel planningscenario.Suppose
thatauserplansto haveatrip to LasVegasfrom New York.
Shewantsto buy an air ticket from a budgetairline such
asJetBlueor SouthWestaftercomparingthescheduleand
pricesof the �ights offeredby thesetwo airlines. Let us
supposethatshealsoneedsto booka hotel roomnearher
destinationaddress,andgetthedriving directionsfrom the
airport to the hotel. Surelyuserscandirectly go to these
individual web sitesand do all of this effort themselves.
However, this processis rather inconvenientand tedious
(involving alot of userinteractionssuchasclicking follow-
up links, involving repeatedinputof queryconditions).

Thedeploymentof severaltravel portalwebsites(e.g.Ex-
pedia.com,Orbitz.com)which provide anintegratedinter-
facefor on-linereservationsof air ticketsandhotel rooms
andothertravel serviceshaseasedtheburdenonthiseffort.
Two importantdisadvantagesmaketheseportalefforts less
desirable:

² Dif�culty of customization. One drawback of such
portalsitesis thatthey areusuallyrigid in thechoices
of searchenginesthataredeployedandthesitesthat
are visited, and do not offer facilities for customiz-
ing the searchenginesor the set of sitesvisited to
theuser's choice.For instance,informationof �ights
from airlinessuchasJetBlueandSouthWestareusu-
ally not includedin theseportal sitessuchas Expe-
dia or Orbitz. In addition,usersmay alsohave their
own preferencesin choosinghotelor driving direction
searchingengines.

² No certi�cation of security. Usually, almost all of
theseportalsgivealmostnotechnicalcerti�cation that
theprivacy of informationthatis beingsuppliedto the
portal site is indeedkept private. Note that thereare
of courselegal assurancesthatareprovided,andcer-
ti�cation of encryptionschemesthat areusedin the
processof transmissionof data,but noneof thesegive
any assuranceabouthow private data is being used
in the portal. In the absenceof any suchassurance
mechanism,userswouldpreferto usetheircreditcard



informationonly at thetimeof purchase,andwill pre-
fer not to storetheirprivateinformationin suchportal
basedwebsites.

To addressthe �rst issue,agentsystemssuchasPersonal
InformationAssistants[1] arebeginning to emerge. PIAs
aresoftwarerobots(otherwisepopularlyrefereedto asweb
agents,shop-bots,etc) thatcannavigatewebsitesandex-
tractinformationautomaticallyonbehalfof auseror asys-
tem. Userscannow delegatecomplex keyword searches
(e.g.,Google),parametricqueries(e.g. partnumberinfor-
mationat TexasInstruments),or web-sitewide harvesting
activities (e.g.bidsfrom e-bay)to PIAs. Thus,they enable
usersto rapidlyaccessrich, real-timeinformationfrom one
or more web sourceswithout having to locate the sites
or even know the sourceof the information,andwithout
requiring active co-operationfrom information providers
owning the Web servers. Usersonly needto provide the
PIA with searchingconditionsand paymentinformation
once,the PIA will automaticallynavigate to the relevant
sitesand fetch the desiredsearchingresults,suchas the
pricesandscheduleof different �ights from differentair-
lines, the locationandcomparepriceof thenearbyhotels,
anddisplaytheresultsafter�nishing all thesetasks.

Furthermore,the underlyingtechnologybehindsuchsys-
temscan be tailored to drive portalssuchas Orbitz.com
thatwerementionedearlier. Henceforth,we do focusonly
on PIAs and do not discussportal basedapproachesany
furtherin thispaper.

This bringsusto thesecondissueof datasecurityandpri-
vacy that is addressedin this paper. Note that PIAs are
attractive from a securityviewpoint, as they facilitatede-
centralizationof privatedata:Userscankeeptheir private
datain theirown systemsandallow thePIAs to accessand
providesuchdatato commercialsitesonly whennecessary,
asopposedto theideaof storingthemin a third partyweb-
sitethatthey maynothave full con�dencein.

Therearetwo crucialaspectsto securitythatconfrontsthe
deploymentof suchPIAs.

² Informationprivacy. Supposeauserwishesto deploy
theairline reservationPIA to make travel reservations
on theweb. The importantquestionis the following:
Cantheuserprovide sensitive datasuchashercredit
card and other personalinformation (such as pass-
wordsto websites)to sucha PIA, andhave someas-
suranceaboutits trustworthiness?In anotherinstance,
cana PIA that merelyfetchesinformation(anddoes
not conductany e-commercetransactions)be trusted
to keeptheuser'spro�le informationprivate?

² PIA Integrity. In addition to these con�dential-
ity issues,thereis a (second)trustworthinessaspect
of PIAs. They may basetheir purchasedecisions

by deriving information from sites that may be un-
trusted. Although the agentsthemselves may come
from trustedsources,the informationthat is supplied
to themfrom websitesmay not be trustworthy. Fur-
thermore,this information may be usedin a crucial
decisionby thePIA. To citeanexample,anagentmay
derive information about certain stocks from some
sitesthatmayofferadviceonbuyingstocks.However,
this informationmay not be completelytrustworthy,
andthusmustnot be directly usedin purchasedeci-
sions.
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Figure1: Framework architecture

In addition,by “gluing” suchagentstogether(agent com-
position), onecanconstructhigher-level PIAs by combin-
ing thebehaviorsof individualagents.For exampleonecan
envision the travel reservation PIA to be composedfrom
two agentsfor obtaining faresfrom JetBlueand South-
West,plusa hotel reservationagent,anda distancequery-
ing agentfor Mapquest.comandso on. To build a travel
planningapplicationasdescribedbefore,we needto com-
poseall theseindividual agentstogether. In this paper, we
presenta framework that providessecurecompositionof
suchagents.(For theremainderof this paper, we shalluse
thetermagentfor referringto thosethatquerya singledo-
main,andthetermPIA for thecompositeprogram).

The securitycommunityhasbeeninvestigating with pro-
gramanalysistechniquesfor securingprogramsfrom such



informationleaks[6]. Existing techniquesfor analysisof
programs(suchastypeanalysis[10, 4]) arenotparticularly
suitablein thecaseof PIAs,mainlydueto thefactthatPIAs
arehighly datadriven.To addresstheseissues,wepropose
a techniquebasedon programtransformationto enforce
con�dentiality policiesat runtime. The individual agents
andthecompositionPIA codeare�rst examinedthrougha
staticanalysis,andthenthePIA codeis transformedwith
in-line checksthat track the �o w of sensitive information
to websitesvisitedby the(composed)PIA. Wheneverapo-
tentialinformationleakis detectedthatis not in accordance
with theuser's securitypolicy, theactivities of thePIA are
aborted,andanexceptionis raised.

Figure1 givesan overview of our framework. The indi-
vidual agentsarerepresentedby ovals in thecenterof the
�gure. TheseagentsaregluedtogetherusingthePIA com-
positioncode.ThePIA interpreterexecuteseachindividual
agentby sendingthecorrespondingwebrequests.Two ad-
ditional componentsarepartof oursecurityinfrastructure:

² SensitiveData Tracker. This componentis partof the
PIA compositioncode,andconsistsof in-linedchecks
thattracktheuseof sensitive informationsuppliedby
theuser.

² UntrustedSiteBlocker. This componentis partof the
PIA interpreter. This componentmakesuseof these-
curity policy thatis in force,whichstatesthedomains
thataretrustedby theuser. If sensitivedatais supplied
to a site that is not in the list of domainsmentioned
in the policy, thenthis componentrestrictsaccessto
thosewebsitesandpreventsthePIA from performing
any furtheractions.

This paperis organizedas follows: In Section2 we give
a brief backgroundaboutagentcreationanddeployment.
Section3describesthecompositionalframework,andSec-
tion 4 discussesour approachfor ensuringtrustworthiness
of PIAs. In Section5, we presentanevaluationof our pro-
totypeimplementation.Section6 discussesrelatedwork,
andweconcludein Section7.

2 W I NAGENT SYSTEM

We �rst seehow eachindividualagentcanbecreated.Our
agentbuild environmentis the WinAgent systemfor cre-
ating and executing agentswhich can extract structures
and organizethe datafrom thesepagesin user-speci�ed
presentationformat (suchas HTML, XML, Text, WML,
VoiceXML). More importantlytheendusercancreateand
executeagentsusing just a web browser. Essentiallythe
userneedsonly highlight in thebrowserexamplesof data
of interestin awebpageandthelinks to befollowedand/or
formsto be�lled to reachthis page.Fromthehighlighted
examplesthe systemcreatesan agentby “learning” navi-
gation and extractionexpression. In this sectionwe will

presentanoverview of how to createandexecuteanagent
in the WinAgent system. A moredetaileddescriptionof
theWinAgentsystemcanbefoundin [1].

2.1 Building an agent

TheWinAgentsystemconsistsof anagentbuilder through
which a usercancreatea navigation mapfor a web site.
Theagentbuilder is embeddedasa tool barin InternetEx-
plorer. Resemblinga VCR, thereare � ve buttons(“Get
Item”, “Get Region”, “Record”,“Stop”, “Play”) onthetool
bar, throughwhich userscaninteractwith the systemfor
creatingandinterpretingnavigationmaps.

Theagentcreationis initiatedwhenthe“Record”buttonis
clicked.Fromnow onuntil the“Stop” buttonis clicked,the
user'sactionsaremonitoredandrecordedin thenavigation
map.Usingthe“Get Region” buttontheuserspeci�esthe
region of interestby highlighting it on thepage.Theuser
usesthe“Get Item” buttonto selectanexampleitemof in-
terest.Thealgorithmsusedin theagentbuilder for creating
navigation mapsby learningfrom a user's web browsing
andinteractionsaredescribedin [1].

This navigation map encodesinformation about how to
navigateto pagesof interestin a website,andconsistsof
a collectionof page-mapsthatspecifyhow to extractdata
neededfrom thesepages.

2.2 Launching the agent

Userscanusethe “Play” buttonon theagentbuilder tool-
bar, or theindependentagentmanager, to specifyanaviga-
tion mapandlaunchtheagentinterpreteron thismap.

Theagentinterpreterinterpretsthis navigationmapby au-
tomaticallynavigating to thewebsite, following speci�ed
links, �lling outformsandextractingthetargeteddatafrom
thepagesasspeci�ed in thepage-maps.Theoutputof the
interpreteris anXML documentwith attributenamesthat
weresuppliedby theuserwhentheagentwascreated.

2.3 Presentationof extracteddata

The raw dataextractedfrom the agentis organizedasan
XML documentin a hierarchicalfashion.At level oneof
theoutputtree,thereareobjectscorrespondingto the �rst
level of navigation. Theseobjectscontaintheir extracted
attributesaschildren. They alsocontainlevel two objects
correspondingto thesecondlevel of traversalsandextrac-
tionsandsoon.

TheWinAgentsystemsupportstransformingsuchanested
XML into one of many desired presentationformats,
suchascomma-separatedrecords,VoiceXML, HTML, etc.
Suchtransformationson XML areexpressedusingXSLT
stylesheets. A genericGUI framework is provided for
rapidly creatingsuchXSLT's, with an interfacefor users
to plug in aspeci�c formattingmodulefor transformation.



3 COM POSI TI ON

Let usrevisit thePIA exampleagain. As wealreadynoted,
the PIA queriesthe websitesfor SouthwestAirlines and
JetBlueAirwaysandretrievesthe lowestfareandalsore-
trieves the lowesthotel fareat the destinationcity. Now,
it is a wasteof effort to build a completemonolithic PIA
exclusively for doing this setof tasks. We would like to
build individual agentsthatretrieve informationfrom each
of the above websites,andthencomposethemto achieve
the overall functionality. The decompositionof the func-
tionality into individualagentshasthefollowing bene�ts:

² Enablescomposabilityand re-use. Individual PIAs
canbe built for variouswebsitesandthencomposed
together in a variety of situations. Consider an-
otherPIA applicationthatsynchronizesone'spersonal
scheduleagainstreservationavailability for Southwest
�ights. Now the agentthat obtainsreservation infor-
mationfrom southwest.comcanbere-usedin this sit-
uation by composingit with anotheragentprogram
thatoperatesontheuser'spersonalschedule.Onecan
imaginea “portal” of suchagentsthat is availablefor
compositionandimplementationof morePIAs.

² Easescreation and deployment. As alreadymen-
tioned,oneof themainfeaturesof theWinAgentsys-
tem is that the creationof individual agentsthrough
macrorecordingfacilities. It is simpler when such
creationof PIAs is restrictedto onewebsite,so that
the extraction toolbar could be usedeffectively for
this purpose,insteadof burdeningthe agentcreator
with multiple websitesandmatchingschemes.In ad-
dition, the logic that is part of the compositioncode
is de-coupledfrom the actualpattern-matchinglogic
that is partof theagentsystem,andhenceresultsin a
clean,extensibleandlightweightdesignof theWinA-
gentsystem.

We shall usesomeformalism to introducethe composi-
tion framework. We can construeevery agentprogram
as a function that mapsa set of inputs to a set of out-
puts. Let (i 1; i 2; i 3; : : : ; i n )denotea setof inputsto an in-
dividual agentA. Then let the correspondingoutputsbe
(o1; o2; o3; : : : ; om ). Now eachof the individual inputs
can come from the following types: integer, real,
string, array, record . Now, eachcompositioncan
beunderstoodasa functionthatmapstheoutputsof agent
A to inputsof agentB.

Thecompositionconstructsarewritten in a simple,imper-
ative languagethatusestheabove-mentionedprimitiveand
complex types. The languageincludesthe following con-
structs:basicarithmetic,logical expressions,facilities for
stringmatchingandediting,loopsandprocedurecalls.

Suchcompositionscanbe achieved in differentwaysus-
ing semi-automaticor manualapproaches. [5] presents
onesuchapproachfor composition.We do not discussas-
pectsof automatingthis compositionin this paper, and,in
the following sectionfocuson the securityaspectsof our
framework.

4 ENFORCI NG PRI VACY AND I NTEGRI TY

Before describing our approachto securing PIAs, we
presentan assumptionthat underliesour approach.Note
that the PIAs themselvesarenot obtainedfrom untrusted
sources,and our effort is only in the direction of adding
trustworthinesstoanalreadyexistingagentframework,and
to prevent any accidentaldisclosureof sensitive informa-
tion. It wouldbeverydif�cult, if not impossibleto address
securityissuesif thePIAs themselvesareuntrusted.Also,
asmentionedearlier, thedecentralizednatureof PIAsmake
thema compellingalternative to portal basedapproaches
for handlingprivatedata,andour efforts arein the direc-
tion of makingthemmoretrustworthy.

Toachievethis,twocritical problems,privacy andintegrity,
mustbeaddressed.To protectprivacy, thesensitive infor-
mationshouldbe preventedfrom beingsentto untrusted
sites;while to protectintegrity, the computationof trust-
worthy data should not be comprisedby data from un-
trustedsources.Privacy and integrity in in fact areduals
of eachother[6]. Being very closelyrelatedany solution
that is suitablefor privacy canbe modi�ed to addressin-
tegrity aswell, asshown in [6]. In thissection,wepresent
techniquesto ensureprivacy protection,andsketchhow in-
tegrity cansimilarly beaddressed.

4.1 Sensitivedata tracker

Ourapproachis to useaprogramtransformationtechnique
to transformthecompositioncodefor detectingpolicy vi-
olations.Runtimeupdatesandchecksareinsertedinto the
transformedcodeandareusedto track information�o ws.
Our transformationis basedon the transformationtech-
niqueproposedin [9], wherewealsoprove thecorrectness
of the transformationwith respectto the non-interference
property[3], which ensuresthat the con�dential informa-
tion cannotbeleakedto untrustedoutputs.

In our approach,two securitylevels: high andlow, arede-
�ned for the variablesin the compositioncode. The high
variablesrepresentsensitivedata(e.g.,creditcardnumbers,
socialsecuritynumbers).The low variablesrepresentun-
trustedsitesor datacomingfrom suchuntrustedsites(e.g.
a mapsearchenginethat shouldnot take any credit card
numbers),andhenceany assignmentof sensitive informa-
tion to thesevariablesconstitutesapolicy violation.

Information �o ws are tracked at runtime throughthe use
of securityvariables. The securityvariablesareauxiliary
variablesthat are insertedby the transformationfor each



programvariableandusedfor recordingthe currentrun-
time security level of their own correspondingprogram
variables.Whenanexecutionreachesanassignmentstate-
mentto a low variable,thevaluecontainedin thesecurity
variablecorrespondingto the sourcevariableis examined
for the presenceof sensitive data(i.e. whetherthe secu-
rity variablevalueis high). If suchsensitive datais indeed
present,anerroris generated,andtheexecutionof thePIA
is terminated.

Thesimpleideaillustratedabove would work only for ex-
plicit �o wsin whichdata�o wsthroughvariousassignment
statements.On enteringa conditionalbranch,thereis an
implicit �o w of informationfrom theconditionalto all the
variablesassignedin both the branches.To computethis
setof variablesa preliminarystaticanalysisis used. The
transformationthenmakesuseof the resultof this analy-
sis.

Theanalysiscomputesthefollowing: for any expressione,
var (e) is thesetof all variablesthatareusedin theexpres-
sion. The if S denotesa (possiblycompound)statement,
thesetupd(S) denotesall thevariablesthatgetassignedin
thestatementS. Theanalysiscomputesa conservative up-
perboundin caseapreciseestimationof thesetof variables
thatareupdatedis notpossible.

Using the resultsof the analysis,the programis trans-
formed such that, on enteringa conditional branch, the
valueof the securityvariablecorrespondingto the condi-
tion expression(associatedwith enclosingnestedcondi-
tionals)is storedin a variablecalledpcaux that is usedto
track implicit �o ws. For all assignmentsthat happenin-
sideboth branches,the securityvariablesof the left-hand
sideexpressionsareupdatedwith thevalueof the implicit
�o ws, that is obtainedby a disjunctionwith pcaux . Thus,
pcaux includesthecombinedeffectof theenclosingcondi-
tionalsandloops.Whena conditionalbranchis exited, the
valueof pcaux is restoredto its previousvaluethatexisted
beforeenteringthebranch.

Forall thevariablesthatarerepresentsensitiveinputdataor
trustedsites,their securityvariablesareinitialized to true.
All theothersecurityvariablesareinitializedto false.More
detailson the transformationand its proof of correctness
areavailablein [9].

To supporttheintegrity protection,we just needto reverse
thede�nitions of high andlow. Thedetectedillegal infor-
mation�o wswill thenrepresentintegrity policy violations.

4.2 Untrusted siteblocker

To prevent a trustedagentfrom accidentallyleakingsen-
sitive information to untrustedsites, the PIA interpreter
is modi�ed to include a componentcalled untrustedsite
blocker. This componentrefersto thecurrentsecuritypol-
icy which listsdomainsthataretrustedby theuser. During

the interactionsbetweenagentsandsites,this component
examinesthesensitivity level of every �eld of datain each
form which will be suppliedby a agentto any untrusted
sites. If the untrustedsite blocker detectsthat any sensi-
tive datais being suppliedto a site that is not in the list
of domainsmentionedin thepolicy, thentheuntrustedsite
blocker restrictsaccessto thosewebsitesandpreventsthe
PIA from performingany furtheractions.

5 EVAL UATI ON

Figure2: Specifyingdatasensitivity

Figure3: Approving sensitivedatatransmission

We have implementedthe motivating travel planningPIA
asaprototypeapplicationof oursecurecompositionframe-



work usingthe WinAgentsystem.Figure2 shows the in-
terfacefor usersto specifythedatasensitivity level, while
Figure3 shows the review screenwhereuserscandecide
whetheror not to approve the sensitive datatransmission.
A demovideoof thisprototypeis availableat [11].

Building sucha compositionPIA seemscomplex, but in
oureffortswe foundit to bea relatively simplejob. It only
took1–4minutesto createeachof theindividualagentsus-
ing theWinAgentagentbuilder. To composetheseagents
together, we had to understandtheir inputs and outputs
andthecomparisonlogic, thusit took aboutthreehoursto
manuallywrite the compositioncode. It is quite straight-
forward to transformthe compositioncodeto track infor-
mation�o ws basedon the rulesof eachkind of statement
in the program,andwe spentaboutonehour on this. Of
course,thefoundationfor this rapidprototypinganddevel-
opmentwastheWinAgentsystemconsistingof thebuilder
andinterpreterwhichhasbeenoperationalfor thepastone
andhalf years.

WhenthisPIA is usedto comparepricesandbookair tick-
etsandhotelroomsfor bookingthis businesstrip, theuser
�rst needsto input the source/destinationaddresses,her
credit cardinformation,andthe sensitivity levels of these
data.After that,thePIA will automaticallynavigateto the
relevantsitesandretrieve thedesired�ight/hotel informa-
tion. The user then will get selectionwindows to make
choicesfrom the searchresultsand proceedthroughthe
PIA's transactionapproval windows to completethereser-
vations.Thiswholeprocessof usingthePIA takesabout4
minutesand10mouseclicks,andtheuserneedsto �ll in 3
forms with 12 �elds in total (including source/destination
addressesandcredit cardinformation). In contrast,if the
userherselfmanuallybrowsestheseweb sitesand com-
pletesthesamesearchesandreservations,sheneedstohave
morethan40mouseclicks,�ll in morethan10formsusing
thesame12 �elds of data,andinput theURL of theseweb
sitesmultiple times. In addition,theuserhasto remember
thesites(sothattheresultsobtainedareavailablefor book-
ings at a later instant)andmanagemultiple browserwin-
dowswhichcouldbecomecumbersomeandtedious.From
this, we canseethePIA greatlyeasestheuser's burdenof
unnecessarymanualinteractionswith variouswebsitesfor
retrieving informationof her interest,andprovidesnearly
thesamelevel of assurancein handlingtheuser's personal
information.

6 REL ATED WORK

Althoughthereareseveralagentsystems[5, 2, 7] thatsup-
port compositionof individual agents,we believe that the
currentwork is the�rst to look atdatasecurityissuesin an
agent-compositionsetting.For instance,SWORD [5] uses
a rule basedexpertsystemto guidethecomposition,how-
ever, no assuranceargumentof securityof the composite
serviceis provided.

The securitycommunityhasbeeninvestigating with pro-
gramanalysistechniquesfor securingprogramsfrom such
informationleaks[6]. Existing techniquesfor analysisof
programs(suchas type analysis[10, 4]) are not particu-
larly suitablein thecaseof PIAs,mainlydueto thefactthat
PIAs arehighly datadriven.In [8], Huanget al., provide a
mechanismfor addressingdatasecurityin PHPprograms
throughstaticanalysisandruntimemonitoring. Their ap-
proachinvolvesa typingbasedsolutionthatis in factmore
expressive thanthepreviousapproaches.However, theex-
pressivenessin their approachdoesnot scaleto avoid false
positivesin information�o ws suchasimplicit information
�o ws.

7 CONCL USI ON

In thispaper, wepresenteda framework for securecompo-
sition of agentto enablecreationanddeploymentof PIAs.
A uniqueaspectof our framework is in addressingdata
securitythroughthe useof programanalysisandruntime
monitoringtechniques.We illustratedour approachwith a
prototypeexamplethat suggeststhatour approachis suit-
ablefor awidevarietyof emergingwebapplications.
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