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Abstract] Net work and computer courses need dedicated
lab oratories for studen ts to carry out hands-on assignmen ts
and course pro jects. Typically , these pro jects require each
studen t to be given administr ative access to an entir e, isolated
network of computers. The obvious approac h of creating one
dedicated physical network for each studen t is prohibitiv ely
exp ensiv e, both in terms of hardw are costs, as well as the
managemen t overhead in setting up and administering these
networks. We have therefore develop ed a platform  where
logically isolated virtual networks of computers can be set up
very easily. The platform greatly simplies administration
of virtual networks by automating the startup and shutdo wn
of these networks. In addition, our platform simplies cus-
tomization  of the con gurations of dieren t computers on
a virtual network, and moreo ver, pro vides features to per-
mute these congurations  across dieren t studen t groups. A
novelty of our approac h is that these networks are realized
on a modest size physical networks consisting of commo d-
ity PCs. In our experimen ts to date, classes of 50 studen ts
have been supp orted with a hardw are platform costing un-
der $30K, where each studen t has access to a dedicated,
logical network of 6 to 8 (virtual) computers.

I. Intr oduction

Studerts and faculty involved in computer and network
security coursesrequire laboratory setupto carry out prac-
tical assignmens and hands-on projects. Typically, these
projects require a studernt to have complete accessto an
ertire network of computers. For instance, a rew all con-
guration project requiresa studert to be givenaccesdo a
network that consistsof oneor more hoststhat model com-
puters on the Internet, one or more computers that model
the hosts on the internal network protected by the re-
wall, and the rew all itself. To complete the assignmer,
students will rst needto con gure the rew all with appro-
priate rules. Following this step, the student needsto run
tests to determine if the rew all permits accessto autho-
rized services,while derying accesgo others. To complete
these steps, the student will needadministrativ e accesson
the rew all itself, as well as the internal hosts that run
servicesaccessiblgrom outside. Shemay alsoneedadmin-
istrativ e accesgo run testing tools on the \outside" hosts.
Network monitoring, network forensicsand intrusion de-
tection are other obvious examplesof projects that require
a similar level of accesdor all studerts in the course.

There are seeral challengesin providing the type of ac-
cessdescribed above. First, students may make con gu-
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ration errors that have the potential to damagethe ertire
operating system, and hencerender a computer unusable.
Thus, it is necessanyto rely on techniquesthat can restore
damaged operating system installations without any sig-
nicant e ort onthe part of the coursesta (Throughout
this paper, we use the term \course sta " to refer to in-
structors, teaching assistarts or dedicatedsystemsta that
areinvolvedin setting up and administering the laboratory
and assignmers for a course.)

A secondchallenge is that some studernts may misuse
administrativ e privileges to carry out activities that harm
other studerts in the class(or others on the Internet) by
snooping on their trac or carrying out active attacks. To
eliminate this threat, the networks used by ead studernt
should be disjoint and isolated from that of the others.
However, the cost of dewveloping such physically isolated
networks can be prohibitiv e for moderate to large classes.
For instance, to support a classof 50 students, the above
experiments will require in the neighborhood of 300 com-
puters. Thus, the hardware costs alone will amount to
hundreds of thousands of dollars.

The third challengeis due to the cost of administering
these networks. Most institutions cannot a ord dedicated
systemsta to support a single course,with the result that
the job falls on a teaching assistart or the instructor. In
this case,it will be next to impossibleto o er theseprojects
if the coursesta needto manually con gure and admin-
ister one network for ead studert.

In this paper, we describe a new approach to address
thesechallengesand presert our virtual network laboratory
software (V-NetLab) that implemerts this approac. It is
realized over physical hardware that is a small fraction of
the sum of the sizesof virtual networks usedby all studerts.
In our experimerts, we have supported as many as 250 vir-
tual hosts, partitioned into 30+ networks, using a physical
hardware of 6 dual-processorPCs. Thesevirtual networks
can be accessedemotely by students over any broadband
connection using SSH and X-Windows software.

The virtual networks are isolated from ead other and
the Internet soasto provide the necessaryevel of security.
The virtual networks can be set up easily and quickly, in
a small fraction of the time neededfor setting up physi-
cal networks. The hardware platform can be simultane-
ously used by multiple students, while ensuring that the
use by one student will not unfairly impact others. V-



NetLab provides a number of software tools that easeits
con guration and managemen to the point whereits op-
erational costsbecomea very small fraction of that needed
with a real testbed. Based on our experienceto date, we
estimate that virtual networks can reduce acquisition and
operational costsfor such laboratories by an order of mag-
nitude.

The use of virtual machine software (such as VMware
and User-Mode Linux) to provide administrativ e accesso
individual computersis well-establishedin OS and security
courses. Howewer, to the best of our knowledge, there has
beenno previous approacd that can provide the samekind
of accessto ertire networks of computers in such a way
that these networks can be easily replicated for di erent
students. The work presented in this paper addresseghis
problem.

A. Overview of Approach and Salient Features

Our virtual networks comprise of virtual machines
(VMs) interconnected by virtual network devies sud as
hubs and switchesthat areimplemented in software. Were-
fer to emulated hubs and switchesasv-hubs and v-switches
respectively. Network virtualization is implemented at the
datalink layer, which provides the added bene t that the
samelP addressmay be usedin di erent virtual networks,
which in turn simplies the set up of assignmens. (Net-
work con gurations, including IP addressesgan be blindly
copiedacrossall student networks.) Virtual networks faith-
fully duplicate the behavior of physical networks with the
sametopology. Specically, our V-NetLab platform pro-
vides the following features:

Isolate virtual networks from each other. V-NetLab en-
suresthat the operation of one virtual network does not
a ect the operation of any other networks, except possibly
due to resourcecontention issuesthat arise as a result of
sharing the sameunderlying hardware.

Faithfully simulate network con gur ations. Since net-
work security projects often involve tasks such as padket
sning, it is necessarythat networks be emulated accu-
rately after they are overlaid on physical workstations, so
that all and only those padkets that are supposedto be
visible at any network node becomevisible there.

Cost-e ective and salable. The software designprovides
good performanceand scaleswell.

Easeof setupand management. The software allows vir-
tual networks to be con gured and operated very easily.

Our design enables virtual networks to be accessedre-
motely, sothat they may be accessedy students without
requiring physical accesso the hardware platform. More-
over, it o ers the possibility that a lab in one institution
be accessedy students in a di erent institution that lacks
the requisite facilities.
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Fig. 1. V-NetLab Hardw are Platform

Il. Hard ware Pla tf orm

At one extreme, we can build our virtual network envi-
ronment over a single powerful multipro cessorserver. The
bene t of this approach is that commercialvirtual machine
software for sudh platforms already provides some of the
managemen functions neededto support virtual networks.
However, it may not support large networks due to the
limitation of resourcessud as disk space,processorspeed
and virtual network performance. Moreover, the desired
degreeof isolation among di erent networks may not be
supported. Finally, large multipro cessorserver hardware
tends to be much more expensive as comparedto a collec-
tion of PCs providing comparable computing power, and
is inherently not scalable. As a result of this analysis, we
concludedthat the most cost-e ective approach would be
to build virtual networks using a hardware platform con-
sisting of networked workstation-class PCs.

Our current hardware platform shown in Figure 1 con-
sists of dual-processorworkstation classPCs connectedto-
gether by a switched gigabit network. To simplify develop-
ment of virtual network cortrol and managemen software,
we are using Linux as the host OS. The virtual machines
themselvesmay run Linux, Windows, or any other OS sup-
ported by the VM software, although our course projects
sofar have beenbasedonly on Linux. The componerts of
our setup are the following:
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Fig. 2. Logical View for V-NetLab Laboratory

One PC-basal NFS Server. The sener provides storage
for all virtual machine disk images. Our sener currently
uses6-way RAID to provide excellernt I/O performanceand
a disk storage of 600GB, which is enoughto store 200 to
500distinct virtual macdine images.

9 PC-basel workstations. Each of them has 3 to 4 GB
memory and 2.8 to 3.0 GHz dual-processorintel CPUs
running Linux operating systemand virtual machine soft-
ware from VMware Inc. [1]. Currently, these workstations
are partitioned into 6 PCs that are used in \pro duction
mode," supporting courses,and 3 PCs in \developmert
mode," supporting cortinued developmert and testing of
V-NetLab software.

A gatewayhost. Users accesstheir virtual network by
logging into this machine. It provides a managemet in-
terface through which students and coursesta accesshe
V-NetLab. The gateway host doesnot forward padkets, so
there is no direct connectivity betweenthe V-NetLab and
the Internet.

The testbed also includes gigabit Ethernet switchesand a
managemen console,as showvn in Figure 1.

Overall, this hardware platform can host between130to
300 virtual machines simultaneously, which translates to
a lab sessionfor 30 to 60 studerts, ead running his/her
own virtual network. The ertire setup shown in Figure 1,
together with software, cost about $29,000last year.

IIl. Student's View

The operating ervironment in the V-NetLab, as viewed
by studerts, is illustrated in Figure 2. The laboratory is
hosted in an isolated network. The only erntry to the net-
work is through a gateway host named Gatewayin Figure 2.

This gateway doesnot forward packets, sothere is no net-
work connectivity betweenthe testbed (and hencethe vir-
tual networks) and the external world. Users (students
aswell as coursesta ) needto rst log into the gateway,
from which they can accesstheir virtual networks. Stu-
dents cannot directly accessthe machinesthat are part of
the testbed. They can only use managemen software on
the gateway to start or cortrol their virtual networks.

A user can accessV-NetLab from any computer con-
nected to the Internet, as long as this computer runs an
X-Windows serner and SecureShell (SSH) software. The
userneedsto rst loginto the gateway using SSH,and then
start up the virtual network. The consolesof the VMs are
displayed on the user's computer, as shovn in Figure 3.

Figure 3 shows screenshot of VMs for a network topol-
ogy. Each visible consolecorrespondsto a VM. Depending
on the con guration of these machines, students may be
given a normal user or administrative accourt on them.
The user's home directory on the NFS sener can be
mounted on one or more of the virtual machines to fa-
cilitate movemert of data into the virtual network from
outside or vice-versa.

The details of the interface provided to the usersare de-
scribed below. The interface is implemented using scripts
that run on the gateway machine and it provides the fol-
lowing functions:

Registration. A usershould rst register his/her network
by submitting the network de nition in a con guration le.
A network is de ned in terms of VMs and interconnecting
ertities. Our system validates the network de nition by
performing lexical, syntactical and semartical cheds on it.
After validation, this network is assaiated with the user.



Fig. 3. Sample Virtual Network Topology and its Screen Shot

The registration step may not always be done by a student
| instead, coursesta may preregisterthe network that is
supposedto be usedby ead studert.

Startup. A useris permitted to start his network only if
it has beenpreviously registered. If the network is started
for the rst time then a mapping of virtual machines onto
physical network hosts is computed. This mapping at-
tempts to (a) minimize copying of large VM disk images
(of the order of GBs), and (b) balancethe load acrossphys-
ical machines. Optimal allocation algorithms turn out to
be computationally expensiwe, so simple heuristics are em-
ployedin our current implemertation. After computing the
mappings, any VM disk imagesthat may needcopying are
copied from the le serer to the workstations, the VMs

started up and their consoledisplays tunneled to the user's
desktop.

Shutdown. This command shuts down the user's net-
work. Dependingupon the con guration of the virtual ma-
chines, their states (disk images) may be saved or simply
discarded.

Query. This command displays user's virtual network
status (running, registered or unregistered) and available
capacity of hardware platform (estimated) in terms of num-
ber of VMs.

's view

IV. Instr uctor

In this section, we presernt the procedure for setting
up virtual networks for course assignmetts using our V-



NetLab. Before a studert is able to use virtual network
setup, the instructor needsto de ne the virtual network
for students. It consistsof following steps:

Network de nition

Preparing VM images

Randomizing mapping/services

A. Network De nition

For preparing the network topology for a particular ex-
periment, the coursesta needsto de ne the con guration
of eadh virtual machine, and the overall network topology.
For instance, the con guration le for the network showvn
in Figure 3 is given below. The de nitions of somevirtual
machinesand hubs are abbreviated with \ ... " to consene
space.(The complete con guration le has50 lines.)

vm ExtFW {

os : LINUX

ver : "7.3"

src : “/mnt/ginopt/'vmnetwork
eth0 : "200.200.100.162"

ethl : "200.200.100.65"
eth2 : "200.200.100.130"

/vmSrc/ assgnl”

}
vm Nfs {
os : LINUX
ver : "7.3"
src : "/mnt/ginopt/vmnetwork
ethO : "200.200.100.195"

lvmSrc/ assgnl”

vmIntFw { ... }

vm DefaultGW { ... }
vm Dmz{ ... }

vm Gemini { ... }

hub hubl {
inf : DefaultGW.ethO, ExtFW.ethO
subnet : "200.200.100.160"
netmask : "255.255.255.224"

}
hub hub2 { ... }
hub hub3 { ... }

switch s1 {

IntFW.ethl, Gemini.eth0, NFS.eth0
}

Virtual machines are speci ed in terms of their IP ad-
dresses,host namesand the le containing their disk im-
age. Hubs are speci ed in terms of the host interfaces or
other hubs/switchesthat they are connectedto, aswell as
the range of network addressesassaiated with the hub.
Switchesare speci ed in a similar manner.

B. Preparing VM Images

As described above, the virtual network con guration
le referencesoneor more VM disk imageswhich store the
contents for the virtual machine's hard disk drive. These
imagesneedto be prepared by the coursesta. In order
to minimize studerts' e ort in non-essetial administrativ e
activities, theseVM imagesshould include all the software
required for the courseassignmet.

Typically, VMs in a virtual network di er in many ways
from ead other. For instance, they will have distinct IP
addressesand host names,and run di erent services.One
approad to support this diversity is to createa unique disk
image for each VM. This requiresthe coursesta to manu-
ally con gure eat VM separately and then savethe result-
ing VM images. The primary bene t of this approadc is its
generality. Its drawbad is that it increasesthe workload
on coursesta, asthey have to manually con gure many
distinct VMs. Even worse, this approach complicates the
mapping of virtual network onto physical network, since
there are many di erent VM imagesto deal with. A non-
optimal mapping can easily require many VM imagesto
be copied from the le serer to the workstations, thereby
greatly increasingthe startup time.

To overcomethe above problem, we typically usethe ex-
act sameimage (master image) for all VMs, but modify the
boot scripts (which are part of this image) sothat di erent
sets of servicescan be started up on di erent VMs. Note,
however, that this approac is speci ¢ to a given guestOS.
In our implemerntation, this feature has beenimplemented
for Linux, but not Windows. The modi ed boot scripts also
take care of routine network con guration aspects suc as
the setup of IP address,host name, DNS senwer, and de-
fault gateway, basedon the contents of the virtual network
con guration le.

C. Randomizing IP addressesand Services

Someassignmeits may require di erent con guration of
virtual network in terms of IP addressesof VMs and ser-
vices running on VMs. For instance, in a network map-
ping assignmen, it would be preferablethat the networks
givento di erent students will \lo ok" di erent, sothat so-
lutions cannot be copied. Yet, creating distinct network
topologies for dierent studernts can greatly increasethe
administrativ e work to setup the assignmeits. To address
this problem, we have developed an approach where the
samenetwork topology can be givento di erent studerts,
but the IP addressand hostnameassignmetts to thesenet-
work nodescan be randomized at boot time. As a result,
the work of the coursesta remainsthe sameasif they were
setting up one network for all studerts, but the students
will not be able to easily copy the assignmeits.

The randomization feature is alsobuilt into boot scripts
(and is hencespeci c to guestOS), and hencecan be used
to randomize network servicesrun by di erent hosts.

V. Sample Assignments
This section describes a few sample assignmetts that
have beenusedsuccessfullyin the V-NetLab.
A. Con guring a Network

This assignmen is designedto intro duce studerts to set-
ting up networks, routing tables, and a few network senwers.



Applications Policies
Allow sshfrom internal network to any remote SSH seneer.
SSH . .

Allow sshfrom remote clients to internal rew all.

FTP Allow ftp clients in the internal network to accessexternal seners.

HTTP Allow internal hoststo accessexternal web seners.
Allow public accessto web serner on DMZ.

DNS Allow DNS requestfrom any machine to DNS sener available on DMZ.

Fig. 4. Sample Firewall Policies Corresponding to Topology in Figure 3.

We usedthe network shown in Figure 3. When network is
started, VM consoleswill be tunneled through sshand ap-
pear on user'sscreen. A screenshot of the virtual network
is shawn in Figure 3, where each window corresponds to
a VM. The students were asked to set up routing tables
on the rew all, DMZ and internal machines. In addition,
they were asked to con gure NFS. Other possibilities in-
clude con guration of alternativ e servicessuc asDNS and
HTTP.

B. Firewal Con gur ation

In this assignmen, students were given the virtual net-
work of six VMs shown in Figure 3. Students used the
IPtables software on Linux to construct rew all rules. In
this exercise,students learned to setup stateful as well as
stateless rew all rules using IPtables, with the goal of en-
forcing a speci ed high-level security policy. Sample poli-
ciesfor the network of Figure 3 are shawvn in Figure 4. The
students needto con gure the rew alls and then carry out
tests to verify that the speci ed high level policy is being
enforced.

C. Network Discovery and Surveillance

In this assignmerts, students are given consoleaccesgo
one or two hosts on an unspeci ed virtual network, and
asked to discover the rest of the hosts on the network, and
identify the network topology. To easetheir task, the stu-
dents were given additional information such asthe range
of subnetwork addressesand the total number of hosts on
the network. They usetools such asping, traceroute and
nmapfor network discovery.

The surveillance part of this assignmen dealt with ana-
lyzing network activity using tcpdump. Studerts learn and
usevarious options of the tcpdump tool to zoom in on the
trac of interest to them, and discover what is going on
in the network. In particular, they were asked to identify
the servicesrunning in the network, the hosts involved in
the services,and provide somedetails of the service such
as the contents of the most common requestfrom a client
to a sener.

D. Network Intrusion Detection

In this project, students experimented with the open-
sourceintrusion detection tool snort . The experiment con-

sistsof con guring snort on one of the VMs of the network,
launching di erent types of attacks and analyzing the re-
sults. The studernts were asked to write a critique of the
tool that addressesaspects such as the easeof setting up
and using the tool, understanding and/or creating signa-
tures, analyzing the quality of selectedsignaturesavailable
on the Internet, and developing evasion attacks.

VI. Related Work

A number of previous works have addressedthe prob-
lem of providing safe and conveniert administrativ e ac-
cessto individual hosts. Such accessis required in OS
courses,as well as security courses. They allow students
to experiment with building custom OS kernels or kernel
modules, as well as experiment with server con guration
and administration. These experiments require support
for booting systemsfrom a customized disk image, and
providing consoleaccessto usersof these systems. Mayo
and Kearns [2] describe a laboratory for advanced under-
graduate and graduate students that provides automated
support for copying disk images(stored in les on an NFS
sener) into hard drives of dedicated client machines, and
booting theseclients. With the advent of low-cost virtual
machinessud asVMw are and User-Mode Linux, focushas
shifted to using virtual machines, rather than dealing with
copying hard disks. For instance, Yasinacet al. [3] suggest
this approadc for simplifying the setup of machinesfor se-
curity experiments. The IWAR lab [4] usesa combined
approad, using virtual machinesaswell asdedicated PCs.

Although the above approades have simplied the
preparation and setup of individual hosts for security ex-
periments, creation of entire networks s still a cumbersome
task. This can be particularly problematic for experiments
involving large networks. Planetlab [5] is a distributed
laboratory that provides conveniert managemen tools to
start up and/or cortrol a large collection of hoststhat run
identical software. Emulab [6] is another similar approach
that providessud facilities. Emulab supports light-weight
virtualization, basedon FreeBSD Jails, but this approac
doesnot provide the degreeof exibilit y neededfor our ap-
proach, where computersrunning di erent OSesmay need
to be hosted on the samephysical machine. An alternative
mode supported in Emulab is one where physical nodeson
the testbed can be dedicated to run a custom OS image.



This approadc provides the desireddegreeof exibilit y to
support security course assignmetts, but does not allow
sharing of underlying hardware acrossmultiple OSes.

In cortrast to these approacdhes, our work provides an
approach that combines exibilit y and versatility with low
hardware and administration/management costs.

VNET [7] and VIOLIN [8] have somesimilarity with our
work in that they alsousevirtual networks. VNET is con-
cernedwith distributed computing applications, and their
virtual networks spanawide-areanetwork. Their approach
is basedon tunneling Ethernet padets over TCP/IP . VIO-
LIN usesan application-level virtual network architecture
built on top of an overlay infrastructure suc asPlanetlab.
They useUDP tunneling in the Internet domain to emulate
the physical layer in the VIOLIN domain.

In cortrast with VNET and VIOLIN, our approac
achievesnetwork virtualization at the Ethernet layer. This
provides better performance,asit eliminates the need for
higher layers of the protocol (such as TCP, UDP or IP)
from having to processthe samepadket twice. Moreover,
our approach provides accurate reproduction of hubsin an
ecient way. Finally, our approach allows for easy and
unlimited replication of identical virtual networks so that
essetially the sameernvironment can be given to all stu-
derts in a class. In this aspect, our approadc di ers from
all of the previous works discussedin this section.

VI I. Conclusion and Future Work

V-NetLab provides a platform to experimernt in a net-
worked environment similar to that of a physical network.
Our approad relies on the concept of virtualization. In
particular, we usevirtual machinesto createarbitrary net-
works on the y. It involves minimal managemen over-
head and is very cost e ectiv e. With a single network con-
guration le, we can create as many virtual networks as
supported by the host machines. All the virtual networks
are totally isolated from ead other | one network cannot
sensethe existenceof other networks. Lastly, our approach
is scalablein the context of courseprojects, i.e. by adding
hosts we can support more virtual networks.

So far, we have usedit in a graduate as well as under-
graduate coursein network security, with the sample as-
signmerts described earlier in the paper. In an informal
survey after the course,students have expressedvery pos-
itiv e views of V-NetLab. They were able to accesst from
both campus and home using a high bandwidth network
connection such asthe campusLAN, DSL, and Cable.

Presertly, we usevirtual machine software from VMw are
Inc. in our system. In the near future, we plan to experi-
ment with lower-costalternativ essuch asUser-made Linux.
We are also working on mapping algorithm that overlays
virtual networks over physical workstations to makeit more
exible and scalable.
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