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Abstract

Policy-basedcon�nement, employed in SELinux and
speci�cation-basedintrusiondetectionsystems,is apop-
ular approachfor defendingagainstexploitationof vul-
nerabilitiesin benignsoftware.Conventionalaccesscon-
trol policiesemployed in theseapproachesareeffective
in detectingprivilegeescalationattacks.However, they
areunableto detectattacksthat “hijack” legitimateac-
cessprivilegesgrantedto a program,e.g.,anattackthat
subvertsan FTP server to download the password �le.
(Note that an FTP server would normally needto ac-
cessthe password �le for performinguserauthentica-
tion.) Someof thecommonattacktypesreportedtoday,
suchas SQL injection and cross-sitescripting, involve
suchsubversionof legitimateaccessprivileges. In this
paper, we presenta new approachto strengthenpolicy
enforcementby augmentingsecuritypolicieswith infor-
mationaboutthetrustworthinessof datausedin security-
sensitive operations.We evaluatedthis techniqueusing
9 available exploits involving several popularsoftware
packagescontainingthe above typesof vulnerabilities.
Our techniquesucessfullydefeatedtheseexploits.

1 Intr oduction

Information �o w analysis (a.k.a. taint analysis) has
playeda centralrole in computersecurityfor over three
decades[1, 10, 8, 30, 25]. The recentworks of [22,
28, 5] demonstrateda new applicationof this technique,
namely, detectionof exploits oncontemporarysoftware.
Speci�cally, thesetechniquestrack the sourceof each
byteof datathat is manipulatedby a programduring its
execution,anddetectattacksthatoverwritepointerswith
untrusted(i.e., attacker-provided)data. Sincethis is an
essentialstepin mostbuffer over�ow andrelatedattacks,
andsincebenignusesof programsshouldnever involve
outsiderssupplyingpointervalues,suchattackscanbe
detectedaccuratelyby thesenew techniques.

In this paper, we build on thebasicideaof using�ne-
grainedtaint analysisfor attackdetection,but expandits
scopeby showing that the techniquecanbe appliedto

detecta much wider rangeof attacksprevalent today.
Speci�cally, we �rst develop a source-to-sourcetrans-
formationof C programsthatcanef�ciently track infor-
mation �o ws at runtime. We combinethis information
with securitypoliciesthatcanreasonaboutthesourceof
datausedin security-criticaloperations.This combina-
tion turnsout to bepowerful for attackdetection,andof-
fersthefollowing advantagesoverprevioustechniques:
� Practicality. The techniquesof [28] and [5] rely on

hardware-level supportfor taint-tracking,and hence
cannotbeappliedto today'ssystems.TaintCheck[22]
addressesthisdrawback,andis applicableto arbitrary
COTS binaries. However, due to dif�culties associ-
atedwith staticanalysis(or transformation)of bina-
ries, their implementationusestechniquesbasedon
a form of runtime instructionemulation[21], which
causesasigni�cant slowdown, e.g.,Apacheserver re-
sponsetime increasesby a factorof 10while fetching
10KB pages.In contrast,our techniqueis muchfaster,
increasingtheresponsetime by a factorof 1.1.

� Broadapplicability. Our techniqueis directlyapplica-
ble to programswritten in C, andseveralotherscript-
ing languages(e.g.,PHP, Bash)whoseinterpretersare
implementedin C. Security-criticalservers are most
frequently implementedin C. In addition, PHP and
similar scripting languagesare commonchoicesfor
implementingweb applications,andmore generally,
server-sidescripts.

� Ability to detect a wide range of commonattacks.
By combiningexpressive securitypolicieswith �ne-
grainedtaint information, our techniquecan address
a broaderrangeof attacksthan previous techniques.
Figure 1 shows the distribution of the 139 COTS
softwarevulnerabilitiesreportedin 2003and2004in
themostrecentof�cial CVE dataset(Ver. 20040901).
Our techniqueis applicablefor detectingexploita-
tions of about2/3rdsof thesevulnerabilities,includ-
ing buffer over�ows, format-stringattacks,SQLinjec-
tion, cross-sitescripting, commandandshell-codein-
jection,anddirectorytraversal. In contrast,previous
approachestypically handledsmallerattackclasses,
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e.g., [7, 9, 2, 22, 28, 5] handlebuffer over�ows, [6]
handlesformatstringattacks,and[24, 23] handlein-
jectionattacksinvolving strings.

Thefocusof this paperis on thedevelopmentof prac-
tical �ne-graineddynamictaint-trackingtechniques,and
onillustratinghow thisinformationcanbeusedto signif-
icantly strengthenconventionalaccesscontrol policies.
For this purpose,we usesimpletaint-enhancedsecurity
policies. Our experimentalevaluation, involving read-
ily availableexploits thattargetvulnerabilitiesin several
popularapplications,shows that the techniqueis effec-
tive againsttheseexploits. Nevertheless,many of these
policiesneedfurther re�nementbeforethey canbe ex-
pectedto standup to skilled attackers. Section7.2 dis-
cussessomeof the issuesin policy re�nement, but the
actualdevelopmentof suchre�ned policies is not a fo-
cusareaof this paper.

We havesuccessfullyappliedour techniqueto several
mediumto large programs,suchasthe PHPinterpreter
(300KLOC+) and glibc , the GNU standardC library
(about1MLOC). By leveragingthe low-level natureof
theC language,ourimplementationworkscorrectlyeven
in thefaceof memoryerrors,typecasts,aliasing,andso
on. At thesametime,by exploiting thehigh-level nature
of C (ascomparedto binary code),we have developed
optimizationsthatsigni�cantly reducetheruntimeover-
headsof �ne-graineddynamictaint-tracking.

ApproachOverview. Ourapproachconsistsof thefol-
lowing steps:
� Fine-grainedtaint analysis: The �rst stepin our ap-

proachis a source-to-sourcetransformationof C pro-
gramsto performruntime taint-tracking. Taint orig-
inatesat input functions,e.g.,a read or recv func-
tion usedby a server to readnetwork input. Input
operationsthatreturnuntrustedinputarespeci�edus-
ing markingspeci�cationsdescribedin Section4. In
the transformedprogram,eachbyteof memoryis as-

sociatedwith onebit (or more)of taint information.
Logically, we canview the taint informationasa bit-
arraytagmap , with tagmap[a] representingthetaint
informationassociatedwith thedataat memoryloca-
tion a. As datapropagatesthroughmemory, theasso-
ciatedtaint informationis propagatedaswell. Since
taint informationis associatedwith memorylocations
(ratherthanvariables),our techniquecanensurecor-
rect propagationof taint in the presenceof memory
errors,aliasing,typecasts,andsoon.

� Policy enforcement: This step is driven by security
policiesthatareassociatedwith security-criticalfunc-
tions.Therearetypicallyasmallnumberof suchfunc-
tions,e.g.,systemcallssuchasopen andexecve , li-
braryfunctionssuchasvfprintf , functionsto access
externalmodulessuchasanSQL database,andsoon.
Thesecuritypolicy associatedwith eachsuchfunction
checksits argumentsfor “unsafe”content.

Organization of the Paper. We begin with motivat-
ing attackexamplesin Section2. Section3 describes
our source-codetransformationfor �ne-grained taint-
tracking. Our policy languageandsamplepolicies are
describedin Section4. The implementationof our ap-
proachis describedin Section5, followedby theexper-
imentalevaluationin Section6. Section7 discussesim-
plicit information�o ws andsecuritypolicy re�nement.
Section8 presentsrelatedwork. Finally, concludingre-
marksappearin Section9.

2 Moti vation for Taint-EnhancedPolicies
In this section,we presentseveralmotivatingattackex-
amples. We concludeby pointing out the integral role
playedby taint analysisas well as securitypolicies in
detectingtheseattacks.

2.1 SQL and Command Injection. SQL injection is
a common vulnerability in web applications. These
server-side applications communicate with a web
browserclientto collectdata,whichis subsequentlyused
to constructan SQL query that is sent to a back-end
database.Considerthe statement(written in PHP) for
constructingan SQL queryusedto look up theprice of
anitemspeci�edby thevariablename.

$cmd = "SELECT price FROMproducts WHERE
name = '" . $name . "'"

If the value of name is assignedfrom an HTML form
�eld that is providedby anuntrusteduser, thenanSQL
injection is possible. In particular, an attacker canpro-
vide thefollowing valuefor name:

xyz'; UPDATEproducts SET price = 0 WHERE
name = 'OneCaratDiamondRing

With this valuefor name, cmd will take thevalue:
SELECT ... WHEREname =

' xyz'; UPDATE products SET price = 0 WHERE



name = 'OneCaratDiamondRing '

Note that semicolonsare usedto separateSQL com-
mands. Thus, the query constructedby the pro-
gram will �rst retrieve the price of someitem called
xyz , and then set the price of another item called
OneCaratDiamondRing to zero. This attackenables
theattacker to purchasethis item laterfor nocost.

Fine-grainedtaint analysiswill mark every character
in the query that is within the box as tainted. Now, a
policy thatprecludestaintedcontrol-characters(suchas
semicolonsandquotes)or commands(suchasUPDATE)
in the SQL querywill defeatthe above attack. A more
re�ned policy is describedin Section7.2.

Commandinjection attacksare similar to SQL in-
jection: they involve untrustedinputs being usedas to
constructcommandsexecutedby commandinterpreters
(e.g.,bash ) or theargumentto execve systemcall.

2.2 Cross-SiteScripting (XSS). Consideran exam-
ple of a bank that providesa “ATM locator” web page
thatcustomerscanuseto �nd thenearestATM machine,
basedon their ZIP code. Typically, the web pagecon-
tainsa form thatsubmitsa queryto thewebsite,which
looksasfollows:

http://www.xyzbank.com/findATM?zip=90100

If theZIP codeis invalid, theweb site typically returns
anerrormessagesuchas:

<HTML> ZIP code not found: 90100 </HTML>

Note in theabove outputfrom theweb server, theuser-
suppliedstring90100 is reproduced.This canbeused
by anattacker to constructanXSSattackasfollows. To
do this, theattacker maysendanHTML email to anun-
suspectinguser, whichcontainstext suchas:

To claim your reward, please click <a href="

http://www.xyzbank.com/findATM?zip=

<script%20src='http://www.attacker.com/

malicious_script.js'></script>">here</a>

Whentheuserclicks on this link, therequestgoesto the
bank,which returnsthefollowing page:

<HTML> ZIP code not found:

<script src='http://www.attacker.com/

malicious_script.js'></script> </HTML>

The victim's browser, on receiving this page, will
download and run Javascript code from the attacker's
web site. Since the above page was sent from
http://www.xyzbank.com , this script will have ac-
cessto sensitive informationstoredon the victim com-
puterthatpertainsto thebank,suchascookies.Thus,the
above attackwill allow cookieinformationto bestolen.
Sincecookiesareoftenusedto storeauthenticationdata,
stealingthem can allow attackers to perform �nancial
transactionsusingvictim's identity.

Fine-grainedtaint analysiswill mark every character
in thezip codevalueastainted.Now theabovecross-site
scriptingattackcanbepreventedby disallowing tainted
script tagsin thewebapplicationoutput.

2.3 Memory Err or Exploits. Thereare many dif-
ferent types of memory error exploits, such as stack-
smashing, heap-over�ows and integer over�ows. All
of them share the same basic characteristics: they
exploit bounds-checkingerrors to overwrite security-
critical data, almost always a code pointer or a data
pointer, with attacker-provideddata.When�ne-grained
taintanalysisis used,it will marktheoverwrittenpointer
astainted. Now, this attackcanbe stoppedby a policy
thatprohibitsdereferencingof taintedpointers.

2.4 Format String Vulnerabilities. The printf
family of functions(which provide formattedprinting in
C) take a formatstringasa parameter, followedby zero
or moreparameters.A commonmisuseof thesefunc-
tionsoccurswhenuntrusteddatais providedasthe for-
matstring,asin thestatement“printf(s) .” If s con-
tainsan alphanumericstring, thenthis will not causea
problem,but if anattacker insertsformatdirectivesin s ,
thenshecancontrolthebehavior of printf . In theworst
case,anattackercanusethe“%n” formatdirective,which
canbe usedto overwritea returnaddresswith attacker-
provideddata,andexecuteinjectedbinarycode.

When �ne-grained taint analysisis used,the format
directives(suchas“%n”) will bemarkedastainted.The
above attackcanbe thenpreventedby a taint-enhanced
policy thatdisallows taintedformatdirectivesin thefor-
matstringargumentto theprintf family of functions.

2.5 Attacks that “Hijack” AccessPrivileges. In this
section,we considerattacksthat attemptto evadede-
tectionby stayingwithin theboundsof normalaccesses
madeby anapplication.Theseattacksarealsoreferred
to astheconfuseddeputyattacks[13].

Considera web browservulnerability that allows an
attack(embeddedwithin a web page)to uploadan ar-
bitrary �le f owned by the browser user without the
user's consent.Sincethe browseritself needsto access
many of theuser's �les (e.g.,cookies),a policy thatpro-
hibits accessto f may prevent normal browser opera-
tions. Instead,we needa policy that caninfer whether
the accessis being madeduring the normal courseof
an operationof the browser, or due to an attack. One
way to do this is to take thetaint informationassociated
with the�le name.If this �le is accessedduringnormal
browseroperation,the �le namewould have originated
within its programtext or from theuser. However, if the
�le nameoriginatedfrom a remotewebsite(i.e., anun-
trustedsource),thenit is likely to bean attack. Similar
examplesincludeattackson (a) P2Papplicationsto up-
load(i.e., steal)user�les, and(b) FTPserversto down-



loadsensitive �les suchasthepassword �le thatarenor-
mally accessedby theserver.

A variantof theabove scenariooccursin the context
of directorytraversalattacks,whereanattackerattempts
to access�les outsideof an authorizeddirectory, e.g.,
thedocumentroot in thecaseof a webserver. Typically,
this is doneby including “ .. ” charactersin �le names
to ascendabove the documentroot. In casethe victim
applicationalreadyincorporateschecksfor “ .. ” charac-
ters,attacker mayattemptto evadethis checkby replac-
ing “ . ” with its hexadecimalor Unicoderepresentation,
or by usingvariousescapesequences.A taint-enhanced
policy canbeusedto selectively enforcea morerestric-
tive policy on �le accesswhenthe �le nameis tainted,
e.g.,accessesoutsideof thedocumentrootdirectorymay
bedisallowed.Suchapolicy wouldnotinterferewith the
web server's ability to accessother�les, e.g.,its access
log or errorlog.

The key point aboutall attacksdiscussedin this sec-
tion is that conventionalaccesscontrol policies cannot
detectthem. This is becausethe attacksdo not stray
beyond the set of resourcesthat arenormally accessed
by a victim program. However, taint analysisprovides
a clue to infer the intendeduseof an access.By incor-
poratingthis inferredintent in grantingaccessrequests,
taint-enhancedpolicies can provide better discrimina-
tion betweenattacksandlegitimateusesof theprivileges
grantedto a victim application.

2.6 Discussion.The examplesdiscussedabove bring
out thefollowing importantpoints:

� Importanceof �ne-grained taint information. If we
used coarsergranularity for taint-tracking, e.g., by
marking a programvariableas taintedor untainted,
we would not beableto detectmostof theattacksde-
scribedabove. For instance,in the caseof SQL in-
jectionexample,thevariablecmd containingtheSQL
querywill alwaysbe marked astainted,as it derives
partof its valuefrom anuntrustedvariablename. As a
result,we cannotdistinguishbetweenlegitimateuses
of the web application,when name containsan al-
phanumericstring, from an attack,when name con-
tainscharacterssuchasthesemicolonandSQL com-
mands. A similar analysiscan be madein the case
of stack-smashingandformat-stringattacks,cross-site
scripting,directorytraversal,andsoon.

� Needfor taint-enhancedpolicies. It is not possible
to preventtheseattacksby enforcingconventionalac-
cesscontrol policies. For instance,in the SQL injec-
tion example,onecannotusea policy that uniformly
preventsthe useof semicolonsand SQL commands
in cmd: sucha policy would precludeany useof the
database,andcausethewebapplicationto fail. Simi-
larly, in thememoryerrorexample,onecannothavea

workingprogramif all controltransfersthroughpoint-
ersareprevented.Finally, theexamplesin Section2.5
werespeci�cally chosento illustratetheneedfor com-
bining taint informationinto policies.
Anotherpoint to bemadein this regardis thatattacks
are not characterizedsimply by the presenceor ab-
senceof taintedinformationin argumentsto security-
critical operations.Instead,it is necessaryto develop
policiesthatgovernthemannerin which tainteddata
is usedin thesearguments.

3 Transformation for Taint Tracking
Therearethreemain stepsin taint-enhancedpolicy en-
forcement:(i) marking, i.e., identifying which external
inputsto theprogramareuntrustedandshouldbemarked
astainted,(ii) tracking the�o w of taint throughthepro-
gram,and(iii) checking inputsto security-sensitive op-
erationsusingtaint-enhancedpolicies. This sectiondis-
cussestracking, which is implementedusinga source-
to-sourcetransformationon C programs.Theothertwo
stepsaredescribedin Section4.

3.1 Runtime Representationof Taint

Our techniquetracks taint information at the level of
bytesin memory. This is necessaryto ensureaccurate
taint-trackingfor type-unsafelanguagessuchasC, since
the approachcancorrectlydealwith situationssuchas
out-of-boundsarraywrites that overwriteadjacentdata.
A one-bittaint-tagis usedfor eachbyteof memory, with
a `0' representingthe absenceof taint, anda `1' repre-
sentingthepresenceof taint. A bit-arraytagmap stores
taint information. Thetaint bit associatedwith a byteat
addressa is givenby tagmap[a] .

3.2 BasicTransformation

The source-codetransformationdescribedin this sec-
tion is designedto track explicit information �ows that
take placethroughassignmentsandarithmeticandbit-
operations.Flows that take placethroughconditionals
areaddressedin Section7.1. It is unusualin C programs
to haveboolean-valuedvariablesthatareassignedthere-
sultsof relationalor logical operations.Hencewe have
not consideredtaint propagationthroughsuchoperators
in thispaper. At ahigh-level,explicit �o wsaresimpleto
understand:
� the resultof an arithmetic/bitexpressionis taintedif

any of thevariablesin theexpressionis tainted;
� a variablex is taintedby anassignmentx = e when-

evere is tainted.
Speci�cally, Figure 2 shows how to computethe taint
valueT(E) for an expressionE. Figure3 de�nes how
a statementS is transformed,andusesthe de�nition of
T(E). When describingthe transformationrules, we



E T (E ) Comment

c 0 Constantsareuntainted
v tag(& v; tag(a; n) refersto n bits

siz eof (v)) startingat tagmap[a]
& E 0 An addressis

alwaysuntainted
� E tag(E ;

siz eof (� E ))
(cast)E T (E ) Typecastsdon't

changetaint.
op(E ) T (E ) for arithmetic/bitop

0 otherwise
E1 op E2 T (E1 ) jj T (E2 ) for arithmetic/bitop

0 otherwise

Figure2: De®nitionof taint for expressions

S T r ans(S)

v = E v = E ;
tag(& v; siz eof (v)) = T (E );

S1 ; S2 T r ans(S1 ); T r ans(S2)
if (E ) S1 if (E ) T r ans(S1 )

else S2 else T r ans(S2 )
whil e (E ) S whil e (E ) T r ans(S)
r etur n E r etur n (E ; T (E ))
f (a) f S g f (a; ta) f

tag(& a; siz eof (a)) = ta; T r ans(S)g
v = f (E ) (v; tag(& v; siz eof (v))) = f (E ; T (E ))
v = (� f )( E ) (v; tag(& v; siz eof (v))) = (� f )( E ; T (E ))

Figure3: Transformationof statementsfor taint-tracking

usea simplerform of C (e.g. expressionshave no side
effects). In our implementation,we use the CIL [19]
toolkit astheC front endto provide thesimplerC form
thatwe need.

Thetransformationrulesareself-explanatoryfor most
part,soweexplainonly thefunction-callrelatedtransfor-
mations.Considera statementv = f (E), wheref takes
a singleargument.We introduceanadditionalargument
ta in the de�nition of f so that the taint tag associated
with its (single)parametercouldbepassedin. ta is ex-
plicitly assignedasthetaintvalueof a atthebeginningof
f 'sbody. (Thesetwo stepsarenecessarysincetheC lan-
guageusescall-by-valuesemantics.If call-by-reference
wereto beused,thenneitherstepwould beneeded.)In
a similar way, the taint associatedwith the returnvalue
hasto be explicitly passedback to the caller. We rep-
resentthis in the transformationby returninga pair of
valuesasthe returnvalue. (In our implementation,we
donotactuallyintroduceadditionalparametersor return
values;instead,we usea secondstackto communicate
the taint valuesbetweenthe caller and the callee.) It
is straight-forwardto extendthe transformationrulesto
handlemulti-argumentfunctions.

We concludethis sectionwith a clari�cation on our
notion of soundnessof taint information. Considerany
variablex at any point during any executionof a trans-
formed program,and let a denotethe location of this
variable. If the valuestoredat a is obtainedfrom any

taintedinput throughassignmentsandarithmetic/bitop-
erations,then tagmap[a] shouldbe set. Note that by
referringto thelocationof x ratherthanits name,we re-
quire that taint informationbe accuratelytracked in the
presenceof memoryerrors. To supportthis notion of
soundness,we neededto protectthe tagmap from cor-
ruption,asdescribedin Section3.4.

3.3 Optimizations

The basic transformationdescribedabove is effective,
but introduceshigh overheads,sometimescausing a
slowdown by a factor of 5 or more. To improve per-
formance,wehavedevelopedseveralinterestingruntime
andcompile-timeoptimizationsthathave reducedover-
headssigni�cantly. More detailsabouttheperformance
canbefoundin Section6.4.

3.3.1 Runtime Optimizations In this section,we de-
scribeoptimizationsto theruntimedatastructures.

Useof 2-bit taint values. In the implementation,ac-
cessingof taint-bits requiresseveral bit-masking, bit-
shifting andunmaskingoperations,which degradeper-
formancesigni�cantly. We observed that if 2-bit taint
tags are used, the taint value for an integer will be
containedwithin a single byte (assuming32-bit archi-
tecture),therebyeliminating thesebit-level operations.
Sinceintegerassignmentsoccurvery frequently, thisop-
timizationis quiteeffective.

This approachdoesincreasethememoryrequirement
for tagmap by a factorof two, but on the other hand,
it opensup the possibility of trackingricher taint infor-
mation. For instance,it becomespossibleto associate
differenttaint tagswith differentinput sourcesandtrack
themindependently. Alternatively, it maybepossibleto
usethetwo bits to capture“degreeof taintedness.”

Allocation of tagmap . Initially, weusedaglobalvari-
ableto implementtagmap . But theinitialization of this
hugearray(1GB) thattookplaceat theprogramstartin-
curredsigni�cant overheads.Notethat tag initialization
is warrantedonly for staticdatathatis initialized at pro-
gramstart.Otherdata(e.g.,stackandheapdata)should
be initialized (using assignments)beforeuse in a cor-
rectly implementedprogram. When theseassignments
aretransformed,theassociatedtaintdatawill alsobeini-
tialized,andhencethereis noneedto initialize suchtaint
datain the�rst place.So,we allocatedtagmap dynami-
cally, andinitialized only thelocationscorrespondingto
staticdata.By usingmmapfor thisallocation,andby per-
forming the allocationat a �x ed addressthat is unused
in Linux (our implementationplatform),weensuredthat
runtime accessesto tagmap elementswill be no more
expensivethanthatof a staticallyallocatedarray(whose
baseaddressis alsodeterminedat compile-time).

Theaboveapproachreducedthestartupoverheads,but



the mereuseof addressspaceseemedto tie up OS re-
sourcessuchaspagetableentries,andsigni�cantly in-
creasedtime for fork operations.For programssuchas
shellsthat fork frequently, this overheadbecomesunac-
ceptable.Sowe devisedanincrementalallocationtech-
nique that can be likenedto user-level page-fault han-
dling. Initially, tagmap pointsto 1GB of addressspace
that is unmapped.When any accessto tagmap[i] is
made,it resultsin a UNIX signaldueto a memoryfault.
In thetransformedprogram,weintroducecodethatinter-
ceptsthis signal.This codequeriestheoperatingsystem
to determinethe faulting address.If it falls within the
rangeof tagmap , a chunkof memory(say, 16KB) that
spansthefaultingaddressis allocatedusingmmap. If the
faultingaddressis outsidetherangeof tagmap , thesig-
nal is forwardedto thedefaultsignalhandler.

3.3.2 Compile-time Optimizations

Useof local taint tag variables. In mostC programs,
operationson local variables occur much more fre-
quently than global variables. Modern compilersare
good at optimizing local variable operations,but due
to possiblealiasing,mostsuchoptimizationscannotbe
safelyappliedto globalarrays.Unfortunately, thebasic
transformationintroducesoneoperationon a global ar-
ray for eachoperationon a local variable,and this has
the effect of more than doubling the runtime of trans-
formed programs. To addressthis problemwe modi-
�ed our transformationso that it useslocal variablesto
holdtaintinformationfor localvariables,sothatthecode
addedby the transformercanbe optimizedaseasilyas
theoriginal code.

Note, however, that the use of local tag variables
would beunsoundif aliasingof a local variableis possi-
ble. For example,considerthefollowing codesnippet:

int x; int *y = &x;
x = u; *y = v;

If u is untaintedandv is tainted,thenthevaluestoredin
x shouldbetaintedat theendof theabovecodesnippet.
However, if we introduceda local variable,say, tag x ,
to storethe taint valueof x , thenwe cannotmake sure
thatit will getupdatedby theassignmentto *y .

To ensurethat taint informationis trackedaccurately,
our transformationuseslocal taint tag variablesonly
in thosecaseswhere no aliasing is possible,i.e., the
optimizationis limited to simple variables(not arrays)
whoseaddressis never taken.However, this aloneis not
enough,asaliasingmaystill bepossibledueto memory
errors.For instance,asimplevariablex maygetupdated
dueto anout-of-boundsaccessonanadjacentarray, say,
z . To eliminatethispossibility, wesplit theruntimestack
into two stacks.Themainstackstoresonly simplevari-
ableswhoseaddressesarenever taken.Thisstackis also
usedfor call-return. All otherlocal variablesarestored

in thesecondstack,alsocalledshadowstack.
The last possibility for aliasingarisesdueto pointer-

forging. In programswith possiblememoryerrors, a
pointerto alocalvariablemaybecreated.However, with
the above transformation,any accessto the main stack
usinga pointerindicatesa memoryerror. We show how
to implementan ef�cient mechanismto prevent access
to somesectionsof memoryin thetransformedprogram.
Usingthis technique,wepreventall accessesto themain
stackexcept using local variablenames,thus ensuring
that taint informationcanbe accuratelytracked for the
variablesonthemainstackusinglocaltainttagvariables.

Intra-pr ocedural dependencyanalysis is performed
to determinewhethera local variablecanever become
tainted,and to remove taint updatesif it cannot. Note
that a local variablecanbecometaintedonly if it is in-
volved in an assignmentwith a global variable,a pro-
cedureparameter, or anotherlocal variablethat canbe-
cometainted.Dueto aliasingissues,this optimizationis
appliedonly to variableson themainstack.

3.4 ProtectingMemory Regions

To ensureaccuratetaint-tracking,it is necessaryto pre-
cludeaccessto certainregionsof memory. Speci�cally,
we needto ensurethat the tagmap array itself cannot
be written by theprogram.Otherwise,tagmap may be
corrupteddueto programmingerrors,or even worse,a
carefullycraftedattackmaybeableto evadedetectionby
modifying thetagmap to hidethepropagationof tainted
data. A secondregion that needsto be protectedis the
mainstack.Third, it would bedesirableto protectmem-
ory that shouldnot directly be accessedby a program,
e.g.,theGOT. (GlobalOffsetTableis usedfor dynamic
linking, but thereshouldnotbeany referenceto theGOT
in the C code. If the GOT is protectedin this manner,
that would rule out attacksbasedon corruptinga func-
tion pointerin theGOT.)

Thebasicideais asfollows. Consideranassignment
to amemorylocationa. Our transformationensuresthat
an accessto tagmap[a] will be madebeforea is ac-
cessed.Thus,in orderto protecta rangeof memorylo-
cationsl—h, it is enoughif we ensurethat tagmap[l]
through tagmap[h] will be unmapped. This is easy
to do, given our incrementalapproachto allocationof
tagmap . Now, any accessto addressesl throughh will
resultin amemoryfaultwhenthecorrespondingtagmap
locationis accessed.

Notethat l andh cannotbearbitrary: they shouldfall
on a 16K boundary, if thepagesizeis 4KB andif 2 bit
tainting is used. This is becausemmapallocatesmem-
ory blocks whosesizesare a multiple of a pagesize.
Thisalignmentrequirementis notaproblemfor tagmap ,
sincewe canalign it on a 16K boundary. For the main
stack,a potentialissuearisesbecausethebottomof the



Attack Type Policy Comment

Control-¯ow
hijack

jmp (addr ) j
addr matc hes (any +) t ! ter m()

Taintedvaluescannotbe usedas a
targetof controltransfer

Formatstring
Format = "%[ˆ%]"
vfprin tf (f mt ) jf mt matc hes any � (Format )T any� ! r ej ect()

Format directives (e.g.%n) should
notbetainted

Directory
traversal

DirT raversalModi�er = ".."
�le function (path ) =

open(path; ) jj unl ink (path ) jj :::
�le function (path ) j

path matc hes any � (DirT raversalModi�er )T any �
&& escapeRootDir (path ) ! r ej ect()

If path containstainted directory
traversalstrings(e.g. ª..º), thenthe
realpathof path shouldnot goout-
sidethetop level directoriesthatare
allowed to be accessedby the pro-
gram,e.g. DocumentRootandcgi-
bin for httpd

Cross-site
scripting

ScriptT ag = "<script" j :::
html prin t function (str ) j

str matc hes (StrIdNum jDelim ) � (ScriptT ag)T any �
! r ej ect()

No taintedscript tags(e.g. scr ipt )
shouldbeoutputto HTML.

SQL injection

SqlMetachar = "'" j ";" j "/*" j :::
sql query function (quer y) j

quer y matc hes (StrIdNum jDelim ) � (SqlMetac har )T any �
! r ej ect()

SQLquerystringshouldnotcontain
taintedSQLmeta-chars

Shell command
injection

ShellMetachar = ";" j "&&" j :::
shell command function (cmd) j

cmd matc hes (StrIdNum jDelim ) � (ShellMetac har )T any �
! r ej ect()

cmd argumentof system or popen
should not contain tainted shell
meta-chars

Figure4: Illustrative securitypolicies

stackholdsenvironmentvariablesandcommand-linear-
gumentsthat arearrays. To dealwith this problem,we
�rst introducea gapin thestackin main so that its top
is alignedon a 16K boundary. Theregion of mainstack
abovethispoint is protectedusingtheabovemechanism.
Thismeansthatit is safeto uselocal tagvariablesin any
functionexceptmain .

4 Marking and Policy Speci�cation

4.1 Marking Trusted and Untrusted Inputs

Marking involve associatingtaint information with all
the datacoming from externalsources.If all code,in-
cluding libraries,is transformed,thenmarkingneedsto
be speci�ed for systemcalls that return inputs, for en-
vironmentvariablesand command-linearguments. (If
somelibrariesarenot transformed,thenmarkingspeci�-
cationsmay be neededfor untransformedlibrary func-
tions that perform inputs.) Note that we can treat
command-lineargumentsandenvironmentvariablesas
argumentsto main . Thus,markingspeci�cationscan,in
everycase,beassociatedwith a functioncall.

Marking actionsarespeci�edusingBMSL (Behavior
Monitoring Speci�cation Language)[29, 3], an event-
basedlanguagethat is designedto supportspeci�cation
of security policies and behaviors. BMSL speci�ca-
tions consistof rules of the form event pattern � !
action. We useBMSL in a simpli�ed way in this pa-
per — in particular, event pattern will be of the form
event j condition , whereevent identi�es a function.
Whenthis functionreturns,and(theoptional)condition
holds,action will beexecuted.Theeventcorresponding
to a function will take an additionalargumentthat cap-

turesthereturnvaluefrom thefunction. Both thecondi-
tion andtheactioncanuseexternalfunctions(written in
C or C++). Moreover, theactioncanincludearithmetic
andlogical operations,aswell asif-then-else.Consider
thefollowing example:

read(fd, buf, size, rv)|(rv > 0) !

if (isNetworkEndpoint(fd))

taint_buffer(buf, rv);

else untaint_buffer(buf, rv);

This rule statesthatwhenthe read functionreturns,the
buf argumentwill betainted,basedonwhethertheread
wasfrom a network or not, asdeterminedby theexter-
nal function isNetworkEndpoint . Theactualtainting
is doneusingtwo supportfunctionstaint buffer and
untaint buffer .

Note thatevery input actionneedsto have an associ-
atedmarkingrule. To reducetheburdenof writing many
rules,we provide default rules for all systemcalls that
untaint the datareturnedby eachsystemcall. Speci�c
rules that override thesedefault rules, suchas the rule
givenabove,canthenbesuppliedby a user.

4.2 SpecifyingPolicies

SecuritypoliciesarealsowrittenusingBMSL, but these
rulesaresomewhatdifferentfrom themarkingrules.For
apolicy ruleinvolving afunctionf , its conditioncompo-
nentisexaminedimmediatelybeforeany invocationof f .
To simplify thepolicy speci�cation,abstract eventscan
be de�ned to representa setof functionsthat sharethe
samesecuritypolicy. (Abstracteventscanbethoughtof
asmacros.)

The de�nition of condition is also extendedto sup-
portregular-expressionbasedpatternmatching,usingthe



keyword matches . We usetaint-annotatedregular ex-
pressionsde�ned as follows. A taintedregular expres-
sion is obtainedfor a normal regular expressionby at-
tachinga superscriptt, T or u. A string s will match
a taint-annotatedregular expressionr t provided that s
matchesr , and at least one of the charactersin s is
tainted. Similarly, s will matchr T provided all char-
actersin s aretainted.Finally, s will matchr u provided
noneof thecharactersin s aretainted.

The prede�nedpatternany matchesany singlechar-
acter. Parenthesesandotherstandardregularexpression
operatorsare usedin the usualway. Moreover, taint-
annotatedregular expressionscan be named,and the
namecanbe reusedsubsequently, e.g.,StrIdNum used
in many samplepolicy rulesis de�ned as:

StrIdNum = String | Id | Num

whereString , Id and Numdenotenamedregular ex-
pressionsthat correspondrespectively to strings,identi-
�ers andnumbers.Also, Delim denotesdelimiters.

Figure4 shows theexamplesof a few simplepolicies
to detectvariousattacks.Theactioncomponentof these
policiesmake useof two supportfunctions: ter m() ter-
minatestheprogramexecution,while r ej ect() deniesthe
requestandreturnswith anerror.

For the control-�ow hijack policy, we usea special
keyword jmp asa functionname,aswe needsomespe-
cial way to capturelow-level control-�ow transfersthat
arenotexposedasafunctioncall in theC language.The
policy statesthatif any of thebytesin thetargetaddress
aretainted,thentheprogramshouldbeterminated.

For formatstringattacks,we only de�ne a policy for
vfprintf , becausevfprintf is thecommonfunction
usedinternally to implementall otherprintf family of
functions.All formatdirectivesin a formatstringbegin
with a “%”, andare followed by a characterother than
“%”. (The sequence“%%” will simply print a “%”, and
hencecanbepermittedin theformatstring.)

Examplepoliciesto detectfour otherattacks,namely,
directory traversal, cross-sitescripting, SQL injection
andshellcommandinjectionarealsoshown in Figure4.
The commentsassociatedwith the policies provide an
intuitive descriptionof the policy. Thesepolicieswere
ableto detectall of theattacksconsideredin our evalua-
tion, but we do not make any claim that thepoliciesare
goodenoughto detectall possibleattacksin thesecate-
gories.A discussionof how skilled attackersmayevade
someof thesepolicies,andsomedirectionsfor re�ning
policiesto standup to suchattacks,canbefoundin Sec-
tion 7.2. Themainstrengthof theapproachpresentedin
this paperis that theavailability of �ne-grainedtaint in-
formationmakesit possiblefor a knowledgeablesystem
administratorto developsuchre�ned policies.

5 Implementation

We have implementedtheprogramtransformationtech-
niquedescribedin Section3. The transformerconsists
of about3,600linesof ObjectiveCamlcodeandusesthe
CIL [19] toolkit as the front end to manipulateC con-
structs. Our implementationcurrently handlesglibc
(containingaround1 million LOC) and several other
mediumto large applications.The complexity andsize
of glibc demonstratedthatourimplementationcanhan-
dle “real-world” code. We summarizesomeof the key
issuesinvolvedin our implementation.

5.1 Coping with Untransformed Libraries

Ideally, all the libraries usedby an applicationwill be
transformedusingour techniquesoasto enableaccurate
taint tracking.In practice,however, sourcecodemaynot
be available for somelibraries, or in rare cases,some
functionsin a library maybeimplementedin anassem-
bly language. One option with such libraries is to do
nothingat all. Our implementationis designedto work
in thesecases,but clearly, the ability to track informa-
tion �o w via untransformedfunctionsis lost. To over-
comethis problem,our implementationoffers two fea-
tures. First, it produceswarningswhena certainfunc-
tion couldnot betransformed.This ensuresthat inaccu-
racieswill not be introducedinto taint trackingwithout
explicit knowledgeof theuser. Whentheuserseesthis
warning, shemay decidethat the function in question
performslargely “read” operations,or will never han-
dle tainteddata,and hencethe warning can safely be
ignored. If not, thenour implementationsupportssum-
marizationfunctionsthat specifyhow taint information
is propagatedby a function. For instance,we usethe
following summarizationfunctionfor thememcpy. Sum-
marizationfunctionsarealsospeci�edin BMSL, anduse
supportfunctionsto copy taint information. A summa-
rization function for f would be invoked in the trans-
formedcodewhenf returns.

memcpy(dest, src, n) !
copy_buffer_tagmap(dest, src, n);

So far, we had to write summarizationfunctionsfor
two glibc functionsthat are written in assemblyand
copy data,namely, memcpy and memset. In addition,
gcc replacescallsto somefunctionssuchasstrcpy and
strdup with its own code,necessitatinganadditional13
summarizationfunctions.

5.2 Injecting Marking, Checking and Summa-
rization Codeinto Transformed Programs

In our current implementation,the marking speci�ca-
tions, securitypolicies, and summarizationcodeasso-
ciatedwith a function f areall injectedinto the trans-
formed programby simply inlining (or explicitly call-



CVE# Program Language Attack type Attack description

CAN-2003-0201 samba C Stacksmashing Buffer over¯ow in
call trans2openfunction

CVE-2000-0573 wu-ftpd C Formatstring via SITEEXECcommand
CAN-2005-1365 picoserver C Directorytraversal Command execution via URL

with multiple leadingª/º charac-
tersandª..º

CAN-2003-0486 phpBB2.0.5 PHP SQL injection via topic id parameter
CAN-2005-0258 phpBB2.0.5 PHP Directorytraversal Delete arbitrary ®le via ª..º se-

quencesin avatarselectparameter
CAN-2002-1341 SquirrelMail1.2.10 PHP Crosssitescripting Insert script via the mailbox pa-

rameterin readbody.php
CAN-2003-0990 SquirrelMail1.4.0 PHP Commandinjection via meta-characterinªTo:º ®eld
CAN-2005-1921 PHPXML-RPC PHP Commandinjection Eval injection
CVE-1999-0045 nph-test-cgi BASH Shellmeta-character

expansion
using'*' in $QUERYSTRING

Figure5: Attacksusedin effectivenessevaluation

ing) therelevantcodebeforeor afterthecall to f . In the
future, we anticipatethesecodeto be decoupledfrom
thetransformation,andbeableto operateonbinariesus-
ing techniquessuchaslibrary interposition.This would
enablea site administratorto alter, re�ne or customize
hernotionsof “trustworthy input” and“dangerousargu-
ments”withouthaving accessto thesourcecode.

6 Experimental Evaluation

The main goal of our experimentswas to evaluateat-
tack detection(Section6.1), and runtime performance
(Section6.4). Falsepositivesandfalsenegativesaredis-
cussedin Sections6.2and6.3.

6.1 Attack Detection

Table5 showstheattacksusedin ourexperiments.These
attackswere chosento cover the rangeof attackcate-
gorieswehavediscussed,andto spanmultipleprogram-
ming languages.Whereverpossible,we selectedattacks
on widely-usedapplications,sinceit is likely thatobvi-
ous securityvulnerabilitiesin suchapplicationswould
have been�x ed,andhencewe aremorelikely to detect
morecomplex attacks.

In termsof marking,all inputsreadfrom network (us-
ing read , recv andrecvfrom ) weremarkedastainted.
SincethePHPinterpreteris con�gured asa modulefor
Apache, the sametechniqueworks for PHP applica-
tions as well. Network data is taintedwhen it is read
by Apache,andthis informationpropagatesthroughthe
PHPinterpreter, andin effect, throughthePHPapplica-
tion aswell. The policiesusedin our attackexamples
werealreadydiscussedin Section4.

To test our technique,we �rst downloadedthe soft-
warepackagesshown in Figure5. We downloadedthe
exploit codefor theattacks,andveri�ed thatthey worked
asexpected.Thenwe usedtransformedC programsand

interpreterswith policy checkingenabled,and veri�ed
thateachoneof theattackswerepreventedby thesepoli-
cieswithout raisingfalsealarms.

Network Servers in C.

� wu-ftpd versions2.6.0andlowerhaveaformatstring
vulnerability in SITE EXECcommandthatallows ar-
bitrary codeexecution. The attackis stoppedby the
policy that the format directive %n in a format string
shouldnotbetainted.

� samba versions2.2.8andlowerhaveastack-smashing
vulnerability in processinga type of requestcalled
“transaction2 open.” No policy is requiredto stopthis
attack— the stack-smashingstependsup corrupting
somedataon the shadow stackratherthan the main
stack,sotheattackfails.
If we hadusedan attackthatusesa heapover�ow to
overwrite a GOT entry (which is commonwith heap
over�ows), this too would be detectedwithout the
needfor any policiesdue to the techniquedescribed
in Section3.4 for preventingtheGOT from beingdi-
rectly accessedby the C code. The reasoningis that
beforethe injectedcodegetscontrol, the GOT entry
hasto be clobberedby the existing codein the pro-
gram.Theinstrumentationin theclobberingcodewill
causeasegmentationfaultbecauseof theprotectionof
theGOT, andhencetheattackwill beprevented.Note
thattheGOT is normallyusedby thePLT (Procedure
LinkageTable)codethat is in the assemblycodeau-
tomaticallyaddedby thecompiler, andis not in theC
sourcecode,so a normalGOT accesswill not be in-
strumentedwith checkson taint tags,andhencewill
not leadto a memoryfault.
If the attackcorruptedsomeother function pointer,
thenthe “jmp” policy would detecttheuseof tainted
datain jump targetandstoptheattack.

� Pico HTTP Server (pServ) versions 3.2 and



lower have a directory traversal vulnerability. The
web server doesinclude checksfor the presenceof
“ .. ” in the �le name,but allows them as long as
their usedoesnot go outsidethe cgi-bin directory.
To determinethis, pServ scansthe �le nameleft-
to-right, decrementingthe count for eachoccurrence
of “ .. ”, and incrementingit for eachoccurrenceof
“ / ” character. If the countergoesto zero, then ac-
cessis disallowed. Unfortunately, a �le namesuchas
/cgi-bin////../../bin/sh satis�es this check,
but hasthe effect of going outsidethe /cgi-bin di-
rectory. This attackis stoppedby thedirectorytraver-
salpolicy shown in Section4.

WebApplications in PHP.
� phpBB2 SQLinjection vulnerability in (version2.0.5

of) phpBB, a popularelectronicbulletin boardappli-
cation,allows an attacker to stealtheMD5 password
hashof anotheruser. Thevulnerablecodeis:

$sql="SELECT p.post_id FROM... WHERE...
AND p.topic_id = $topic_id AND ..."

Normally, the user-supplied value for the variable
topic id shouldbe a number, and in that case,the
above queryworks asexpected.Supposethat theat-
tackerprovidesthefollowing value:

-1 UNION SELECT ord(substring(user_password,
5,1)) FROMphpbb_users WHEREuserid=3/*

This converts the SQL query into a union of two
SELECTstatements,andcommentsout (using “ /* ”)
the remainingpart of the original query. The �rst
SELECT returnsan empty set since topic id is set
to -1 . As a result,thequeryresultequalsthevalueof
theSELECTstatementinjectedby theattacker, which
returnsthe 5th byte in the MD5 hashof the bulletin
boarduserwith theuseridof 3. By repeatingthis at-
tackwith differentvaluesfor thesecondparameterof
substring , the attacker canobtain the entire MD5
passwordhashof anotheruser. TheSQLinjectionpol-
icy describedin Section4 stopsthisattack.

� SquirrelMail cross-sitescripting is presentin ver-
sion 1.2.10of SquirrelMail , a popularweb-based
email client, e.g., read body.php directly outputs
valuesof user-controlledvariablessuchas mailbox
while generatingHTML pages.Theattackis stopped
by thecross-sitescriptingpolicy in Section4.

� SquirrelMail commandinjection: SquirrelMail
(Version1.4.0)constructsa commandfor encrypting
email using the following statementin the function
gpg encrypt in theGPGplugin1.1.

$command .= " -r $send_to_list 2>&1";

Thevariablesend to list shouldcontaintherecip-
ient namein the “To” �eld, which is extractedusing
the parseAddress function of Rfc822Header ob-

ject in SquirrelMail . However, dueto a bug in this
function,somemalformedentriesin the“To” �eld are
returnedwithoutcheckingfor properemailformat. In
particular, by entering“hrecipienti ; hcmdi ;” into this
�eld, theattacker canexecuteany arbitrarycommand
hcmdi with theprivilegeof thewebserver. By apply-
ingapolicy thatprohibitstaintedshellmeta-characters
in the�rst argumentto thepopen function,thisattack
is stoppedby our technique.

� phpBB directory traversal: A vulnerability exists in
phpBB, which, whenthe gallery avatarfeatureis en-
abled,allows remoteattackersto deletearbitrary�les
usingdirectorytraversal.Thisvulnerabilitycanbeex-
ploited by a two-stepattack. In the �rst step,the at-
tacker savesthe�le name,which contains“ .. ” char-
acters,into theSQL database.In thesecondstep,the
�le nameis retrieved from the databaseandusedin
a command. To detectthis attack,it is necessaryto
recordtaintinformationfor datastoredin thedatabase,
which is quite involved. We took a shortcut, and
markedall dataretrievedfrom thedatabaseastainted.
(Alternatively, wecouldhavemarkedonly those�elds
updatedby theuserastainted.)Thisenabledtheattack
to bedetectedusingthedirectorytraversalpolicy.

� phpxmlrpc/expat commandinjection: phpxmlrpc
is a packagewritten in PHPto supporttheimplemen-
tationof PHPclientsandserversthatcommunicateus-
ing theXML-RPC protocol. It usestheexpat XML
parserfor processingXML. phpxmlrpc versions1.0
andearlierhave a remotecommandinjection vulner-
ability. Our commandinjectionpolicy stopsexploita-
tionsof this vulnerability.

Bash CGI Application. nph-test-cgi is a CGI
script that was included by default with Apacheweb
server versions1.0.5andearlier. It printsout thevalues
of theenvironmentvariablesavailableto a CGI script. It
usesthe codeecho QUERY_STRING=$QUERY_STRING
toprint thevalueof thequerystringsentto it. If thequery
stringcontainsa “ * ” thenbash will apply�le nameex-
pansionto it, thusenablinganattacker to list any direc-
tory on the web server. This attackwas stoppedby a
policy that restrictedthe useof taintedmeta-characters
in theargumentto shell glob filename , which is the
functionusedby bash for �le nameexpansion.In terms
of marking,theCGI interfacede�nestheexactsetof en-
vironmentvariablesthroughwhichinputsareprovidedto
a CGI application,andall thesearemarkedastainted.

6.2 FalsePositives

The policies describedso far have beendesignedwith
the goal of avoiding false positives. We experimen-
tally veri�ed that false positives did not occur in our
experimentsinvolving the wu-ftpd server, the Apache



Server Programs Workload Orig. ResponseTime Overhead

Apache-2.0.40 Webstone30clientsdownloading 0.036sec/page 6%
5KB pagesover 100Mbpsnetwork

wu-ftpd-2.6.0 Downloada 12MB ®le 10 times. 11.5sec 3%
post®x-1.1.12 Sendonethousand3KB emails 0.03sec/mail 7%

Figure6: Performanceoverheadsof servers. For Apacheserver, performanceis measuredin termsof latency and
throughputdegradation.For otherprograms,it is measuredin termsof overheadin client responsetime.

Program Workload Over- Over- Over- Over-
head(A) head(B) head(C) head(D)

bc-1.06 Find factorialof 600. 212% 68% 61% 61%
enscript-1.6.4 Convert a 5.5MB text ®le into aPS®le. 660% 529% 63% 58%

bison-1.35 Parsea Bison®le for C++ grammar. 134% 92% 79% 78%
gzip-1.3.3 Compressa 12MB ®le. 228% 161% 110% 106%

Figure7: Performanceoverheadsof CPU-intensiveprograms.Performanceis measuredin termsof CPUtime. Over-
headsin differentcolumnscorrespondto: (A) No optimizations,(B) Useof local tagvariable,(C) B + Useof 2-bit
taint value,(D) C + Useof dependency analysis.

web server, and the two PHP applications,phpBB and
SquirrelMail . For wu-ftpd andApache,we enabled
thecontrol�o w hijackpolicy, formatstringpolicy, direc-
tory traversalpolicy, andshellcommandinjectionpolicy.
For the PHP applications,we additionally enabledthe
SQL injection policy andcross-sitescriptingpolicy for
thePHPinterpreter.

To evaluatethe falsepositives for Apache,we used
the transformedserver as our lab's regular web server
thatacceptedreal-worldHTTPrequestsfrom Internetfor
several hours. For the wu-ftpd server, we ran all the
supportedcommandsfrom a ftp client. To test phpBB
andSquirrelMail , wewentthroughall themenuitems
of thesetwo Web applications,performednormaloper-
ationsthata regularusermight do, suchasregisteringa
user, postinga message,searchinga message,managing
addressbook, moving messagesbetweendifferentmail
folders,andso on. No falsepositiveswereobserved in
theseexperiments.

6.3 FalseNegatives

False negatives can arisedue to (a) overly permissive
policies, (b) implicit information �o ws, and (c) useof
untransformedlibrarieswithoutadequatesummarization
functions.

We will discussthe policy re�nement and implicit
�o ws in Section7. As for externallibraries,thebestap-
proachis to transformthem,sothattheneedfor summa-
rization canbe eliminated. If this cannotbe done,then
ourtransformationwill identify all theexternalfunctions
thatareusedby anapplication,sothaterrorsof omission
canbeavoided.However, if a summarizationfunctionis
incorrect,thenit canleadto falsenegatives,falseposi-
tives,or both.

6.4 Performance

Figure 7 shows the performanceoverheads,when the
original andtransformedprogramswerecompiledusing
gcc 3.2.2 with -O2 , andranona1.7GHz/512MB/Red
Hat Linux 9.0PC.

For server programs,the overheadof our approach
is low. This is becausethey areI/O intensive, whereas
our transformationaddsoverheadsonly to codethatper-
formssigni�cant amountof datacopying within thepro-
gram,and/orotherCPU-intensive operations.For CPU-
intensive C programs,the overheadis between61% to
106%,with anaverageof 76%.

6.4.1 Effect of Optimizations. The optimizations
discussedin Section3.3 have beenvery effective. We
commentfurtherin thecontext of CPU-intensivebench-
marks.

� Useof local taint variablesreducedtheoverheadsby
42% to 144%. This is dueto the reasonsmentioned
earlier: compilerssuchasgcc arevery goodin opti-
mizingoperationson localvariables,but doapoorjob
on global arrays. Thus,by replacingglobal tagmap
accesseswith local tag variableaccesses,signi�cant
performanceimprovementcanbeobtained.
Most programsaccesslocal variablesmuchmorefre-
quentlythanglobalvariables.For instance,we found
out (by instrumentingthecode)that99% of accesses
madeby bc are to local variables. A �gure of 90%
is not at all uncommon.As a result,the introduction
of local tag variablesleadsto dramaticperformance
improvementfor suchprograms. For programsthat
accessglobal variablesfrequently, suchasgzip that
has41%of its accessesgoingto globalvariables,the
performanceimprovementsarelessstriking.

� tagmap optimizationsare particularly effective for



programsthatoperatemainly on integerdata.This is
becauseof theuseof 2-bit taint tags,whichavoidsthe
needfor bit-maskingandshiftstoaccesstaintinforma-
tion. As aresultweseesigni�cant overheadreduction
in therangeof 7%to 466%.

� Intraprocedural analysisandoptimizationfurther re-
ducestheoverheadby up to 5%. Thegainsaremod-
estbecausegcc optimizationshavealreadyeliminated
mostlocal tagvariablesafterthepreviousstep.

When combined,theseoptimizationsreducethe over-
headby a factorof 2 to 5.

7 Discussion

7.1 Support for Implicit Inf ormation Flow

Implicit information�o w occurswhenthevaluesof cer-
tainvariablesarerelatedby virtueof programlogic,even
thoughtherearenoassignmentsbetweenthem.A classic
exampleis givenby thecodesnippet[25]:

x=x%2; y=0; if (x==1) y=1;

Eventhoughthereis no assignmentsinvolving x andy ,
their valuesarealwaysthesame.Theneedfor tracking
suchimplicit �o ws haslong beenrecognized.[11] for-
malizedimplicit �o wsusinganotionof noninterference.
Several recentresearchefforts [18, 30, 20] have devel-
opedtechniquesbasedon thisconcept.

Noninterferenceis a very powerful property, andcan
captureeventheleastbit of correlationbetweensensitive
dataandotherdata.For instance,in thecode:

if (x > 10000) error = true;
if (!error) { y = "/bin/ls"; execve(y); }

thereis an implicit �o w from x to error , and then to
y . Hence,a policy that forbids tainteddatato be used
asanexecve argumentwould beviolatedby this code.
This example illustrateswhy non-interferencemay be
tooconservative(andhenceleadto falsepositives)in our
application.In thecontext of thekindsof attackswe are
addressing,attackersusuallyneedmorecontrolover the
valueof y thantheminimal relationshipthatexistsin the
codeabove. Thus,it is moreappropriateto trackexplicit
�o ws. Nevertheless,therecanbecaseswheresubstantial
information�o w takesplacewithout assignments,e.g.,
in thefollowing if-then-else,thereis a direct �o w of in-
formationfrom x to y on bothbranches,but our formu-
lation of explicit information�o w would only detectthe
�o w in theelsestatement.

if (x == 0) y = 0; else y = x;

The goal of our approachis to supportthoseimplicit
�o ws where the value of one variable determinesthe
valueof anothervariable.By usingthis criteria,weseek
a balancebetweentrackingnecessarydatavaluepropa-
gationandminimizingfalsepositives.Currently, our im-
plementationsupportstwo forms of implicit �o ws that
appearto becommonin C programs.

� Translation tables. Decoding is sometimesimple-
mentedusinga tablelook up,e.g.,

y = translation_tab[x];

wheretranslation tab isanarrayandx is abyteof
input. In thiscase,thevalueof x determinesthevalue
of y althoughthereis no directassignmentfrom x to
y . To handlethis case,we modify thebasictransfor-
mationso that the resultof anarrayaccessis marked
astaintedwhenever thesubscriptis tainted.This suc-
cessfullyhandlesthe useof translationtablesin the
PHPinterpreter.

� Decodingusing if-then-else/switch. Sometimes,de-
codingis implementedusingastatementof theform:

if (x == '+') y = ' ';

(Suchcodeis oftenusedfor URL-decoding.)Clearly,
the valueof y can be determinedby the valueof x .
More generally, switch statementscould be usedto
translatebetweenmultiple characters.Our transfor-
mation handlesthem in the sameway asa seriesof
if-then-elsestatements.Speci�cally, consideran if-
then-elsestatementof theform:

if (x == E ) { ... y = E 0; ... }

If E and E 0 are constant-valued,then we add a tag
updatetag(y) = tag(x) immediatelybeforethe as-
signmentto y.
While ourcurrenttechniqueseemsto identify someof

thecommoncaseswhereimplicit �o wsaresigni�cant, it
is by no meanscomprehensive. Developmentof a more
systematicapproachthat can provide someassurances
aboutthekinds of implicit �o ws captured,while ensur-
ing alow falsepositiverate,is atopicof futureresearch.

7.2 Policy Re�nement

Policy developmenteffort is an importantconcernwith
any policy enforcementtechnique.In particular, thereis
a trade-off betweenpolicy precisionandthe level of ef-
fort required.If oneis willing to toleratefalsepositives,
policiesthatproducevery few falsenegativescanbede-
velopedwith modesteffort. Alternatively, if falseneg-
ativescanbe tolerated,thenfalsepositivescanbe kept
to a minimum with little effort. To containboth false
positives and false negatives, more effort needsto be
spenton policy development,takingapplication-speci�c
or installation-speci�ccharacteristics.

Theaboveremarksaboutpolicy-basedtechniquesare
generallyapplicableto ourapproachaswell. For thefor-
matstringattack,we useda policy that tendedto err on
the sideof producingfalsepositives,by disallowing all
useof taintedformatdirectives. However, it is conceiv-
ablethatsomeapplicationsmaybepreparedto receivea
subsetof formatdirectivesin untrustedinputs,andhan-
dlethemcorrectly. In suchcases,thisapplicationknowl-
edgecanbeusedby a systemadministratorto usea less



restrictive policy, e.g.,allowing theuseof formatdirec-
tivesother than%n. This shouldbe donewith care,or
elseit is possibleto write policiesthatpreventtheuseof
%n, but allow the useof variantssuchas%5n that have
essentiallythesameeffect. Alternatively, thepolicy may
be relaxed to permit speci�c exceptionsto the general
rule thattherebeno formatdirectives,e.g.,therule:

vfprin tf (f mt ) j
f mt matc hes any � (Format) T any � &&

(!(fm t matc hes "[ˆ%]*%s[ˆ%]*" )) ! r ej ect()
allows the useof a single%s format directive from un-
trustedsources,in additionto permittingformat strings
thatcontainuntaintedformatdirectives.

Thedirectorytraversalpolicy alsotendsto err on the
side of false positives, since it precludesall accesses
outsidethe authorizedtop level directories(e.g. Docu-
mentRootandcgi-bin) of a webserver if componentsof
the �le namebeingaccessedarecomingfrom untrusted
sources.In devisingthispolicy, wereliedonapplication-
speci�c knowledge,namely, thefactthatwebserversdo
not allow clientsto access�les outsidethe top level di-
rectoriesspeci�ed in the server con�guration �le. An-
otherpoint to be notedaboutthis policy is that variants
of directorytraversalattackthatdo not escapethesetop
level directories,but simplyattemptto fool per-directory
accesscontrols,arenotaddressedby ourpolicy.

The control-�ow hijack policy is already accurate
enoughto captureall attacksthatusecorruptionof code
pointersasthebasisto alterthecontrol-�ow of programs,
sowe proceedto discusstheSQL injectionpolicy. The
policy shown in Figure4 doesnot addressattacksthat
inject only SQL keywords(e.g.,the UNION operation)
to alterthemeaningof aquery. Thiscanbeaddressedby
a policy basedon tokenization.Theideais to performa
lexical analysison theSQL queryto breakit up into to-
kens.SQL injectionattacksarecharacterizedby thefact
thatmultiple tokensappearin theplaceof one,e.g.,mul-
tiple keywordsandmeta-characterswereprovidedby the
attacker in theplaceof asimplestringvaluein theattack
examplesdiscussedearlierin thepaper. Thus,systematic
protectionfrom SQL injectionscanbeobtainedusinga
policy that preventstaintedstringsfrom spanningmul-
tiple tokens. A similar approachis suggestedin [24],
althoughtheconditionsarenot de�ned asprecisely. Su
etal [27] provideaformalcharacterizationof SQLinjec-
tion usinga syntaxanalysisof SQL queries.Theessen-
tial ideais to constructaparsetreefor theSQLquery, and
to examineits subtrees.For any subtreewhoseroot is
tainted,all thenodesbelow thatsubtreeshouldbetainted
aswell. In otherwords,taintedinputcannotstraddledif-
ferentsyntacticconstructs.This is a further re�nement
overthecharacterizationwesuggest,wheretaintedinput
shouldnot straddledifferentlexical entities.

Commandinjection attacksaresimilar to SQL injec-

tion attacksin many ways, and hencea tokenization-
basedpolicy maybeagoodchoicefor themaswell. For
this reason,we omit a detaileddiscussionof command
injectionpolicies. Nevertheless,it shouldbementioned
that therearesomedifferencesbetweenSQL andcom-
mandinjection,e.g.,shellsyntaxis muchmorecomplex
thanSQL syntax.Moreover, we maywantto restrictthe
commandnamessothatthey arenot tainted.

Note that tokenizationis a lexical analysistask that
is (almostinvariably)implementedusingregularexpres-
sionbasedspeci�cations.Thus,theabove tokenization-
basedpolicy is amenableto expressionusingour policy
language.Onecould arguethat a regular expressionto
recognizetokenswould becomplex, andhencea policy
may endup usinga simplerapproximationto tokeniza-
tion. This discussionshows that the usualtrade-off in
policy basedattackdetectionbetweenaccuracy andpol-
icy complexity continuesin the caseof taint-enhanced
policiesaswell. Nevertheless,it shouldbenotedthatfor
a given policy developmenteffort, taint-enhancedpoli-
ciesseemto besigni�cantly moreaccuratethanpolicies
thatdonot incorporateany knowledgeabouttaint.

Finally, we discuss the cross-site scripting at-
tack. The policy discussedearlier does not ad-
dress variations of the basic attack, e.g., attack-
ers can evade this policy by injecting the malicious
scriptcodein “onmouseover=malicious() ” or “<img
src="javascript:malicious()"> ”, which is not a
block enclosedby thescript tag. To detecttheseXSS
variations,onehasto understandthedifferentHTML tag
patternsin which a maliciousscriptcanbeinjectedinto
dynamicHTML pages,anddevelop policiesto prevent
theuseof suchtaintedpatternsin HTML outputs.

In summary, althoughthe examplepoliciesshown in
Figure 4 were able to stop the attacksin our experi-
ments,many of themneedfurther improvementbefore
they can standup to skilled attackers that are knowl-
edgeableaboutthepoliciesbeingenforced.We outlined
thewaysto improve someof thesepolicies,but a com-
prehensive solution to the policy developmentproblem
is not really the focusor contribution of this paper. In-
stead,ourcontributionis to show thefeasibilityandprac-
ticality of using�ne-grainedtaint informationin devel-
opingpolicy-basedattackprotection.Theavailability of
�ne-grainedtaint informationmakesour policiessignif-
icantlymoreprecisethantraditionalaccess-controlpoli-
cies. Moreover, our approachempowerssystemadmin-
istratorsandsecurityprofessionalsto updateandre�ne
thesepolicies to improve protection,without having to
wait for thepatchesof anewly discoveredattackavenue.

8 RelatedWork
Memory Err or Exploit Detection. Buffer over�ows
andrelatedmemoryerrorshave received a lot of atten-



tion, and several ef�cient techniqueshave beendevel-
opedto addressthem. Early approachessuchasStack-
Guard[7] andProPolice[9] focusedonjustasingleclass
of attacks.Recently, moregeneraltechniquesbasedon
randomizationhavebeendeveloped,andthey promiseto
defendagainstmostmemoryerrorexploits[16, 2], How-
ever, due to the natureof the C language,thesemeth-
odsstill cannotdetectcertaintypesof attacks,e.g.,over-
�o wsfrom anarraywithin astructureto anadjacentvari-
able. Fine-grainedtaint analysiscan capturetheseat-
tackswheneverthecorrupteddatais usedasanargument
in a sensitive operation.(This is usuallythecase,since
thegoalof anattacker in corruptingthatdatawasto per-
form a security-sensitiveoperation.)Althoughour over-
headsaregenerallyhigherthanthetechniquesmentioned
above, we believe that they aremorethancompensated
by theincreasein attackcoverage.

Fine-Grained Taint Analysis. The key distinctions
betweenour work andprevious �ne-grained taint anal-
ysis techniquesof [22, 28, 5] werealreadydiscussedin
the introduction,sowe limit our discussionto themore
technicalpointshere.As mentionedearlier, [28, 5] rely
on hardwaresupportfor taint-tracking.[22] is closerto
ourtechniquethanthesetwo techniques.It hasanadvan-
tageoveroursin thatit canoperateonarbitraryCOTSbi-
naries,whereaswe requireaccessto theC sourcecode.
This avoids problemssuch as hand-writtenassembly
code. Their main drawbackis performance:on the ap-
plicationApachethatthey provideperformancenumbers
on, their overheadsaremorethan100timeshigherthan
ours.This is because(a) they rely on Valgrind,which in
itself introducesmorethan40 timesoverheadsascom-
paredto our technique,and(b) they areconstrainedby
having to work onbinarycode,andwithoutthebene�t of
staticanalysesandoptimizationsthathavegoneinto our
work. (Here,wearenotonly referringto ourown analy-
sesandoptimizations,but alsomany of theoptimizations
implementedin theGCCcompilerthatwe usedto com-
pile thetransformedprograms.)

Thereareseveralothertechnicaldifferencesbetween
ourworkandthatof [22]. For instance,they track32-bits
of taint information for eachbyte of data,whereaswe
use2 bits. Another importantdifferenceis our support
for implicit �o ws,whicharenothandledin [22].

Dynamic Taint BasedTechniquesfor Detecting At-
tackson WebApplications. Independentlyandin par-
allel to our work, which �rst appearedin [33], [23] and
[24] have proposedthe idea of using �ne-grained taint
analysisto detectinjectionattackson web applications.
The implementationsof [23] and[24] arevery similar,
usinghand-transformationof thePHPinterpreterto track
taint data. However, [24] providesa moredetailedfor-
mulationanddiscussionof theproblem,sowe focuson

this work here.They explain that theseinjectionattacks
aretheresultof adhocserializationof complex datasuch
as SQL queriesor shell commands,and develop a de-
tectiontechniquecalledcontext-sensitivestring evalua-
tion (CSSE), which involvescheckingtheuseof tainted
datain strings. Our work improvesover theirs in sev-
eral ways. First, by working at the level of the C lan-
guage,we are able to handlemany more applications:
most server programsthat are written in C, as well as
programswritten in interpretedlanguagessuchasPHP,
bashand so on. Second,our formulation of the prob-
lem astaint-enhancedpolicy enforcementis moregen-
eral,andcanbeappliedto stealthyattackssuchasthose
discussedin Section2 that do not involve serialization
problems;andto attacksinvolving arbitrarytypesof data
ratherthanbeinglimited to strings.Third, our approach
reliesonasimpletransformationthatis shown in Section
3, andimplementedusing3.6KLOCof code,while their
approachreliesonmanualtransformationof alargepiece
of softwarethathasover300KLOC.Othertechnicalcon-
tributionsof our work include(a) the developmentof a
simplepolicy languagefor concisespeci�cationof taint-
enhancedpolices,and(b) supportfor implicit �o ws that
allow usto providesomesupportfor characterencodings
andtranslations.

As discussedin Section7,Suetal [27] describeatech-
nique for detectingSQL injection attacksusingsyntax
analysis.Their mainfocusis on providing a preciseand
formal characterizationof SQL injectionattacks.How-
ever, their implementationof taint tracking is not very
reliable. In particular, they suggesta techniquethat
avoids runtimeoperationsfor taint-trackingby “brack-
eting” eachinput string with two specialsymbolsthat
surrounduntrustedinput strings. Assumingthat these
bracketswouldbepropagatedtogetherwith inputstrings,
checkingfor thepresenceof taintwouldreduceto check-
ing for thepresenceof thesespecialsymbols.However,
this assumptiondoesnot hold for programsthat extract
partsof their input and usethem, e.g., a web applica-
tion may remove non-alphanumericcharactersfrom an
input stringandusethem,andthis processwould likely
discardthebracketingcharacters.In othercases,a web
applicationmay parsea userinput into multiple �elds,
anduseeach�eld independently, onceagaincausingthe
specialsymbolsto belost.

Manual Approachesfor Corr ecting Input Validation
Err ors. Taint analysistargetsvulnerabilitiesthatarise
due to missingor incorrectinput validationcode. One
canmanuallyreview thecode,andtry to addall thenec-
essaryinput validationchecks. However, the notion of
validity is determinedby themannerin which the input
is used.Thus,onehasto traceforwardin theprogramto
identify all possibleusesof aninput in securitysensitive
operations,which is a very time-consumingand error-



pronetask. If we try to performthevalidationcheckat
thepoint of use,we facetheproblemthat thenotion of
validity dependson the datasource. For instance,it is
perfectlyreasonablefor an SQL queryto containsemi-
colonsif theseoriginatedwithin the programtext, but
not so if it camefrom external input. Thus, we have
to tracebackfrom security-sensitive operationsto iden-
tify how its argumentswereconstructed,onceagainhav-
ing to manuallyexaminelargenumberof programpaths.
This leadsto situationswherevalidationchecksareleft
out on somepaths,and possiblyduplicatedon others.
Moreover, the validationchecksthemselvesarenotori-
ouslyhardfor programmersto codecorrectly, andhave
frequentlybeenthesourceof vulnerabilities.

Inf ormation Flow. Information�o w analysishasbeen
researchedfor alongtime[1, 10, 8,18, 30, 20, 25]. Early
researchwasfocusedonmulti-level security, where�ne-
grainedanalysiswasnotdeemednecessary[1]. Morere-
centwork hasbeenfocusedontrackinginformation�o w
at variablelevel, and many interestingresearchresults
havebeenproduced.While thesetechniquesarepromis-
ing for protectingprivacy andintegrity of sensitive data,
asdiscussedin Section2, the variable-level granularity
is insuf�cient for detectingmostattacksdiscussedin this
paper.

Static Analysis. Static taint analysistechniqueshave
beenproposedby many for �nding securityvulnerabil-
ities, including input validation errors in web applica-
tions [17, 14, 32], user/kernelpointerbugs[15], format
stringbugs[26], andbugsin placementof authorization
hooks[34]. The main advantageof static analysis(as
comparedto runtimetechniques)is thatall potentialvul-
nerabilitiescanbefoundstatically, while its drawbackis
arelativelackof accuracy. In particular, thesetechniques
typically detectdependenciesratherthanvulnerabilities.
For instance,[17] will producea warningwhenever un-
trusteddatais usedin any mannerin anSQLquery. This
maynot bevery usefulif sucha dependency is an inte-
gral partof applicationlogic. To solve this problem,the
conceptof endorsementcan be usedto indicate“safe”
dependencies.Typically, this is doneby �rst perform-
ing appropriatevalidationchecksonapieceof untrusted
data,and thenendorsingit to indicatethat it is safeto
use(i.e., no longer “tainted”). However, programmers
arestill responsiblefor determiningwhat is “safe” — as
discussedbefore,thereis noeasywayfor themto dothis.

An importantdifferencebetweenour work andstatic
analysisis one of intendedaudience. Static analysis
basedtoolsaretypically intendedfor useby developers,
sincethey needdetailedknowledgeaboutprogramlogic
to determinewhereto introduceendorsements,andwhat
validationchecksneedto be madebeforeendorsement.
In contrast,theaudiencefor our tool is a systemadmin-

istratoror anoutsidesecurityengineerthatlacksdetailed
knowledgeof applicationcode.

Other Techniques. SQLrand[4] defeatsSQL injec-
tion by randomizingthe textual representationof SQL
commands.A drawbackof this approach,ascompared
to thetechniquepresentedin thispaper, is thatit requires
manualchangesto theprogramsothattheprogramuses
the modi�ed representationfor SQL commandsgener-
ated by itself. Our approachwas inspired by the ef-
fect achieved by SQLrand,namely, that of distinguish-
ing commandsgeneratedby the applicationfrom those
providedby untrustedusers.

AMNESIA[12] is anotherinterestingapproachfor de-
tectingSQL injectionattacks.It usesa staticanalysisof
Java programsto computea �nite-state machinemodel
thatcapturesthe lexical structureof SQL queriesissued
by a program.SQL injectionattackscauseSQL queries
issuedby the programto deviate from this model,and
hencedetected.A key bene�t of this approachis thatby
usingstaticanalysis,it canavoid runtimetaint-tracking,
andis hencemuchmoreef�cient thanour approach.Al-
thoughthisapproachhasbeendemonstratedtoworkwell
for SQL injections,the conservative natureof its static
analysisandits inability to distinguishdifferentsources
of inputscanleadto ahigherrateof falsepositiveswhen
appliedto othertypesof attacks.

Perlhasa taintmode[31] thattrackstaint information
at a coarsegranularity– that of variables. In Perl, one
hasto explicitly untaint databeforeusing it in a secu-
rity sensitivecontext. This is usuallydoneafterperform-
ing appropriatevalidations.In our approach,dueto the
�e xibility providedby our policy language,we have not
faceda needfor suchexplicit untainting. Nevertheless,
if a userexplicitly wantsto trustsomeinput,a primitive
canbeeasilyaddedto supportthis.

9 Conclusion

In this paper, we presenteda uni�ed approachthat ad-
dressesa wide rangeof commonlyreportedattacksthat
exploit software implementationerrors. Our approach
is basedon a fully automaticand ef�cient taint analy-
sis techniquethat can track the �o w of untrusteddata
througha programat thegranularityof bytes. Through
experiments,we showed that our techniquecanbe ap-
pliedto differenttypesof applicationswrittenin multiple
programminglanguages,andthatit is effectivein detect-
ing attackswithout producingfalsepositives.

We believe that a numberof softwarevulnerabilities
arisedueto thefactthatsecuritychecksareinterspersed
throughouttheprogram,andit is oftendif�cult to check
if thecorrectsetof checksarebeingperformedonevery
programpath,especiallyin complex programswherethe
control �o ws throughmany, many functions.By decou-



pling policiesfrom applicationlogic, our approachcan
provide a higherdegreeof assuranceon thecorrectness
of policies.Moreover, the�e xibility of our approachal-
lows site administratorsandthird partiesto quickly de-
veloppoliciesto preventnew classesof attacks,without
having to wait for patches.
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