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Abstract

Policy-basedcon nement, employed in SELinux and
speci cation-basedéhtrusiondetectiorsystemsis a pop-
ular approachor defendingagainstexploitation of vul-
nerabilitiesn benignsoftware.Corventionalaccesgon-
trol policiesemployedin theseapproachesre effective
in detectingprivilege escalatiorattacks. However, they
are unableto detectattacksthat “hijack” legitimate ac-
cessprivilegesgrantedto a program,e.g.,an attackthat
sulvertsan FTP sener to download the passverd le.
(Note that an FTP sener would normally needto ac-
cessthe password le for performinguserauthentica-
tion.) Someof the commonattacktypesreportedtoday
suchas SQL injection and cross-sitescripting, involve
suchsubversionof legitimate accesgrivileges. In this
paper we presenta new approachto strengtherpolicy
enforcemenby augmentingsecuritypolicieswith infor-
mationaboutthetrustworthinesf datausedin security-
sensitve operations.We evaluatedthis techniqueusing
9 available exploits involving several popularsoftware
packagesontainingthe above typesof vulnerabilities.
Ourtechniquesucessfullydefeatedheseexploits.

1 Intr oduction

Information ow analysis (a.k.a. taint analysi§ has
playeda centralrole in computersecurityfor over three
decadeqd1, 10, 8, 30, 25]. The recentworks of [22,
28, 5] demonstrated new applicationof this technique,
namely detectionof exploits on contemporangoftware.
Speci cally, thesetechniquedrack the sourceof each
byte of datathatis manipulatedby a programduring its
execution,anddetectattackghatoverwritepointerswith
untrusted(i.e., attacler-provided) data. Sincethis is an
essentiastepin mostbuffer over ow andrelatedattacks,
andsincebenignusesof programsshouldnever involve
outsiderssupplyingpointervalues,suchattackscan be
detectedaccuratelyby thesenew techniques.

In this paperwe build on the basicideaof using ne-
grainedtaint analysisfor attackdetectionput expandits
scopeby showing that the techniquecan be appliedto
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detecta much wider range of attacksprevalenttoday
Speci cally, we rst develop a source-to-sourcérans-
formationof C programghat canef ciently trackinfor-
mation o ws at runtime. We combinethis information
with securitypoliciesthatcanreasoraboutthe sourceof
datausedin security-criticaloperations.This combina-
tion turnsoutto be powerful for attackdetectionandof-
fersthefollowing advantage®ver previoustechniques:
Practicality. The techniquesf [28] and[5] rely on
hardware-level supportfor taint-tracking,and hence
cannotbeappliedto today's systemsTaintChec22]
addressethis dravback,andis applicableto arbitrary
COTS binaries. However, dueto dif culties associ-
atedwith staticanalysis(or transformation)of bina-
ries, their implementationusestechniquesbasedon
a form of runtimeinstructionemulation[21], which
causessigni cant slowdown, e.g.,Apachesener re-
sponsdime increase®y afactorof 10 while fetching
10KB pagesIn contrastpurtechniquaés muchfaster
increasingheresponsé¢ime by afactorof 1.1.
Broadapplicability. Ourtechniqués directly applica-
ble to programawrittenin C, andseveral otherscript-
ing languagesge.g.,PHR Bash)whoseinterpretersare
implementedin C. Security-criticalseners are most
frequentlyimplementedin C. In addition, PHP and
similar scripting languagesare commonchoicesfor
implementingweb applications,and more generally
sener-sidescripts.
Ability to detecta wide range of commonattads.
By combiningexpressve securitypolicieswith ne-
grainedtaint information, our techniquecan address
a broaderrangeof attacksthan previous techniques.
Figure 1 shaws the distribution of the 139 COTS
softwarevulnerabilitiesreportedin 2003and2004in
the mostrecentof cial CVE datase{Ver. 20040901).
Our techniqueis applicablefor detecting exploita-
tions of about2/3rdsof thesevulnerabilities,includ-
ing buffer over ows, format-stringattacs, SQLinjec-
tion, cross-sitescripting commandand shell-coden-
jection,anddirectorytraversal. In contrast,previous
approachesypically handledsmallerattack classes,
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e.g.,[7, 9, 2, 22 28, 5] handlebuffer over ows, [6]
handlesformat string attacks,and[24, 23] handlein-
jectionattacksinvolving strings.

Thefocusof this paperis onthe developmenbf prac-
tical ne-graineddynamictaint-trackingtechniquesand
onillustratinghow thisinformationcanbeusedto signif-
icantly strengtherconventionalaccesscontrol policies.
For this purposewe usesimpletaint-enhancedecurity
policies. Our experimentalevaluation,involving read-
ily availableexploits thattargetvulnerabilitiesin several
popularapplications shavs that the techniqueis effec-
tive againsttheseexploits. Neverthelessmary of these
policies needfurther re nementbeforethey canbe ex-
pectedto standup to skilled attaclers. Section7.2 dis-
cussessomeof the issuesin policy re nement, but the
actualdevelopmentof suchre ned policiesis not a fo-
cusareaof this paper

We have successfullyappliedour techniqueto several
mediumto large programs,suchasthe PHP interpreter
(300KLOC+) andglibc , the GNU standardC library
(about1MLOC). By leveragingthe low-level natureof
theC languageourimplementatiorworkscorrectlyeven
in thefaceof memoryerrors,typecastsaliasing,andso
on. At thesametime, by exploiting the high-level nature
of C (ascomparedo binary code),we have developed
optimizationsthatsigni cantly reducethe runtimeover-
headsf ne-graineddynamictaint-tracking.

ApproachOverview. Ourapproacttonsistof thefol-

lowing steps:
Fine-grainedtaint analysis: The rst stepin our ap-
proachis a source-to-sourctransformatiorof C pro-
gramsto perform runtime taint-tracking. Taint orig-
inatesat input functions,e.g.,aread orrecv func-
tion usedby a sener to read network input. Input
operationghatreturnuntrustednput arespeci ed us-
ing markingspeci cationsdescribedn Section4. In
the transformedprogram,eachbyte of memoryis as-

sociatedwith one bit (or more) of taint information.
Logically, we canview thetaintinformationasa bit-
arraytagmap , with tagmap[a] representinghetaint
informationassociatedavith the dataat memoryloca-
tion a. As datapropagateshroughmemory theasso-
ciatedtaint informationis propagatedaiswell. Since
taintinformationis associateavith memorylocations
(ratherthanvariables),our techniquecanensurecor-
rect propagationof taint in the presenceof memory
errors,aliasing,typecastsandsoon.

Policy enfoicement: This stepis driven by security
policiesthatareassociatedvith security-criticafunc-
tions. Therearetypically asmallnumberof suchfunc-
tions, e.g.,systemcalls suchasopen andexecve , li-
braryfunctionssuchasvfprintf  , functionsto access
externalmodulessuchasanSQL databaseandsoon.
Thesecuritypolicy associateevith eachsuchfunction
checkdts argumentdor “unsafe”content.

Organization of the Paper. We begin with motivat-
ing attackexamplesin Section2. Section3 describes
our source-coddransformationfor ne-grained taint-
tracking. Our policy languageand samplepolicies are
describedn Section4. The implementatiorof our ap-
proachis describedn Section5, followedby the exper
imentalevaluationin Section6. Section7 discussesm-
plicit information o ws and securitypolicy re nement.
Section8 presentselatedwork. Finally, concludingre-
marksappeain Section9.

2 Motivation for Taint-EnhancedPolicies

In this section,we presentseveral motivating attackex-
amples. We concludeby pointing out the integral role
playedby taint analysisas well as security policiesin
detectingheseattacks.

2.1 SQL and Command Injection. SQL injectionis

a common vulnerability in web applications. These
sener-side applications communicate with a web
browserclientto collectdata,whichis subsequentlysed
to constructan SQL query that is sentto a back-end
database.Considerthe statemen{written in PHP) for

constructingan SQL queryusedto look up the price of

anitem speci ed by thevariablename.

$cmd = "SELECT price  FROMproducts
name = " $name . "

WHERE

If the value of name is assignedrom an HTML form
eld thatis provided by an untrusteduser thenan SQL
injectionis possible. In particular an attacler canpro-
vide thefollowing valuefor name:
xyz';  UPDATEproducts SET price
name = 'OneCaratDiamondRing
With this valuefor name, cmd will take thevalue:
SELECT ... WHEREname =
UPDATEproducts SET price =0 WHERE|

= 0 WHERE

' | Xyz';




|name = 'OneCaratDiamondRing |

Note that semicolonsare usedto separateSQL com-
mands. Thus, the query constructedby the pro-
gram will rst retrieve the price of someitem called
xyz , and then set the price of anotheritem called
OneCaratDiamondRing to zero. This attackenables
theattaclerto purchasehisitem laterfor no cost.
Fine-grainedaint analysiswill mark every character
in the querythatis within the box astainted. Now, a
policy that precludegaintedcontrol-characterésuchas
semicolonsandquotes)or commandgsuchasUPDATH
in the SQL querywill defeatthe above attack. A more
re ned policy is describedn Section7.2.
Commandinjection attacksare similar to SQL in-
jection: they involve untrustedinputs being usedasto
constructcommandsxecutedby commandnterpreters
(e.g.,bash) or theargumentto execve systemcall.

2.2 Cross-SiteScripting (XSS). Consideran exam-
ple of a bankthat providesa “ATM locator” web page
thatcustomerganuseto nd thenearesATM machine,
basedon their ZIP code. Typically, the web pagecon-
tainsa form that submitsa queryto the web site, which
looksasfollows:

http://www.xyzbank.com/findATM?zip=90100

If the ZIP codeis invalid, the web site typically returns
anerrormessagsuchas:

<HTML> ZIP code not found: 90100 </HTML>

Note in the above outputfrom the web sener, the user
suppliedstring 90100 is reproduced.This canbe used
by anattaclerto constructan XSS attackasfollows. To
dothis, theattaclker maysendanHTML emailto anun-
suspectingiser which containgext suchas:
To claim your reward, please click
http://www.xyzbank.com/findATM?zip=
<script%20src="http://www.attacker.com/
malicious_script.js'></script>">here</a>
Whentheuserclicks onthis link, therequesgoesto the
bank,which returnsthefollowing page:
<HTML> ZIP code not
<script  src="http://www.attacker.com/
malicious_script.js'></script> </HTML>
The victim's browser on receving this page, will
download and run Javascript code from the attacler's
web site.  Since the above page was sent from
http://www.xyzbank.com , this script will have ac-
cessto sensitve informationstoredon the victim com-
puterthatpertaingo thebank,suchascookies.Thus,the
above attackwill allow cookieinformationto be stolen.
Sincecookiesareoftenusedto storeauthenticatiordata,
stealingthem can allow attaclersto perform nancial
transactionsisingvictim'sidentity.

<a href="

found:

Fine-grainedaint analysiswill mark every character
in thezip codevalueastainted.Now theabovecross-site
scriptingattackcanbe preventedby disalloving tainted
script  tagsin thewebapplicationoutput.

2.3 Memory Error Exploits. Thereare mary dif-

ferent types of memory error exploits, such as stak-
smashing heap-wer ows and integer over ows. All

of them share the same basic characteristics: they
exploit bounds-checkingerrors to overwrite security-
critical data, almost always a code pointer or a data
pointer, with attacler-provideddata. When ne-grained
taintanalysiss used,t will marktheoverwrittenpointer
astainted. Now, this attackcanbe stoppedby a policy
thatprohibitsdereferencin@f taintedpointers.

2.4 Format String Vulnerabilities.  The printf
family of functions(which provide formattedprintingin
C) take a format string asa parameterfollowedby zero
or more parameters. A commonmisuseof thesefunc-
tions occurswhenuntrusteddatais provided asthe for-
mat string, asin the statement printf(s) U If s con-
tainsan alphanumericstring, thenthis will not causea
problem,but if anattaclerinsertsformatdirectivesin s,
thenshecancontrolthebehavior of printf . In theworst
caseanattaclercanusethe" % formatdirective,which
canbe usedto overwrite a returnaddresswith attacler-
provideddata,andexecuteinjectedbinarycode.

When ne-grained taint analysisis used,the format
directives(suchas“ %) will bemarkedastainted. The
above attackcanbe then preventedby a taint-enhanced
policy thatdisallovs taintedformatdirectivesin thefor-
matstringargumentto theprintf ~ family of functions.

2.5 Attacks that “Hijack” AccessPrivileges. In this
section,we considerattacksthat attemptto evade de-
tectionby stayingwithin the boundsof normalaccesses
madeby an application. Theseattacksarealsoreferred
to asthe confuseddeputyattackq13].

Considera web browservulnerability that allows an
attack (embeddedvithin a web page)to uploadan ar-
bitrary le f owned by the browser user without the
users consent.Sincethe browseritself needsto access
mary of theusers les (e.g.,cookies)a policy thatpro-
hibits accesgo f may prevent normal browser opera-
tions. Instead,we needa policy that caninfer whether
the accesss being madeduring the normal courseof
an operationof the browser or dueto an attack. One
way to do this is to take thetaint informationassociated
with the le name.If this le is accesseduringnormal
browseroperation,the le namewould have originated
within its programtext or from the user However, if the

le nameoriginatedfrom aremotewebsite (i.e., anun-
trustedsource) thenit is likely to be an attack. Similar
examplesincludeattackson (a) P2Papplicationgto up-
load (i.e., steal)user les, and(b) FTP senersto down-



loadsensitve les suchasthepassword le thatarenor
mally accessebly thesener.

A variantof the above scenariococcursin the context
of directorytraversal attackswhereanattacler attempts
to accessles outsideof an authorizeddirectory e.g.,
thedocumentootin the caseof awebsener. Typically,
thisis doneby including“.. ” charactersn le names
to ascendabove the documentroot. In casethe victim
applicationalreadyincorporateghecksor “.. " charac-
ters,attacler may attemptto evadethis checkby replac-
ing “. ” with its hexadecimalor Unicoderepresentation,
or by usingvariousescapesequencesA taint-enhanced
policy canbe usedto selectvely enforcea morerestric-
tive policy on le accessvhenthe le nameis tainted,
e.g.,accessesutsideof thedocumentootdirectorymay
bedisallonved. Suchapolicy would notinterferewith the
web sener's ability to accesother les, e.g.,its access
log or errorlog.

The key point aboutall attacksdiscussedn this sec-
tion is that corventionalaccesscontrol policies cannot
detectthem. This is becausethe attacksdo not stray
beyond the set of resourceghat are normally accessed
by a victim program. However, taint analysisprovides
a clueto infer theintendeduseof an access.By incor-
poratingthis inferredintentin grantingaccessequests,
taint-enhancedolicies can provide better discrimina-
tion betweerattacksandlegitimateusesof the privileges
grantedto avictim application.

2.6 Discussion. The examplesdiscussedbove bring
outthefollowing importantpoints:

Importanceof ne-grainedtaint information. If we
used coarsergranularity for taint-tracking, e.g., by
marking a programvariable as tainted or untainted,
we would not beableto detectmostof the attacksde-
scribedabove. For instance,in the caseof SQL in-
jectionexample,the variablecmd containingthe SQL
querywill alwaysbe marked astainted,asit derives
partof its valuefrom anuntrustedvariablename. As a
result,we cannotdistinguishbetweerlegitimate uses
of the web application, when name containsan al-
phanumericstring, from an attack, whenname con-
tainscharactersuchasthe semicolonandSQL com-
mands. A similar analysiscan be madein the case
of stack-smashingndformat-stringattackscross-site
scripting,directorytraversal,andsoon.

Needfor taint-enhancedolicies. It is not possible
to preventtheseattacksby enforcingcorventionalac-
cesscontrol policies. For instancejn the SQL injec-
tion example,one cannotusea policy that uniformly
preventsthe use of semicolonsand SQL commands
in cmd: sucha policy would precludeary useof the
databaseandcausethe web applicationto fail. Simi-
larly, in thememoryerrorexample,onecannothave a

working programif all controltransferghroughpoint-
ersareprevented.Finally, theexamplesin Section2.5
werespeci cally chosertoillustratetheneedor com-
bining taintinformationinto policies.
Anotherpointto be madein this regardis thatattacks
are not characterizedgsimply by the presenceor ab-
senceof taintedinformationin argumentdo security-
critical operations.Instead,t is necessaryo develop
policiesthat governthe mannerin which tainteddata
is usedin thesearguments.

3 Transformation for Taint Tracking

Therearethreemain stepsin taint-enhancegolicy en-
forcement: (i) marking i.e., identifying which external
inputsto theprogramareuntrustecandshouldbemarked
astainted,(ii) trackingthe o w of taintthroughthe pro-

gram,and (iii) cheding inputsto security-sensitie op-

erationsusingtaint-enhancegbolicies. This sectiondis-

cussedracking, which is implementedusing a source-
to-sourcetransformatioron C programs.The othertwo

stepsaredescribedn Sectior4.

3.1 Runtime Representationof Taint

Our techniquetracks taint information at the level of
bytesin memory This is hecessaryo ensureaccurate
taint-trackingfor type-unsafédanguagesuchasC, since
the approachcan correctly dealwith situationssuchas
out-of-boundsarraywrites that overwrite adjacentdata.
A one-bittaint-tagis usedfor eachbyte of memory with
a "0' representinghe absenceof taint,anda "1' repre-
sentingthe presencef taint. A bit-arraytagmap stores
taintinformation. Thetaint bit associatedvith a byte at
address is givenby tagmapla]

3.2 BasicTransformation

The source-coddransformationdescribedin this sec-
tion is designedo track explicit information ows that
take placethroughassignmentsnd arithmeticand bit-
operations. Flows that take placethroughconditionals
areaddresseth Section7.1. It is unusualin C programs
to haveboolean-aluedvariableghatareassignedhere-
sultsof relationalor logical operations.Hencewe have
not consideredaint propagatiorthroughsuchoperators
in this paper At ahigh-level, explicit o wsaresimpleto
understand:
the resultof an arithmetic/bitexpressionis taintedif
ary of thevariablesn theexpressioris tainted;
avariablex is taintedby anassignmenk = e when-
evereis tainted.
Speci cally, Figure 2 shovs how to computethe taint
valueT (E) for an expressionE. Figure3 de nes how
a statemens is transformedand usesthe de nition of
T(E). Whendescribingthe transformationrules, we



[ E [ T(E) | Comment [
0 Constantsreuntainted
v tag(&v; tag(a; n) referston bits
siz eof (v)) startingattagmap(a]
&E 0 An addresss
alwaysuntainted
E tag(E;
sizeof ( E))
(cast)E T(E) Typecastsdon't
changeaint.
op(E) T(E) for arithmetic/bitop
0 otherwise
E10pE2 | T(E1) jj T(E2) | for arithmetic/bitop
0 otherwise

Figure2: De®nitionof taint for expressions

[S | Trans(S) [
v=E v=E;
tag(& v; sizeof (v)) = T(E);
S1;S2 Trans(S1); Trans(Sz)
if (E)S1 if (E) Trans(S1)
else S, else Trans(Sy)
while (E) S | while(E) Trans(S)
return E return (E; T(E))
f(a)f Sg f(ajta) f
tag(& a; sizeof (a)) = ta; Trans(S)g
v=f(E) (v;tag(& v; sizeof (v))) = f (E; T(E))
v=( f)E) | (v;tag(&v;sizeof (v))) = ( f)(E;T(E))

Figure3: Transformatiorof statement$or taint-tracking

usea simplerform of C (e.g. expressionshave no side
effects). In our implementation,we usethe CIL [19]
toolkit asthe C front endto provide the simplerC form
thatwe need.

Thetransformatiorrulesareself-explanatoryfor most
part,sowe explainonly thefunction-callrelatedransfor
mations.Considera statement = f (E), wheref takes
asingleagument.We introducean additionalargument
ta in the de nition of f sothatthe taint tag associated
with its (single) parametercould be passedn. ta is ex-
plicitly assignedsthetaintvalueof a atthebeginningof
f 'sbody. (Thesewo stepsarenecessargincetheC lan-
guageusescall-by-valuesemanticslf call-by-reference
wereto be used,thenneitherstepwould be needed.)in
a similar way, the taint associatedvith the returnvalue
hasto be explicitly passedbackto the caller We rep-
resentthis in the transformationby returninga pair of
valuesasthe returnvalue. (In our implementationwe
do notactuallyintroduceadditionalparametersr return
values;instead,we usea secondstackto communicate
the taint valuesbetweenthe caller and the callee.) It
is straight-forvard to extendthe transformatiorrulesto
handlemulti-argumentfunctions.

We concludethis sectionwith a clari cation on our
notion of soundnessf taint information. Considerary
variablex at ary point during ary executionof a trans-
formed program,and let a denotethe location of this
variable. If the value storedat a is obtainedfrom ary

taintedinput throughassignmentandarithmetic/bitop-
erations,thentagmapl[a] shouldbe set. Note that by
referringto thelocationof x ratherthanits name were-
quire thattaint informationbe accuratelytracked in the
presenceof memoryerrors. To supportthis notion of
soundnessye neededo protectthe tagmap from cor
ruption,asdescribedn Section3.4.

3.3 Optimizations

The basic transformationdescribedabove is effective,
but introduceshigh overheads,sometimescausing a
slowdown by a factor of 5 or more. To improve per
formancewe have developedsereralinterestinguntime
and compile-timeoptimizationsthat have reducedover-
headssigni cantly. More detailsaboutthe performance
canbefoundin Section6.4.

3.3.1 Runtime Optimizations In this section,we de-
scribeoptimizationsto theruntimedatastructures.

Useof 2-bit taint values. In theimplementationac-
cessingof taint-bits requiresseveral bit-masking, bit-
shifting and unmaskingoperationswhich degradeper
formancesigni cantly. We obsened that if 2-bit taint
tags are used, the taint value for an integer will be
containedwithin a single byte (assuming32-bit archi-
tecture),therebyeliminating thesebit-level operations.
Sinceintegerassignmentsccurvery frequently this op-
timizationis quite effective.

This approactdoesincrease¢he memoryrequirement
for tagmap by a factor of two, but on the other hand,
it opensup the possibility of trackingricher taint infor-
mation. For instance,it becomegossibleto associate
differenttaint tagswith differentinput sourcesandtrack
themindependentlyAlternatively, it maybe possibleto
usethetwo bitsto capture'degreeof taintedness.

Allocation of tagmap . Initially, we useda globalvari-
ableto implementtagmap . But theinitialization of this
hugearray(1GB) thattook placeatthe programstartin-
curredsigni cant overheadsNote thattaginitialization
is warrantedonly for staticdatathatis initialized at pro-
gramstart. Otherdata(e.g.,stackandheapdata)should
be initialized (using assignmentspefore usein a cor-
rectly implementedprogram. Whentheseassignments
aretransformedtheassociatethintdatawill alsobeini-
tialized,andhencehereis no needto initialize suchtaint
datain the rst place.So,we allocatedagmap dynami-
cally, andinitialized only the locationscorrespondingo
staticdata.By usingmmagfor thisallocation,andby per
forming the allocationat a x ed addresghatis unused
in Linux (ourimplementatiorplatform),we ensuredhat
runtime accesse$o tagmap elementswill be no more
expensvethanthatof a staticallyallocatedarray(whose
baseaddresss alsodeterminedat compile-time).
Theaboveapproachieducedhestartupoverheadshut



the mereuseof addressspaceseemedo tie up OSre-
sourcessuchas pagetable entries,and signi cantly in-
creasedime for fork operationsFor programssuchas
shellsthatfork frequently this overheacdbecomesainac-
ceptable.Sowe devisedanincrementakllocationtech-
nigue that can be likenedto userlevel page-ault han-
dling. Initially, tagmap pointsto 1GB of addresspace
thatis unmapped. When ary accesdo tagmapli] is
made,t resultsin a UNIX signaldueto a memoryfault.
In thetransformedrogramweintroducecodethatinter-
ceptsthis signal. This codequerieshe operatingsystem
to determinethe faulting address.If it falls within the
rangeof tagmap , a chunkof memory(say 16KB) that
spanghefaultingaddresss allocatedusingmmap If the
faulting addresss outsidethe rangeof tagmap , the sig-
nalis forwardedto the defaultsignalhandler

3.3.2 Compile-time Optimizations

Useof local taint tag variables. In mostC programs,
operationson local variables occur much more fre-

guently than global variables. Modern compilersare
good at optimizing local variable operations,but due
to possiblealiasing,mostsuchoptimizationscannotbe
safelyappliedto globalarrays. Unfortunately the basic
transformatiorintroducesone operationon a global ar-

ray for eachoperationon a local variable,andthis has
the effect of more than doubling the runtime of trans-
formed programs. To addressthis problemwe modi-

ed our transformatiorsothat it useslocal variablesto

holdtaintinformationfor localvariablessothatthecode
addedby the transformercanbe optimizedas easilyas
theoriginal code.

Note, however, that the use of local tag variables
would be unsoundf aliasingof alocal variableis possi-
ble. For example,considerthefollowing codesnippet:

int x; int *y = &x;

X =u Yy =v
If u is untaintedandv is tainted,thenthevaluestoredin
x shouldbetaintedat the endof the above codesnippet.
However, if we introduceda local variable,say tag x,
to storethe taint value of x, thenwe cannotmake sure
thatit will getupdatedby theassignmento *y .

To ensurethattaintinformationis tracked accurately
our transformationuseslocal taint tag variablesonly
in those caseswhere no aliasingis possible,i.e., the
optimizationis limited to simple variables(not arrays)
whoseaddresss never taken. However, this aloneis not
enoughasaliasingmay still be possibledueto memory
errors.Forinstanceasimplevariablex maygetupdated
dueto anout-of-boundsicces®n anadjacentrray say
z. To eliminatethis possibility, we split theruntimestack
into two stacks.The main stackstoresonly simplevari-
ableswhoseaddressearenevertaken. This stackis also
usedfor call-return. All otherlocal variablesare stored

in the secondstack,alsocalledshadowstad.

The last possibility for aliasingarisesdueto pointer
forging. In programswith possiblememoryerrors, a
pointerto alocalvariablemaybe created However, with
the above transformationany accesgo the main stack
usinga pointerindicatesa memoryerror. We shav how
to implementan ef cient mechanisnto preventaccess
to somesectionf memoryin thetransformegrogram.
Usingthistechniquewe preventall accesset themain
stackexcept using local variable names,thus ensuring
that taint information can be accuratelytracked for the
variablesonthemainstackusinglocaltainttagvariables.

Intra-pr ocedural dependencyanalysis is performed
to determinewhethera local variablecan ever become
tainted,andto remove taint updatesf it cannot. Note
that a local variablecanbecometaintedonly if it is in-

volved in an assignmentvith a global variable,a pro-

cedureparameteror anotherocal variablethat canbe-
cometainted.Dueto aliasingissuesthis optimizationis

appliedonly to variableson the mainstack.

3.4 ProtectingMemory Regions

To ensureaccurateaint-tracking,it is necessaryo pre-
cludeaccesgo certainregionsof memory Speci cally,
we needto ensurethat the tagmap array itself cannot
be written by the program. Otherwise tagmap may be
corrupteddueto programmingerrors,or even worse,a
carefullycraftedattackmaybeableto evadedetectiorby
modifyingthetagmap to hidethepropagatiorof tainted
data. A secondregion that needsto be protectedis the
mainstack.Third, it would be desirableo protectmem-
ory that shouldnot directly be accessedby a program,
e.g.,the GOT. (Global Offset Tableis usedfor dynamic
linking, butthereshouldnotbeary referencdo the GOT
in the C code. If the GOT is protectedin this manney
thatwould rule out attacksbasedon corruptinga func-
tion pointerin the GOT.)

Thebasicideais asfollows. Consideran assignment
to amemorylocationa. Our transformatiorensuresghat
an accesdo tagmap[a] will be madebeforea is ac-
cessed.Thus,in orderto protecta rangeof memorylo-
cationsl—h, it is enoughif we ensurethattagmapl]
throughtagmap[h]  will be unmapped. This is easy
to do, given our incrementalapproachto allocation of
tagmap . Now, any accesgo addressekthroughh will
resultin amemoryfaultwhenthecorrespondingagmap
locationis accessed.

Notethatl andh cannotbearbitrary: they shouldfall
on a 16K boundaryif the pagesizeis 4KB andif 2 bit
tainting is used. This is becausanmapallocatesmem-
ory blocks whosesizesare a multiple of a pagesize.
Thisalignmentrequirements notaproblemfor tagmap ,
sincewe canalign it on a 16K boundary For the main
stack,a potentialissuearisesbecausehe bottomof the



Attack Type | Policy | Comment |
Control- av jmp (addr) j Taintedvaluescannotbe usedas a
hijack addr matc hes (any+)'! term() targetof controltransfer

= "0 T
Formatstring Format o]

viprin tf (f mt) jf mt matc hes any (Format)T any !

Format directves (e.g%rn) should

rej ect() not betainted

DirT raversalModier = ".."
le _function (path) =

[f path containstainted directory
traversalstrings(e.g. 2.9), thenthe
realpathof path shouldnotgo out-

query matc hes (StrldNum jDelim)
! reject()

Directory open(path; ) jj unlink (path) jj - sidethetop level directoriesthatare
traversal le function (path) | allowed to be accessedby the pro-
path matc hes any (DirT raversalModier )T any y pro
&& escapeRootDir (path) ! reject() girr?l;r(;,rer;gb(lj)ocumentRooandcg|-
ScriptT ag = "<script" j
Cross-site html _prin t _function (str) j No taintedscripttags(e.g. script)
scripting str matc hes (StrldNum jDelim) (ScriptT ag)T any shouldbe outputto HTML.
! reject()
SqlMetachar = ™ BN
SQLinjection sgl-query _function (query) j SQLquerystringshouldnotcontain

(SqlMetac har)T any

taintedSQL meta-chars

ShellMetachar = ™" ] "&&" j i

shell_command _function (cmd) j
cmd matc hes (StrldNum jDelim)
! reject()

Shellcommand
injection

(ShellMetac har)T any

cmd agumentof system or popen
should not contain tainted shell
meta-chars

Figure4: lllustrative securitypolicies

stackholdservironmentvariablesandcommand-linear-
gumentsthat arearrays. To dealwith this problem,we
rst introducea gapin the stackin main sothatits top
is alignedon a 16K boundary Theregion of mainstack
abovethis pointis protectedisingtheabose mechanism.
Thismeanghatit is safeto uselocal tagvariablesn ary
functionexceptmain .

4 Marking and Policy Speci cation
4.1 Marking Trusted and Untrusted Inputs

Marking involve associatingaint information with all
the datacoming from external sources.If all code,in-
cluding libraries, is transformedthenmarking needsto
be speci ed for systemcalls that returninputs, for en-
vironmentvariablesand command-linearguments. (If
somelibrariesarenottransformedthenmarkingspeci -
cationsmay be neededor untransformedibrary func-
tions that perform inputs.) Note that we can treat
command-lineargumentsand ervironmentvariablesas
argumentgo main . Thus,markingspeci cationscan,in
every casebpeassociateavith afunctioncall.

Marking actionsarespeci ed usingBMSL (Behavior
Monitoring Speci cation Language)[29, 3], an event-
basedanguagethatis designedo supportspeci cation
of security policies and behaiiors. BMSL speci ca-
tions consistof rules of the form event_pattern !
action. We useBMSL in a simpli ed way in this pa-
per— in particular event_pattern will be of the form
event j condition, whereevent identi es a function.
Whenthis functionreturns,and(theoptional)condition
holds,action will beexecuted.Theeventcorresponding
to a functionwill take anadditionalargumentthat cap-

turesthereturnvaluefrom thefunction. Both the condi-
tion andthe action canuseexternalfunctions(writtenin
C or C++). Moreover, the action canincludearithmetic
andlogical operationsaswell asif-then-else.Consider
thefollowing example:

read(fd, buf, size, rv)|(rv > 0) !

if  (isNetworkEndpoint(fd))
taint_buffer(buf, v);

else untaint_buffer(buf, rv);

This rule stateghatwhentheread functionreturnsthe
buf argumentwill betainted,basednwhethertheread
wasfrom a network or not, asdeterminecby the exter-
nal functionisNetworkEndpoint . Theactualtainting
is doneusingtwo supportfunctionstaint _buffer and
untaint  _buffer

Note thatevery input actionneedsto have an associ-
atedmarkingrule. To reducethe burdenof writing mary
rules, we provide default rulesfor all systemcalls that
untaintthe datareturnedby eachsystemcall. Specic
rulesthat override thesedefault rules, suchasthe rule
givenabove,canthenbesuppliedby auser

4.2 SpecifyingPolicies

Securitypoliciesarealsowritten usingBMSL, but these
rulesaresomeavhatdifferentfrom themarkingrules.For
apolicy ruleinvolving afunctionf , its conditioncompo-
nentis examinedmmediatelybefore ary invocationof f .
To simplify the policy speci cation, abstiact eventscan
be de ned to represent setof functionsthat sharethe
samesecuritypolicy. (Abstracteventscanbethoughtof
asmacros.)

The de nition of conditionis also extendedto sup-
portregularexpressiorbasedatternmatchingusingthe



keyword matches . We usetaint-annotatedregular ex-
pressiongle ned asfollows. A taintedregular expres-
sion is obtainedfor a normal regular expressionby at-
tachinga superscript, T or u. A strings will match
a taint-annotatedegular expressionr! provided that s
matchesr, and at leastone of the charactersn s is
tainted. Similarly, s will matchr™ provided all char
actersin s aretainted.Finally, s will matchr" provided
noneof thecharactersn s aretainted.

The prede nedpatternany matchesary singlechar
acter Parentheseandotherstandardegularexpression
operatorsare usedin the usualway. Moreover, taint-
annotatedregular expressionscan be named,and the
namecanbe reusedsubsequenthe.g., StrldNum used
in mary samplepolicy rulesis de ned as:

| 1d |

whereString , Id and Numdenotenamedregular ex-
pressionghat correspondespectiely to strings,identi-
ers andnumbersAlso, Delim denoteslelimiters.

StrldNum = String Num

Figure4 shovs the examplesof a few simplepolicies
to detectvariousattacks.Theactioncomponentf these
policiesmake useof two supportfunctions: term() ter
minateghe programexecutionwhile reject() denieghe
requestndreturnswith anerror.

For the control- ow hijack policy, we usea special
keyword jmp asa functionname,aswe needsomespe-
cial way to capturelow-level control- ow transferghat
arenotexposedasafunctioncall in theC languageThe
policy stateshatif ary of the bytesin thetargetaddress
aretainted,thenthe programshouldbeterminated.

For format string attacks,we only de ne a policy for
vfprintt  , becausefprintf is the commonfunction
usedinternallyto implementall otherprintf  family of
functions. All formatdirectivesin aformatstring begin
with a “9%, andarefollowed by a charactemmtherthan
“96. (The sequenceé%% will simply print a“%, and
hencecanbe permittedin theformatstring.)

Examplepoliciesto detectfour otherattacks hamely
directory traversal, cross-sitescripting, SQL injection
andshellcommandnjectionarealsoshowvn in Figure4.
The commentsassociatedvith the policies provide an
intuitive descriptionof the policy. Thesepolicieswere
ableto detectall of the attacksconsideredn our evalua-
tion, but we do not make ary claim thatthe policiesare
goodenoughto detectall possibleattacksin thesecate-
gories. A discussiorof how skilled attaclersmay evade
someof thesepolicies,andsomedirectionsfor re ning
policiesto standup to suchattackscanbefoundin Sec-
tion 7.2. Themainstrengthof the approactpresentedhn
this paperis thatthe availability of ne-grainedtaintin-
formationmalesit possiblefor a knowledgeablesystem
administratotto developsuchre ned policies.

5 Implementation

We have implementedhe programtransformatiortech-
nigue describedn Section3. The transformerconsists
of about3,600linesof Objectve Camlcodeanduseshe
CIL [19] toolkit asthe front endto manipulateC con-
structs. Our implementationcurrently handlesglibc
(containingaround 1 million LOC) and several other
mediumto large applications.The compleity andsize
of glibc demonstratethatourimplementatiorcanhan-
dle “real-world” code. We summarizesomeof the key
issuednvolvedin ourimplementation.

5.1 Copingwith Untransformed Libraries

Ideally, all the libraries usedby an applicationwill be

transformedusingour techniquesoasto enableaccurate
tainttracking.In practice however, sourcecodemaynot

be available for somelibraries, or in rare cases,some
functionsin alibrary may beimplementedn anassem-
bly language. One option with suchlibrariesis to do

nothingatall. Ourimplementatioris designedo work

in thesecaseshut clearly, the ability to track informa-

tion o w via untransformedunctionsis lost. To over

comethis problem,our implementatioroffers two fea-

tures. First, it produceswvarningswhena certainfunc-

tion could not be transformed.This ensureghatinaccu-
racieswill not be introducedinto taint trackingwithout

explicit knowledgeof the user Whenthe userseesthis

warning, she may decidethat the function in question
performslargely “read” operations,or will never han-
dle tainted data, and hencethe warning can safely be

ignored. If not, thenour implementatiorsupportssum-
marizationfunctionsthat specify how taint information
is propagatedby a function. For instance,we usethe

following summarizatioriunctionfor thememcpy. Sum-
marizationfunctionsarealsospeci edin BMSL, anduse
supportfunctionsto copy taint information. A summa-
rization function for f would be invoked in the trans-
formedcodewhenf returns.

memcpy(dest, src, n) !
copy_buffer_tagmap(dest, src, n);

So far, we hadto write summarizatiorfunctionsfor
two glibc  functionsthat are written in assemblyand
copy data,namely memcpy and memset. In addition,
gcc replacesallsto somefunctionssuchasstrcpy and
strdup with its own code,necessitatingnadditionall3
summarizatiorfunctions.

5.2 Injecting Marking, Checkingand Summa-

rization Codeinto Transformed Programs

In our currentimplementation,the marking speci ca-
tions, security policies, and summarizationcode asso-
ciatedwith a functionf areall injectedinto the trans-
formed programby simply inlining (or explicitly call-



| CVE# | Program | Language | Attack type | Attack description |

CAN-2003-0201| samba C Stacksmashing Buffer over ow in
call_trans2opeffiunction

CVE-2000-0573| wu-ftpd C Formatstring via SITEEXEC command

CAN-2005-1365| picosener C Directorytraversal Command execution via URL
with multiple leading?/° charac-
tersand?.?

CAN-2003-0486| phpBB2.0.5 PHP SQL injection via topic.id parameter

CAN-2005-0258| phpBB2.0.5 PHP Directorytraversal Delete arbitrary ®le via 8.2 se-
guencesn avatarselecparameter

CAN-2002-1341| SquirrelMail1.2.10 PHP Crosssite scripting Insert script via the mailbox pa-
rametelin readbodyphp

CAN-2003-0990| SquirrelMail1.4.0 PHP Commandnijection via meta-charactan®To:° ®eld

CAN-2005-1921| PHPXML-RPC PHP Commandnjection Eval injection

CVE-1999-0045| nph-test-cgi BASH Shellmeta-character | using™ in $QUERYSTRING

expansion

Figure5: Attacksusedi

ing) therelevantcodebeforeor afterthecallto f . In the
future, we anticipatethesecodeto be decoupledfrom

thetransformationandbe ableto operateon binariesus-
ing techniquesuchaslibrary interposition. This would

enablea site administratorto alter, re ne or customize
hernotionsof “trustworthy input” and“dangerousargu-

ments"withouthaving accesgo the sourcecode.

6 Experimental Evaluation

The main goal of our experimentswas to evaluateat-
tack detection(Section6.1), and runtime performance
(Section6.4). Falsepositivesandfalsenegativesaredis-
cussedn Sections6.2and6.3.

6.1 Attack Detection

Table5 shavstheattacksusedin ourexperimentsThese
attackswere chosento cover the rangeof attack cate-
gorieswe have discussedandto spanmultiple program-
ming languagesWherever possible we selectedattacks
on widely-usedapplications sinceit is likely that obvi-
ous security vulnerabilitiesin such applicationswould
have been x ed,andhencewe aremorelikely to detect
morecomple attacks.

In termsof marking,all inputsreadfrom network (us-
ingread , recv andrecvfrom ) weremarkedastainted.
Sincethe PHPinterpreteris con gured asa modulefor
Apache, the sametechniqueworks for PHP applica-
tions aswell. Network datais taintedwhenit is read
by Apache,andthis informationpropagateshroughthe
PHPinterpreterandin effect, throughthe PHPapplica-
tion aswell. The policiesusedin our attackexamples
werealreadydiscussedn Sectior4.

To testour technique,we rst downloadedthe soft-
ware packageshawn in Figure5. We downloadedthe
exploit codefor theattacksandveri ed thatthey worked
asexpected.Thenwe usedtransformedC programsand

n effectivenessvaluation

interpreterswith policy checkingenabled,and veri ed
thateachoneof theattackswerepreventedby thesepoli-
cieswithoutraisingfalsealarms.

Network Serversin C.

wu-ftpd  version22.6.0andlowerhave aformatstring
vulnerabilityin SITE EXECcommandhatallows ar
bitrary codeexecution. The attackis stoppedby the
policy that the format directive %nin a format string
shouldnot betainted.

samba version2.2.8andlower have astack-smashing
vulnerability in processinga type of requestcalled
“transaction2 open’ No policy is requiredto stopthis
attack— the stack-smashingtependsup corrupting
somedataon the shadev stackratherthanthe main
stack,sotheattackfails.

If we hadusedan attackthat usesa heapover ow to
overwritea GOT entry (which is commonwith heap
over ows), this too would be detectedwithout the
needfor ary policiesdueto the techniquedescribed
in Section3.4 for preventingthe GOT from beingdi-
rectly accessedby the C code. The reasonings that
beforethe injectedcodegetscontrol, the GOT entry
hasto be clobberedby the existing codein the pro-
gram.Theinstrumentatiorin theclobberingcodewill
causeasggmentatiorfaultbecausef theprotectionof
the GOT, andhencetheattackwill beprevented.Note
thatthe GOT is normally usedby the PLT (Procedure
Linkage Table)codethatis in the assemblycodeau-
tomaticallyaddedby the compiler andis notin theC
sourcecode,soanormalGOT accesswill notbein-
strumentedwvith checkson taint tags,and hencewill
notleadto amemoryfault.

If the attack corruptedsomeother function pointer,
thenthe “jmp” policy would detectthe useof tainted
datain jump targetandstoptheattack.

Pico HTTP Server (pServ) versions 3.2 and



lower have a directory traversal vulnerability. The

web sener doesinclude checksfor the presenceof

“.. " in the le name,but allows them aslong as
their usedoesnot go outsidethe cgi-bin  directory

To determinethis, pServ scansthe le nameleft-

to-right, decrementinghe countfor eachoccurrence
of “.. ", andincrementingit for eachoccurrenceof

“/" character If the countergoesto zero, then ac-

cessis disalloved. Unfortunatelya le namesuchas
Icgi-bin///f..1../bin/sh satis es this check,
but hasthe effect of going outsidethe /cgi-bin  di-

rectory This attackis stoppedoy thedirectorytraver-

salpolicy shavn in Section4.

Web Applications in PHP.

phpBB2 SQLinjection vulnerabilityin (version2.0.5
of) phpBB, a popularelectronicbulletin boardappli-
cation,allows an attacler to stealthe MD5 passverd
hashof anotheruser Thevulnerablecodeis:

$sql="SELECT p.post id ~FROM... WHERE..
AND p.topic_id = $topic_id AND ..."

Normally, the usersupplied value for the variable
topic _id shouldbe a number andin that case,the
above queryworks asexpected. Supposehat the at-
tacker providesthefollowing value:

-1 UNION SELECT ord(substring(user_password,
51) FROMphpbb_users WHEREuserid=3/*

This corverts the SQL query into a union of two
SELECT statementsand commentsout (using“/* ")
the remaining part of the original query The rst
SELECT returnsan empty setsincetopic .id is set
to-1. As aresult,thequeryresultequalsthe valueof
the SELECT statementnjectedby the attacler, which
returnsthe 5th byte in the MD5 hashof the bulletin
boarduserwith the useridof 3. By repeatinghis at-
tackwith differentvaluesfor the secondparametenf
substring , the attacler can obtainthe entire MD5
passwerd hashof anothemuser The SQL injectionpol-
icy describedn Section4 stopsthis attack.
SquirrelMail cross-sitescripting is presentn ver-
sion 1.2.100f SquirrelMail , a popularweb-based
email client, e.g., read _body.php directly outputs
valuesof usercontrolledvariablessuchas mailbox
while generatindd TML pages.The attackis stopped
by the cross-sitescriptingpolicy in Sectiord.
SquirrelMail commandnjection: SquirrelMail
(Version1.4.0)constructsa commandfor encrypting
email using the following statementn the function
gpg _encrypt intheGPGplugin1.1.

$command .= " -r $send_to_list 2>&1",
Thevariablesend to list shouldcontaintherecip-
ient namein the “To” eld, which is extractedusing
the parseAddress  function of Rfc822Header ob-

jectin SquirrelMail . However, dueto abugin this
function,somemalformedentriesin the“To” eld are
returnedwithout checkingfor properemailformat. In
particular by entering“hrecipient; hemd ;” into this
eld, theattacler canexecuteary arbitrarycommand
hemd with the privilege of thewebsener. By apply-
ing apolicy thatprohibitstaintedshellmeta-characters
in the rst argumentto thepopen function,this attack
is stoppedby our technique.

phpBB directorytraversal: A vulnerability exists in
phpBB, which, whenthe gallery avatarfeatureis en-
abled,allows remoteattaclersto deletearbitrary les
usingdirectorytraversal.This vulnerabilitycanbe ex-
ploited by a two-stepattack. In the rst step,the at-
tacker savesthe le namewhichcontains‘.. ” char
acters,jnto the SQL databaseln the secondstep,the
le nameis retrieved from the databaseand usedin
a command. To detectthis attack, it is necessaryo
recordtaintinformationfor datastoredn thedatabase,
which is quite involved. We took a shortcut, and
markedall dataretrievedfrom the databasastainted.
(Alternatively, we couldhave markedonly those elds
updatedy theuserastainted.)Thisenabledheattack
to bedetectedisingthedirectorytraversalpolicy.
phpxmirpc/expat  commandnjection: phpxmirpc

is apackagewritten in PHPto supporttheimplemen-
tationof PHPclientsandsenersthatcommunicateis-
ing the XML-RPC protocaol. It usesthe expat XML
parserfor processingKML. phpxmirpc versionsl.0
and earlierhave a remotecommandnjection vulner
ability. Our commandnjection policy stopsexploita-
tionsof this vulnerability.

Bash CGI Application. nph-test-cgi is a CGl
script that was included by default with Apacheweb
senerversionsl.0.5andearlier It printsoutthevalues
of theervironmentvariablesavailableto a CGl script. It
usesthe codeecho QUERY_STRING=$QUERY_STRING
toprintthevalueof thequerystringsenttoit. If thequery
stringcontainsa“*” thenbash will apply le nameex-
pansionto it, thusenablingan attacler to list ary direc-
tory on the web sener. This attackwas stoppedby a
policy that restrictedthe useof taintedmeta-characters
in theargumentto shell _glob _filename , whichisthe
functionusedby bash for le nameexpansion.In terms
of marking,the CGl interfacede nestheexactsetof en-
vironmentvariableghroughwhichinputsareprovidedto
aCGl application,andall thesearemarkedastainted.

6.2 FalsePositives

The policies describedso far have beendesignedwith
the goal of avoiding false positives. We experimen-
tally veried that false positives did not occur in our
experimentsinvolving thewu-ftpd  sener, the Apache



| Sewer Programs | Workload

| Orig. ResponseTime | Overhead |

Apache-2.0.40, Webstone30 clientsdownloading 0.036sec/page 6%
5KB pagesover 100Mbpsnetwork

wu-ftpd-2.6.0| Downloada 12MB ®le 10times. 11.5sec 3%

post®x-1.1.120  SendonethousandBKB emails 0.03sec/mail 7%

Figure 6: Performanceverheadof seners. For Apachesener, performancds measuredn termsof latengy and
throughputdegradation.For otherprogramsit is measuredh termsof overheadn clientresponsdime.

Program | Workload Over- Over- Over- Over-
head(A) | head(B) | head(C) | head(D)

bc-1.06 | Findfactorialof 600. 212% 68% 61% 61%
enscript-1.6.4| Corverta5.5MB text ®le into aPS®le. 660% 529% 63% 58%
bison-1.35| ParseaBison®le for C++grammar 134% 92% 79% 78%
gzip-1.3.3| Compressa12 MB ®le. 228% 161% 110% 106%

Figure7: Performanceverhead®f CPU-intensie programs Performancés measuredn termsof CPUtime. Over
headsn differentcolumnscorrespondo: (A) No optimizations,(B) Useof local tag variable,(C) B + Useof 2-bit

taintvalue,(D) C + Useof dependenganalysis.

web sener, andthe two PHP applications,phpBB and
SquirrelMail . Forwu-ftpd andApache we enabled
thecontrol o w hijack policy, formatstringpolicy, direc-

tory traversalpolicy, andshellcommandnjectionpolicy.

For the PHP applications,we additionally enabledthe
SQL injection policy and cross-sitescripting policy for

the PHPinterpreter

To evaluatethe false positives for Apache,we used
the transformedsener as our lab's regular web sener
thatacceptedeal-world HTTP request$rom Internetfor
several hours. For the wu-fipd  sener, we ran all the
supportedcommanddrom a ftp client. To testphpBB
andsquirrelMail , wewentthroughall themenuitems
of thesetwo Web applications performednormal oper
ationsthata regularusermight do, suchasregisteringa
user postinga messagesearchinga messagemanaging
addressook, moving messagebetweendifferentmail
folders,andso on. No falsepositveswere obsenedin
theseexperiments.

6.3 FalseNegatives

False negatives can arise due to (a) overly permissie

policies, (b) implicit information o ws, and (c) use of

untransformedibrarieswithoutadequatsummarization
functions.

We will discussthe policy re nement and implicit
o wsin Section?. As for externallibraries,the bestap-
proachis to transformthem,sothatthe needfor summa-
rization canbe eliminated. If this cannotbe done,then
ourtransformatiorwill identify all theexternalfunctions
thatareusedby anapplication sothaterrorsof omission
canbeavoided.However, if a summarizatioriunctionis
incorrect,thenit canleadto falsenegatives, falseposi-
tives,or both.

6.4 Performance

Figure 7 shows the performanceoverheadswhen the
original andtransformedprogramswverecompiledusing
gcc 3.2.2 with-02,andranonal.7GHz/512MB/Red
HatLinux 9.0PC.

For sener programs,the overheadof our approach
is low. Thisis becausehey arel/O intensive, whereas
our transformatioraddsoverhead®nly to codethatper
formssigni cant amountof datacopying within the pro-
gram,and/orother CPU-intensie operations For CPU-
intensive C programs the overheadis between61% to
106%,with anaverageof 76%.

6.4.1 Effect of Optimizations. The optimizations
discussedn Section3.3 have beenvery effective. We
commenturtherin the context of CPU-intensie bench-
marks.

Useof local taint variablesreducedhe overhead$y
42%t0 144%. This is dueto the reasongnentioned
earlier: compilerssuchasgcc arevery goodin opti-
mizing operationonlocal variablesput doapoorjob
on global arrays. Thus, by replacingglobal tagmap
accessesvith local tag variableaccessessigni cant
performancémprovementcanbe obtained.

Most programsaccesdocal variablesmuchmorefre-
guentlythanglobalvariables.For instancewe found
out (by instrumentingthe code)that 99% of accesses
madeby bc areto local variables. A gure of 90%
is not at all uncommon.As aresult, the introduction
of local tag variablesleadsto dramaticperformance
improvementfor suchprograms. For programsthat
accesglobal variablesfrequently suchasgzip that
has41% of its accessegoingto globalvariablesthe
performanceémprovementsarelessstriking.

tagmap optimizationsare particularly effective for



programsthat operatemainly on integerdata. This is
becaus®f theuseof 2-bit tainttags,which avoidsthe
needfor bit-maskingandshiftsto accessaintinforma-
tion. As aresultwe seesigni cant overheadeduction
in therangeof 7%to 466%.
Intraprocedunl analysisand optimizationfurther re-
ducesthe overheadby up to 5%. The gainsare mod-
estbecaus@cc optimizationshave alreadyeliminated
mostlocal tag variablesafterthe previousstep.
When combined,theseoptimizationsreducethe over-
headby afactorof 2to 5.

7 Discussion
7.1 Support for Implicit Information Flow

Implicit information o w occurswhenthe valuesof cer
tainvariablesarerelatedby virtue of programlogic, even
thoughtherearenoassignmentbetweerthem. A classic
exampleis givenby the codesnippet[25]:
x=x%2; y=0; if (x==1) y=1,

Eventhoughthereis no assignmentivolving x andy,
their valuesare alwaysthe same.The needfor tracking
suchimplicit ows haslong beenrecognized.[11] for-
malizedimplicit o wsusinga notionof noninterfeence
Several recentresearchefforts [18, 30, 20] have devel-
opedtechniquedasedn this concept.

Noninterferencés a very powerful property andcan
captureaventheleastbit of correlationbetweersensitve
dataandotherdata.For instancejn the code:

if (x > 10000) error = true;
if  (lerror) { y = "/bin/ls"; execve(y); }
thereis animplicit ow from x to error , andthento
y. Hence,a policy that forbids tainteddatato be used
asanexecve argumentwould beviolatedby this code.
This exampleillustrateswhy non-interferencemay be
too conserative (andhencdeadto falsepositives)in our
application.In the contet of thekinds of attackswe are
addressingattaclersusuallyneedmorecontrolover the
valueof y thanthe minimalrelationshighatexistsin the
codeabove. Thus,it is moreappropriateo trackexplicit
o ws. Neverthelesstherecanbe casesvheresubstantial
information o w takes placewithout assignmentsg.g.,
in the following if-then-else thereis a direct o w of in-
formationfrom x to y on both branchesbut our formu-
lation of explicit information o w would only detectthe
o w in theelsestatement.
if x ==0) y=0; else y =x;

The goal of our approachis to supportthoseimplicit
o ws where the value of one variable determinesthe
valueof anothewariable.By usingthis criteria, we seek
a balancebetweentracking necessarylatavalue propa-
gationandminimizing falsepositives. Currently ourim-
plementationsupportstwo forms of implicit o ws that
appeato becommonin C programs.

Translation tables. Decodingis sometimesimple-
mentedusingatablelook up, e.g.,
y = translation_tab[x];

wheretranslation _tab isanarrayandx is abyteof

input. In this casethevalueof x determineshevalue

of y althoughthereis no directassignmenfrom x to

y. To handlethis case we modify the basictransfor

mationsothatthe resultof anarrayaccesss marked

astaintedwhenever the subscripts tainted. This suc-
cessfullyhandlesthe use of translationtablesin the

PHPinterpreter

Decodingusing if-then-else/swite. Sometimesde-

codingis implementedisinga statemenof theform:

if x ="+) y ="

(Suchcodeis oftenusedfor URL-decoding.)Clearly,

the value of y canbe determinedby the value of x.

More generally switch  statementgould be usedto

translatebetweenmultiple characters. Our transfor

mation handlesthemin the sameway as a seriesof
if-then-elsestatements. Speci cally, consideran if-
then-elsestatemenof theform:

if (x == E) { y = E% .. }

If E and E° are constant-alued, thenwe add a tag

updatetag(y) = tag(x) immediatelybeforethe as-

signmentoy.

While our currenttechniqueseemgo identify someof
thecommoncasesvhereimplicit o wsaresigni cant, it
is by no meanscomprehensie. Developmentof a more
systematicapproachthat can provide someassurances
aboutthe kinds of implicit o ws capturedwhile ensur
ing alow falsepositiverate,is atopic of futureresearch.

7.2 Policy Re nement

Policy developmenteffort is animportantconcernwith
ary policy enforcementechnique.ln particular thereis
atrade-of betweemnpolicy precisionandthe level of ef-
fort required.If oneis willing to toleratefalsepositives,
policiesthatproducevery few falsenegativescanbe de-
velopedwith modesteffort. Alternatively, if falseneg-
ativescanbe tolerated thenfalsepositives can be kept
to a minimum with little effort. To containboth false
positives and false negatives, more effort needsto be
spenton policy developmenttakingapplication-speci ¢
or installation-speci ccharacteristics.

The above remarksaboutpolicy-basedechniquesre
generallyapplicableto our approactaswell. For thefor-
mat string attack,we useda policy thattendedto err on
the side of producingfalsepositives,by disalloving all
useof taintedformat directives. However, it is concev-
ablethatsomeapplicationamaybe preparedo receve a
subsebf formatdirectivesin untrustednputs,andhan-
dlethemcorrectly In suchcasesthis applicationknowl-
edgecanbe usedby a systemadministratorto usealess



restrictive policy, e.g.,allowing the useof formatdirec-
tivesotherthan%n This shouldbe donewith care,or
elseit is possibleto write policiesthatpreventthe useof
%n but allow the useof variantssuchas %5n that have
essentiallythe sameeffect. Alternatively, the policy may
be relaxed to permit speci ¢ exceptionsto the general
rule thattherebeno formatdirectives,e.g.,therule:

vfprin tf (f mt) j

f mt matc hes any (Format)Tany &&

({(fmt matc hes "[%]*%s[%]*" )) ! reject()
allows the useof a single %s format directive from un-
trustedsourcesjn additionto permittingformat strings
thatcontainuntaintedformatdirectives.

The directorytraversalpolicy alsotendsto err on the
side of false positives, since it precludesall accesses
outsidethe authorizedtop level directories(e.g. Docu-
mentRootandcgi-bin) of awebsener if component®f
the le namebeingaccessedrecomingfrom untrusted
sourcesln devisingthis policy, wereliedonapplication-
speci ¢ knowledge,namely the factthatweb senersdo
not allow clientsto accessles outsidethe top level di-
rectoriesspeci ed in the sener con guration le. An-
otherpoint to be notedaboutthis policy is that variants
of directorytraversalattackthatdo not escapehesetop
level directoriesbut simply attemptto fool perdirectory
accesgontrols,arenotaddressedly our policy.

The control- ow hijack policy is already accurate
enoughto captureall attacksthatusecorruptionof code
pointersasthebasisto alterthecontrol- ow of programs,
sowe proceedo discusshe SQL injection policy. The
policy shavn in Figure 4 doesnot addressattacksthat
inject only SQL keywords(e.g.,the UNION operation)
to alterthemeaningof aquery This canbeaddressedy
apolicy basedon tokenization.Theideais to performa
lexical analysison the SQL queryto breakit up into to-
kens.SQL injectionattacksarecharacterizethy thefact
thatmultiple tokensappeain theplaceof one,e.g.,mul-
tiple keywordsandmeta-charactemsereprovidedby the
attaclerin theplaceof asimplestringvaluein theattack
exampleddiscussee@arlierin thepaper Thus,systematic
protectionfrom SQL injectionscanbe obtainedusinga
policy that preventstaintedstringsfrom spanningmul-
tiple tokens. A similar approachis suggestedn [24],
althoughthe conditionsarenot de ned asprecisely Su
etal [27] provideaformal characterizationf SQL injec-
tion usinga syntaxanalysisof SQL queries.The essen-
tial ideais to constructiparsereefor theSQLquery and
to examineits subtrees.For any subtreewhoseroot is
tainted,all thenodeshelow thatsubtreeshouldbetainted
aswell. In otherwords,taintedinput cannotstraddledif-
ferentsyntacticconstructs.This is a further re nement
overthecharacterizatiome suggestwheretaintedinput
shouldnot straddledifferentlexical entities.

Commandnjection attacksare similar to SQL injec-

tion attacksin mary ways, and hencea tokenization-
basedpolicy maybeagoodchoicefor themaswell. For

this reasonwe omit a detaileddiscussionof command
injection policies. Neverthelessit shouldbe mentioned
thatthereare somedifferencesetweenSQL andcom-

mandinjection, e.g.,shellsyntaxis muchmorecomple

thanSQL syntax.Moreover, we maywantto restrictthe

commandamessothatthey arenottainted.

Note that tokenizationis a lexical analysistask that
is (almostinvariably)implementedisingregularexpres-
sionbasedspeci cations. Thus,the above tokenization-
basedpolicy is amenablao expressiorusingour policy
language.One could arguethat a regular expressionto
recognizetokenswould be comple, andhencea policy
may endup usinga simplerapproximationto tokeniza-
tion. This discussionshavs that the usualtrade-of in
policy basedattackdetectionbetweeraccurag andpol-
icy compleity continuesin the caseof taint-enhanced
policiesaswell. Neverthelessit shouldbe notedthatfor
a given policy developmenteffort, taint-enhancegboli-
ciesseento besigni cantly moreaccuratehanpolicies
thatdo notincorporateary knowledgeabouttaint.

Finally, we discuss the cross-site scripting at-
tack. The policy discussedearlier does not ad-
dress variations of the basic attack, e.g., attack-
ers can evade this policy by injecting the malicious
scriptcodein “onmouseover=malicious() " or“<img
src="javascript:malicious()"> ", which is not a
block encloseddy thescript  tag. To detecttheseXSS
variations ponehasto understandhedifferentHTML tag
patternsn which a maliciousscriptcanbe injectedinto
dynamicHTML pages,anddevelop policiesto prevent
theuseof suchtaintedpatterndn HTML outputs.

In summary althoughthe examplepoliciesshavn in
Figure 4 were able to stop the attacksin our experi-
ments,mary of them needfurther improvementbefore
they can standup to skilled attaclers that are knowl-
edgeableboutthe policiesbeingenforced We outlined
the waysto improve someof thesepolicies, but a com-
prehensie solutionto the policy developmentproblem
is not really the focusor contribution of this paper In-
steadpurcontributionis to shav thefeasibilityandprac-
ticality of using ne-grainedtaintinformationin devel-
oping policy-basedattackprotection. The availability of

ne-grainedtaint informationmalkesour policiessignif-
icantly moreprecisethantraditionalaccess-contrgdoli-
cies. Moreover, our approachempaverssystemadmin-
istratorsand securityprofessionaldo updateandre ne
thesepoliciesto improve protection,without having to
wait for thepatche®f anewly discoreredattackavenue.

8 RelatedWork

Memory Error Exploit Detection. Buffer over ows
andrelatedmemoryerrorshave receved a lot of atten-



tion, and several ef cient techniqueshave beendevel-
opedto addresgshem. Early approachesuchas Stack-
Guard[7] andProPolicq9] focusednjustasingleclass
of attacks.Recently moregeneraltechniquesasedon
randomizatiorhave beendeveloped andthey promiseto
defendagainsimostmemaoryerrorexploits[16, 2], How-
ever, dueto the natureof the C language thesemeth-
odsstill cannotdetectcertaintypesof attacksge.g.,over-
o wsfrom anarraywithin astructureio anadjacenvari-
able. Fine-grainedtaint analysiscan capturetheseat-
tackswheneverthecorrupteddatais usedasanargument
in a sensitve operation. (This is usuallythe case since
thegoalof anattaclerin corruptingthatdatawasto per
form a security-sensitie operation.)Althoughour over-
headsaregenerallyhigherthanthetechniquesnentioned
above, we believe thatthey are morethancompensated
by theincreasen attackcoverage.

Fine-Grained Taint Analysis. The key distinctions
betweenour work and previous ne-grained taint anal-
ysistechniqueof [22, 28, 5] werealreadydiscussedn
the introduction,sowe limit our discussiorto the more
technicalpointshere. As mentionedearlier, [28, 5] rely
on hardware supportfor taint-tracking.[22] is closerto
ourtechniquehanthesewo techniqueslt hasanadwan-
tageoveroursin thatit canoperateonarbitraryCOT S bi-
naries,whereasve requireaccesgo the C sourcecode.
This avoids problemssuch as hand-writtenassembly
code. Their maindrawvbackis performance:on the ap-
plicationApachethatthey provide performanceaumbers
on, their overheadsiremorethan100timeshigherthan
ours. Thisis becauséa) they rely on Valgrind,whichin
itself introducesmorethan 40 times overheadsascom-
paredto our technique,and (b) they are constrainedy
having to work on binarycode andwithoutthebene t of
staticanalysesndoptimizationsthathave goneinto our
work. (Here,we arenotonly referringto our own analy-
sesandoptimizationsput alsomary of theoptimizations
implementedn the GCC compilerthatwe usedto com-
pile thetransformecdrograms.)

Thereare several othertechnicaldifferencesetween
ourwork andthatof [22]. Forinstancethey track32-bits
of taint informationfor eachbyte of data,whereaswve
use2 bits. Anotherimportantdifferenceis our support
for implicit o ws,whicharenothandledn [22].

Dynamic Taint Based Techniquesfor Detecting At-
tackson WebApplications. Independenthandin par
allel to our work, which rst appearedn [33], [23] and
[24] have proposedthe idea of using ne-grained taint
analysisto detectinjection attackson web applications.
The implementation®f [23] and[24] arevery similar,
usinghand-transformatioaf thePHPinterpreterto track
taint data. However, [24] providesa more detailedfor-
mulationanddiscussiorof the problem,sowe focuson

this work here. They explain thattheseinjectionattacks
aretheresultof adhocserializatiorof complex datasuch
as SQL queriesor shell commandsand develop a de-
tectiontechniquecalled context-sensitivestring evalua-
tion (CSSE)which involvescheckingthe useof tainted
datain strings. Our work improvesover theirsin sev-
eral ways. First, by working at the level of the C lan-
guage,we are ableto handlemary more applications:
most sener programsthat are written in C, aswell as
programswritten in interpretedanguagesuchasPHR
bashand so on. Second,our formulation of the prob-
lem astaint-enhancegbolicy enforcements moregen-
eral,andcanbe appliedto stealthyattackssuchasthose
discussedn Section?2 that do not involve serialization
problemsandto attacksnvolving arbitrarytypesof data
ratherthanbeinglimited to strings. Third, our approach
reliesonasimpletransformatiorthatis shavnin Section
3, andimplementedising3.6KLOC of code,while their
approacheliesonmanuatransformatiorof alargepiece
of softwarethathasover 300KLOC.Othertechnicalkon-
tributions of our work include (a) the developmentof a
simplepolicy languagédor concisespeci cationof taint-
enhancegbolices,and(b) supportfor implicit o wsthat
allow usto provide somesupportor characteencodings
andtranslations.

As discusseth Section7, Suetal [27] describeatech-
nique for detectingSQL injection attacksusing syntax
analysis.Their mainfocusis on providing a preciseand
formal characterizatiomf SQL injection attacks. How-
ever, their implementationof taint tracking is not very
reliable. In particular they suggesta techniquethat
avoids runtime operationgfor taint-trackingby “brack-
eting” eachinput string with two specialsymbolsthat
surrounduntrustedinput strings. Assumingthat these
bracletswouldbepropagatedogethemith inputstrings,
checkingfor thepresencef taintwould reduceto check-
ing for the presencef thesespecialsymbols.However,
this assumptiordoesnot hold for programsthat extract
partsof their input and usethem, e.g., a web applica-
tion may remove non-alphanumericharacterdrom an
input stringandusethem,andthis processvould likely
discardthe bracletingcharactersin othercasesaweb
applicationmay parsea userinput into multiple elds,
anduseeach eld independentlyonceagaincausingthe
specialsymbolsto belost.

Manual Approachesfor Correcting Input Validation

Errors. Taintanalysistargetsvulnerabilitiesthatarise
dueto missingor incorrectinput validationcode. One
canmanuallyreview thecode,andtry to addall thenec-
essaryinput validation checks. However, the notion of
validity is determinedoy the mannerin which the input
is used.Thus,onehasto traceforwardin the programto
identify all possibleusesof aninputin securitysensitve
operationswhich is a very time-consumingand error



pronetask. If we try to performthe validationcheckat
the point of use,we facethe problemthatthe notion of
validity dependson the datasource. For instanceiit is
perfectlyreasonabldor an SQL queryto containsemi-
colonsif theseoriginatedwithin the programtext, but
not so if it camefrom external input. Thus, we have
to tracebackfrom security-sensitie operationgo iden-
tify how its algumentsvereconstructedpnceagainhav-
ing to manuallyexaminelargenumberof programpaths.
This leadsto situationswherevalidationchecksareleft
out on somepaths,and possibly duplicatedon others.
Moreover, the validation checksthemseles are notori-
ously hardfor programmergo codecorrectly andhave
frequentlybeenthe sourceof vulnerabilities.

Information Flow. Information o w analysishasbeen
researchetbr alongtime[1, 10, 8, 18, 30, 20, 25]. Early
researclwasfocusedon multi-level security where ne-
grainedanalysisvasnotdeemedecessarjl]. Morere-
centwork hasbeenfocusedontrackinginformation o w
at variablelevel, and mary interestingresearctresults
have beenproduced While thesetechniquesrepromis-
ing for protectingprivacy andintegrity of sensitve data,
asdiscussedn Section2, the variable-lerel granularity
is insufcient for detectingmostattacksdiscussedh this
paper

Static Analysis. Statictaint analysistechniqueshave
beenproposedoy mary for nding securityvulnerabil-
ities, including input validation errorsin web applica-
tions[17, 14, 32), user/lernelpointerbugs[15], format
stringbugs[26], andbugsin placemenbf authorization
hooks[34]. The main advantageof static analysis(as
comparedo runtimetechniquesijs thatall potentialvul-
nerabilitiescanbefoundstatically while its drawvbackis
arelativelackof accurag. In particularthesetechniques
typically detectdependenciesatherthanvulnerabilities.
For instance[17] will producea warningwheneer un-
trusteddatais usedin any mannerin anSQL query This
may not be very usefulif sucha dependengis aninte-
gral partof applicationlogic. To solve this problem,the
conceptof endoisemenican be usedto indicate “safe”
dependenciesTypically, this is doneby rst perform-
ing appropriatevalidationcheckson a pieceof untrusted
data,andthen endorsingit to indicatethatit is safeto
use(i.e., no longer “tainted”). However, programmers
arestill responsibldor determiningwhatis “safe” — as
discussedbefore thereis noeasywayfor themto dothis.

An importantdifferencebetweenour work and static
analysisis one of intendedaudience. Static analysis
basedoolsaretypically intendedfor useby developers,
sincethey needdetailedknowledgeaboutprogramlogic
to determinewvhereto introduceendorsementsindwhat

validationchecksneedto be madebeforeendorsement.

In contrastthe audiencdor our tool is a systemadmin-

istratoror anoutsidesecurityengineethatlacksdetailed
knowledgeof applicationcode.

Other Techniques. SQLrand[4] defeatsSQL injec-

tion by randomizingthe textual representatiornf SQL

commands.A dravbackof this approachascompared
to thetechniquepresentedh this paperis thatit requires
manualchangedo the programsothatthe programuses
the modi ed representatiofior SQL commandgyener

ated by itself. Our approachwas inspired by the ef-

fect achieved by SQLrand,namely that of distinguish-
ing commandgyeneratedy the applicationfrom those
providedby untrustedusers.

AMNESIA[12] is anotheiinterestingapproacHhor de-
tectingSQL injection attacks.lt usesa staticanalysisof
Java programsto computea nite-state machinemodel
thatcaptureghelexical structureof SQL queriesissued
by a program.SQL injectionattackscauseSQL queries
issuedby the programto deviate from this model, and
hencedetected A key bene t of this approachs thatby
usingstaticanalysisjt canavoid runtimetaint-tracking,
andis hencemuchmoreef cient thanour approachAl-
thoughthisapproacthasbeendemonstratetb work well
for SQL injections,the conserative natureof its static
analysisandits inability to distinguishdifferentsources
of inputscanleadto a higherrateof falsepositveswhen
appliedto othertypesof attacks.

Perlhasataintmode[31] thattrackstaintinformation
at a coarsegranularity— that of variables. In Perl, one
hasto explicitly untaintdatabeforeusingit in a secu-
rity sensitve context. Thisis usuallydoneafterperform-
ing appropriatevalidations. In our approachdueto the
e xibility providedby our policy languagewe have not
faceda needfor suchexplicit untainting. Nevertheless,
if auserexplicitly wantsto trustsomeinput, a primitive
canbeeasilyaddedo supportthis.

9 Conclusion

In this paper we presentedh uni ed approachthat ad-
dresses wide rangeof commonlyreportedattacksthat
exploit software implementationerrors. Our approach
is basedon a fully automaticand ef cient taint analy-
sis techniquethat can track the ow of untrusteddata
througha programat the granularityof bytes. Through
experiments,we shoved that our techniquecan be ap-
pliedto differenttypesof applicationsvrittenin multiple
programmindanguagesandthatit is effectivein detect-
ing attackswithout producingfalsepositives.

We believe that a numberof software vulnerabilities
arisedueto thefactthatsecuritychecksareinterspersed
throughouthe program,andit is oftendif cult to check
if thecorrectsetof checksarebeingperformedon every
programpath,especiallyin complex programswherethe
control o wsthroughmary, mary functions.By decou-



pling policiesfrom applicationlogic, our approachcan
provide a higherdegreeof assurancen the correctness
of policies. Moreover, the e xibility of our approactal-
lows site administratorsandthird partiesto quickly de-
veloppoliciesto preventnew classe®f attackswithout
having to wait for patches.
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