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Abstract
Policy-basedcon�nement,employedin SELinuxandspeci�cation-basedintrusiondetectionsystems,is apop-

ularapproachfor defendingagainstexploitationof vulnerabilitiesin benignsoftware.Tobeeffective,thisapproach
requiresthedevelopmentof accurateapplication-speci�csecuritypolicies,which is a dif�cult task.Evenif suf�-
cientresourcesandexpertiseareexpendedfor policy development,conventionalaccesscontrolpolicies(employed
in theseapproaches)areinherentlylimited — they canonly detectthoseattacksthatinvolveresourceaccessesbe-
yondwhatis legitimatelyneededby avictim application.They cannotdetectattacksthat“hijack” legitimateaccess
privilegesgrantedto a program,e.g.,anattackthatsubvertsanFTPserver to downloadthepassword �le. (Note
thatFTPserverwouldnormallyneedto accessthepassword �le for performingusedauthentication.)Someof the
commonattacktypesreportedtoday, suchasSQLinjectionandcross-sitescripting,involvesuchsubversionof le-
gitimateaccessprivileges;others,suchasbufferover�owsandformatstringattacks,canbeeasilyadaptedto evade
policy-baseddetection.In this paper, we developa new approachthataddressestheseweaknessesby augmenting
traditionalsecuritypolicieswith informationabouttheorigin of eachbyteof datausedin security-sensitiveopera-
tions. With this information,our securitypoliciescandistinguishbetweenaccessesmadeby anapplicationon its
own accord,andaccessesmadeon behalfof untrustedusers.This distinctionturnsout to becrucial for accurate
detectionof mostattacks,includingbuffer over�ows, format-stringvulnerabilities,integerover�ows,SQL injec-
tion, cross-sitescripting,commandinjection,anddirectorytraversal.(Theseattacktypesaccountfor about2/3rd
of vulnerabilitiesreportedby CVE in 2003and2004.)Verysimple,application-independentpoliciesaresuf�cient
for detectingtheseattacks.Moreover, detectionoverheadsarebelow 10%for serverapplications.

1 Intr oduction

Information�o w analysis(a.k.a.taint analysis) hasbeenstudiedin thecontext of con�dentiality andintegrity
propertiesfor over threedecades[3, 11, 10, 29, 24]. In spiteof the foundationalrole playedby this line of
researchin computersecurity, thesetechniquesweren't really amongthearsenalof techniquesusedfor de-
tectingvulnerabilityexploitsoncontemporarysoftware.Recently, however, theinsightfulworksof [21, 27, 7]
showedthat information-�ow analysiscanindeedbeusedto defeatsuchexploits. By trackingthesourceof
programdataat thegranularityof bytes,thesetechniquescandetectattacksthatoverwritepointerswith un-
trusted(i.e.,attacker-provided)data.Sincethis is anessentialstepin mostbuffer over�ow andrelatedattacks,
andsincebenignusesof programsshouldnever involve outsiderssupplyingpointervalues,thesetechniques
candetecttheseattackswith averyhigh level of con�dence.In thispaper, webuild onthis ideaof using�ne-
grainedtaint analysisfor attackdetection.Speci�cally, we �rst developa source-to-sourcetransformationof
C programsthatcanef�ciently trackinformation�o wsatruntime.Wecombinethis informationwith security
policiesthatcanreasonaboutthesourceof datausedin security-criticaloperations.This combinationturns
out to beverypowerful for attackdetection,andoffersthefollowing advantagesover previoustechniques:
� Practicality. The techniquesof [27] and[7] rely on hardware-level supportfor taint-tracking,andhence

cannotbeappliedto today's systems.TaintCheck[21] addressesthis drawback,andis applicableto arbi-
trary COTS binaries.However, dueto dif�culties with staticanalysis/transformation of binaries,they use
techniquesbasedonruntimeinstructionemulation,whichfrequentlyslowsdown programsby overafactor
of 10. In contrast,wepresentaprogramtransformationtechniquethatslowsdown popularserverprograms
by anaveragefactorof 1.05,which is muchmoreacceptable.
By leveragingthelow-level natureof theC-language,ourimplementationcanworkcorrectlyandaccurately
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Figure1: Breakdown of CVE securityvulnerabilitiesfoundin 2003and2004

even in the faceof memoryerrors,type casts,aliasing,andso on. Meanwhile,we exploit (a) the high-
level natureof C (ascomparedto binary code)to performoptimizationsthat have beeninstrumentalfor
ef�ciency, and(b) the widespreaduseof C for writing systemssoftware and interpretersto develop an
implementationthatworksout-of-the-boxonmostcommonservers,aswell aswebapplicationswritten in
scriptinglanguagessuchasPHPandbash.

� Rangeof attacksdetected.Thetechniquesmentionedabovehavebeenappliedto detectattacksthatinvolve
forging of pointers,suchasbuffer over�ow attacks.In contrast,we show thatby combining�ne-grained
taint informationwith expressive securitypolicies,we candetectamuchwider rangeof attacks,including
SQLinjection,cross-sitescripting, commandandshell-codeinjection,anddirectorytraversal, in addition
to memorycorruptionandformat-stringattacks.Ourpoliciesdisrupttheessentialstepinvolved in eachof
theseattacks,therebyensuringahighdegreeof accuracy.
For detectingthis wide a rangeof attacks,we neededto generalize�ne-grained taint analysisto handle
someforms of implicit information�o ws, whereinformation�o w takesplacethroughmeansotherthan
assignments.Oneof thechallengesin our work wasthedevelopmentof techniquesthatcanreasonabout
implicit �o wswithoutproducingfalsealarmsin practice.

Wehavesuccessfullyappliedour techniqueto severalmediumto largeprograms,suchasthePHPinterpreter
(300KLOC+)andglibc , GNU standardC library (about1 million LOC).

Figure1 shows thedistribution of the139COTS softwarevulnerabilitiesreportedby CVE in 2003and
2004.Theabove-mentionedattacktypesaccountfor about2/3rd's of theCVE vulnerabilities,which canbe
detectedby our approach.Of theremainingvulnerabilities,mostcorrespondto con�gurationor logic errors
thatoftenhave theeffect of permittingaccessesthatshouldbedenied,andcanin generalbeaddressedonly
with detailedapplication-speci�cknowledge1. Therearealsoabout9% of theCVE vulnerabilitiesclassi�ed
asinput validationerrorsthat canbe exploited to causecrashesor in�nite loopsandhenceareusuallynot
detectableby policy-basedattackdetectiontechniques.Theattackdetectionability of ourapproachcontrasts
with previous approachesthat tackledindividual subclasses,suchas buffer over�ows [9, 1, 4, 21, 27, 7],
formatstrings[8], commandinjectionattacks[23, 22], etc.Thekey stepsin ourapproachareoutlinedbelow.

Fine-grained taint analysis. The �rst stepin our approachis a source-to-sourcetransformationof C-
programsto perform�ne-grainedtrackingof taint informationat runtime.Taintoriginatesat input functions,
which needto beexternallyspeci�edto theanalyzer. Typically, therearea few suchfunctions,e.g.,read or
recv systemcallsusedby serversto readuntrustedinputoveranetwork connection.

The transformedprogramtrackstaint informationat the level of bytesin memory. Speci�cally, each
memorylocationis associatedwith onebit of taint information.Logically, we canview thetaint information
asa bit-arraytagmap. The taint informationassociatedwith the dataat a memorylocationa is given by

1In fact,it is unclearwhethersuchvulnerabilitiescanbeaddressedby a general-purposevulnerabilityremediationtechnique.
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tagmap[a]. As datapropagatesthroughmemory, theassociatedtaint informationis propagatedaswell. Since
taint information is associatedwith memorylocations(ratherthan variables),our techniquecan correctly
handlealiasing,buffer over�ows,andsoon.

Policy Enforcement. This stepis driven by securitypolicies that are associatedwith security-critical
functions.Therearetypically asmallnumberof suchfunctions,e.g.,systemcallssuchasopen andexecve ,
library functionssuchasvfprintf , functionsto accessexternalmodulessuchasanSQLdatabase,andsoon.
Thesecuritypolicy associatedwith eachsuchfunctionchecksits argumentsfor “unsafe”content.In general,
thepoliciesfor differentfunctionscanbedifferent,but in practice,asmallnumberof application-independent
policiesseemto be suf�cient to protectagainstmostcommonattacktypes. Protectionfrom attackscanbe
furtherimprovedby usingstricterapplication-speci�ctaint-enhancedpolicies.

Organization of the Paper. We begin with motivating attackexamplesin Section2. Section3 describes
our source-codetransformationfor �ne-grainedtaint-tracking.Our policy languageandsamplepoliciesare
describedin Section4. Implementationof our approachis describedin Section5, followedby experimental
evaluationin Section6. Section9 discussesrelatedwork. Finally, concludingremarksappearin Section10.

2 Taint-EnhancedPolicies: Moti vation and Bene�ts

In this section,we presentseveralmotivatingattackexamples.We concludethis sectionby summarizingthe
commonfeaturesof theseattacks,andpointingout importanceof �ne-grainedtaint information,andtheneed
for �e xible policiesto detecttheseattacks.

2.1 SQL Injection is acommonvulnerabilityin webapplications.Theseserver-sideapplicationscommu-
nicatewith a webbrowserclient to collectdata,which is subsequentlyusedto constructanSQL querysent
to a back-enddatabase.Considerthestatement(written in PHP)for constructinganSQL queryusedto look
up thepriceof anitemspeci�edby thevariablename.

$cmd = "SELECT price FROMproducts WHEREname = '" . $name . "'"

If thevalueof name is assignedfrom anHTML form �eld thatis providedby anuntrusteduser, thenanSQL
injectionis possible.In particular, anattacker canprovide thefollowing valuefor name.

xyz'; UPDATE products SET price = 0 WHEREname = 'OneCaratDiamondRing

With thisvaluefor name, cmd will take thevalue:

SELECT ... WHEREname = ' xyz'; UPDATE products SET price = 0 WHEREname = 'OneCaratDiamondRing '

Note that semicolonsare usedto separateSQL commands. Thus, the query constructedby the pro-
gram will �rst retrieve the price of someitem called xyz , and then set the price of anotheritem called
OneCaratDiamondRing to zero.Thisattackenablestheattacker to purchasethis item laterfor nocost.

Fine-grainedtaint analysiswill markevery characterin thequerythat is within thebox astainted.Now,
a policy that precludestaintedcontrol-characters(suchas semicolonsand quotes)or commands(suchas
UPDATE) in theSQL querywill defeattheabove attack.A morere�ned policy is describedin Section4.

2.2 Memory Err or Exploits. Therearemany different typesof memoryerror exploits, suchasstack-
smashing, heap-over�ows andinteger over�ows. All of themsharethesamebasiccharacteristics:they ex-
ploit bounds-checkingerrorsto overwritesecurity-criticaldata,almostalwaysa codepointer, with attacker-
provideddata.When�ne-grainedtaint analysisis used,it will marktheoverwrittenpointerastainted.Now,
apolicy thatdisallows controltransfersusingtaintedpointervalueswill defeatthisattack.

2.3 Format String Vulnerabilities. Formattedprinting in C-programsis achieved usingprintf family
of functions. Thesefunctionstake a format string asa parameter, followed by zeroor moreparametersas
givenby theformatstring.A commonmisuseof thesefunctionsoccurswhenuntrusteddatais providedasthe
formatstring,asin thestatement“printf(s) .” If s containsanalphanumericstring,thenthis won't cause
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a problem,but if anattacker insertsformatdirectivesin s , thenshecancontrol thebehavior of printf . In
theworstcase,anattacker canusethe“%n” formatdirective,whichcanbeusedto overwritea returnaddress
with attacker-provideddata,andexecuteinjectedbinarycode.

When�ne-grainedtaint analysisis used,theanalysiswill mark the formatdirectives(suchas“%n”) as
tainted.Usinga simpletaint-enhancedpolicy thatdisallows tainted“%n” charactersin thesecondargument
to vfprintf seriesof functions,we canpreventtheabove attack.A morerestrictive policy maypreventthe
useof any taintedformatcharacters,but this risksintroductionof falsepositivesin somecases.

2.4 Attacks that “Hijack” ResourceAccessPrivileges In thissection,weconsiderattacksthatattemptto
evadedetectionby stayingwithin theboundsof resourceaccessprivilegesnormallyneededby anapplication.
Suchattacksillustratetheuniquepoweraffordedby combiningsecuritypolicieswith taint information.

Supposethatawebbrowsercontainsavulnerabilitythatallowsanattack(embeddedwithin awebpage)to
uploadanarbitrary�le f ownedby thebrowseruserto amaliciouswebsitewithout theuser's consent.Since
thebrowseritself needsto accessmany of theuser's �les, theaccessto f will itself not raiseany suspicion.
However, we caneasilydetectsuchattacksby combingtaint informationwith policies: in particular, we can
usea policy thatstatesthat if the �lename is derived from untrustedinputs,thenaccessshouldbelimited to
a very small (possiblyempty)setof �les. On theotherhand,if the�lename originatedfrom trustedsources
suchastheprogramtext or througha trustedbrowserpopup,thepolicy couldallow accessto all �les. Sucha
policy will preventthis typeof attackwithout inconveniencingnormaluseof thebrowser.

The above example�ts in the context of most P2Papplicationsas well. Moreover, a variant of this
problemleadsto mostdirectory traversal attacks,wherean attacker attemptsto access�les outsideof an
authorizeddirectory, e.g.,thedocumentroot in thecaseof a webserver. Typically, this is doneby including
“ .. ” charactersin �lenames to ascendabove the documentroot. In casethe victim applicationalready
incorporateschecksfor “ .. ” characters,attacker may attemptto evadethis checkby replacing“ . ” with
its hexadecimalor Unicoderepresentation,or by usingvariousescapesequences.All of thesecanbeeasily
handledby a simpletaint-enhancedpolicy thatpreventsaccessto �lenamesoutsideof thedocumentroot if
the�lename usedin theaccessis tainted.A lessrestrictive policy wouldbeonethatprecludessuchaccessin
thosecaseswherethe�lename containstainted“ .. ” characters.

As a �nal exampleof this classof attacks,consideran FTP server, which normally needsto accessthe
password �le for userauthentication.An attacker maybeableto exploit somevulnerabilitiesin theserver to
downloadthispassword �le, possiblyfor anof�ine dictionaryattack.

Thekey pointaboutall attacksdiscussedin thissectionis thatconventionalaccesscontrolpoliciescannot
detectthem.This is becausetheattacksaccessonly thoseresourcesthatarenormallyaccessedby thevictim,
andhencethesepolicieswouldalreadyhavebeencon�guredto permittheseaccesses.However, taintanalysis
providesawayto infer theintendeduseof a resourceaccess.By incorporatingthis inferredintentin granting
accessrequests,taint-enhancedpoliciesprovide a way to distinguishbetweenattacksandlegitimateusesof
theprivilegesgrantedto thevictim application.

2.5 Discussion.Theexamplesdiscussedabove bringout thefollowing importantpoints:
� Importanceof �ne-grained taint information. If we usedcoarsergranularityfor taint-tracking,e.g.,by

markinga programvariableas taintedor untainted,we would not be able to detectmostof the attacks
describedabove. For instance,in thecaseof SQL injectionexample,thevariablecmd containingtheSQL
querywill alwaysbe marked as tainted,as it derivespart of its value from an untrustedvariablename.
As a result,we cannotdistinguishbetweenlegitimateusesof the web application,whenname contains
an alphanumericstring, from an attack,whenname containscharacterssuchasthe semicolonandSQL
commands.A similar analysiscanbemadein thecaseof stack-smashingandformat-stringattacks,cross-
sitescripting,directorytraversal,andsoon.

� Needfor taint-enhancedpolicies. It is not possibleto prevent theseattacksby enforcingconventional
accesscontrolpolicies.For instance,in theSQL injectionexample,onecannotuseapolicy thatuniformly
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preventstheuseof semicolonsandSQL commandsin cmd: sucha policy would precludeany useof the
database,andcausethewebapplicationto fail. Similarly, in thememoryerrorexample,onecan't have a
workingprogramif all controltransfersthroughpointersareprevented.Finally, theexamplesin Section2.4
werespeci�cally chosento illustratetheneedfor enforcingdifferentpoliciesfor resourceaccesses,based
on thesourceof the�lename datausedin resourceaccess.
Anotherpoint to bemadein this regardis thatattacksaren't characterizedsimply by thepresenceor ab-
senceof taintedinformationin argumentsto security-criticaloperations.Instead,it is necessaryto develop
policiesthatgovernthemannerin which tainteddatais usedin thesearguments.

An importantfeatureof taint-enhancedpolicy enforcementis thatit disruptstheessentialstepsin theattacks
mentionedabove, without restricting legitimate operation of a protectedapplication.2 This provideshigh
con�denceandaccuracy in attackdetection.

3 Transformation for Fine-grainedTaint Tracking

Therearethreemainstepsin taint-enhancedpolicy enforcement:(i) marking, i.e., identifyingwhichexternal
inputsto theprogramareuntrustedandshouldbemarkedastainted,(ii) tracking the�o w of taint throughthe
program,and(iii) checking inputsto security-sensitive operationsusingtaint-enhancedpolicies.Thissection
discussestracking,which is implementedusingasource-to-sourcetransformationon C-programs.Theother
two stepsaredescribedin Section4.

3.1 Runtime Representationof Taint Inf ormation

Our techniquetrackstaint informationat the level of bytesin memory. This is necessaryto ensureaccurate
taint-trackingfor type-unsafelanguagessuchasC, sincetheapproachcancorrectlydealwith situationssuch
asout-of-boundsarraywrite thatoverwritesadjacentdata.A one-bittaint-tagis usedfor eachbyteof memory,
with `0' representingtheabsenceof taint,and`1' representingthepresenceof taint. A bit-arraytagmap stores
taint information.Thetaintbit associatedwith a byteataddressa is givenby tagmap[a] .

In principle,tagmap canbeviewedasastatically-allocatedarray, but thiswill have theundesirableeffect
of lockingup1/8thof thetotaladdressspace.To avoid this,weallocatethetagmaparrayon-demand,usinga
techniquethatcanbelikenedto user-level page-fault handling.Initially, tagmap will beinitialized to a �x ed
locationin memory, but no memorywill beallocated.When tagmap[i] is accessed,if thecorresponding
memoryhasn't yet beenallocated,it will raisea signalrelatedto memoryfault. In thetransformedprogram,
weinterceptthissignal,andquerytheOSto determinetheaddressinvolvedin thefault. If thisaddressbelongs
to tagmap , weallocateachunkof memory(say, 16KB) usingmmap, andreturnfrom thesignalhandler. If the
memoryfault is dueto adifferentaddress,thenthesignalis forwardedto theprogram's own signalhandler.

3.2 BasicTransformation

Thesource-codetransformationdescribedin this sectionis designedto trackexplicit information�ows that
takeplacethroughassignmentsandarithmeticandbit-operations.Implicit �o wsthattakeplacethroughcom-
parisonsandconditionalsareaddressedin Section3.4.At ahigh-level, explicit �o w is simpleto understand:
� theresultof anarithmetic/bitexpressionis taintedwheneverany of thevariablesin theexpressionis tainted
� avariablex is taintedby anassignmentx = e whenever e is tainted.
Speci�cally, Figure2 shows theexpressionT(E) thatcomputesthetaint informationassociatedwith anex-
pressionE. Figure3 shows, for eachtypeof statementS, thecorrespondingtransformedversionTr ans(S),
which make use of T(E) de�nition in Figure 2. The transformationrules shown in the table are self-
explanatoryfor mostpart, so we explain only on the ruleson transformationof functions. Logically, the

2For instance,format directivesaren't restrictedif they originatedfrom the programtext. Similarly, a web applicationcanuse
arbitrarySQLcommands,includingmetacharacters,if they originatedwithin theapplication's programtext.
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E T(E ) Comment

c 0 Constantsareuntainted
v tag(& v; tag(a; n) refersto n bits

sizeof (v)) startingat tagmap[a]
&E 0 An addressis

alwaysuntainted
� E tag(E ;

sizeof (� E ))
(cast)E T (E ) Typecastsdon't

changetaint.
op(E ) T (E ) for arithmetic/bitop

0 otherwise
E1 op E2 T(E1) jj T (E2) for arithmetic/bitop

0 otherwise

Figure2: De�nition of Taint for Expressions

S Tr ans(S)

v = E v = E ;
tag(& v; sizeof (v)) = T (E );

S1 ; S2 Tr ans(S1); T r ans(S2)
if (E ) S1 if (E ) T r ans(S1)

else S2 else T r ans(S2)
whil e (E ) S whil e (E ) T r ans(S)
r etur n E r etur n (E ; T (E ))
f (a) f S g f (a; ta) f

tag(& a; sizeof (a)) = ta; T r ans(S)g
v = f (E ) (v; tag(& v; sizeof (v))) = f (E ; T (E ))
v = (� f )(E ) (v; tag(& v; sizeof (v))) = (� f )(E ; T (E ))

Figure3: Transformationof Statements

taint informationfor eachfunctionparametera is providedthroughanadditionalparameterta. At thebegin-
ning of thefunctionbody, thevalueof ta is copiedinto thetagbits associatedwith a. This stepis necessary
sincethe actualparameterpassingactions,suchaspushingvaluesonto the stack,happenat a lower level
andaren't visible at the level of the sourcelanguage.A similar mechanismis neededto copy the tag bits
associatedwith a returnvalueinto thecaller.

In our implementation,we don't useadditionalparameterssinceit introducesadditionalcomplexity in
dealingwith untransformedlibraries.Instead,weuseaseparatestackto passtaintarguments.

3.3 Optimizations

The basictransformationdescribedabove is effective, but introduceshigh overheads,slowing down some
programsby a factor of 5. To improve performance,we have developedseveral optimizationtechniques
thatwe summarizebelow. Together, theseoptimizationshave reducedtheoverheadsto below 80%for most
CPU-intensive programs,andto below 10%for mostcommonserver programs.

System-level Optimizations.
� Useof 2-bit taint values. In the implementation,accessingof taint-bitsrequiresseveral bit-maskingand

unmaskingoperations,which degradesperformancesigni�cantly. We observed that by using2-bit taint
values,the taint valuefor integervariableswill becontainedwithin a singlebyte,therebyeliminatingthe
needfor thesemaskingoperations.Thisapproachdoesincreasethememoryrequirementsfor tagmap , but
on theotherhand,opensup thepossibilityof trackingrichertaint informationin future.

� On-demandallocationof tagmap allocation: Our original approachuseda globalvariableto implement
tagmap . But the initialization of this hugearray (1GB) that took placeat the programstart incurred
signi�cant overheads.Note that tag initialization is warrantedonly for static datathat is initialized at
programstart,andnot others.So,we �rst experimentedby usingmmapto allocatethis arraydynamically,
andlimiting initialization to a smallfractionof thearray. This reducedthestartupoverheads,but themere
useof addressspaceseemedto tie up OSresourcessuchaspagetableentries,andsigni�cantly increased
times for forking. For programssuchas shellsthat fork frequently, this overheadis signi�cant, so we
switchedto anon-demandallocationof tagmap explainedearlier.

Intra-pr ocedural Optimizations.
� Useof local taint tag variableswhenpossible. To further reducethe overheadsfor accessingtagmap ,

we have implementedan optimizationthat useslocal variablesto maintaintaint tags. Suchan approach
is soundin the absenceof aliasingof local variables.Henceit is appliedonly to thosefunctionsthat do
notexplicitly computetheaddressesof local variables.Sincelocalvariablesaretypically usedmuchmore
frequentlythanglobalvariables,thisoptimizationyieldssigni�cant performanceimprovementin practice.

6



� Intra-procedural dependencyanalysis. To further improve performance,we performa local dependency
analysisto determinewhethera local variablecan ever becometainted. Note that a local variablecan
becometaintedonly if it is involved in an assignmentwith a global variable,a procedureparameter, or
anotherlocal variablethatcanpossiblybecometainted.

Further optimizations. We are consideringtwo optimizationsin our ongoingwork to further improve
the performance.The �rst concernsgenerationof two versionsof eachfunction, one that acceptstainted
argumentsandanotherthatacceptsuntaintedarguments.Thiscouldbeeasilygeneralizedto producemultiple
versions,eachcorrespondingto adifferentsubsetof taintedarguments.Suchanapproachneedsto becoupled
with aninteror intra-proceduralstaticanalysisto determinewhichversionof a functionshouldbeinvokedat
any programpoint. This staticanalysiscanalsodrive which functionversionsto generate.Finally, to avoid
code-explosion,techniquesneedto bedevelopedto controlthenumberof versionsgenerated.

3.4 Support for Implicit Inf ormation Flow

Implicit information�o w occurswhenthevaluesof certainvariablesarerelatedby virtue of programlogic,
eventhoughthereis noassignmentsbetweenthem.A classicexampleis givenby thecodesnippet[25]:

y=0; if (x==1) y=1;

Eventhoughthereisnoassignmentsinvolving x andy , theirvaluesarealwaysthesame.Theneedfor tracking
suchimplicit �o wshaslongbeenrecognized.[12] formalizedimplicit �o wsusinganotionof noninterference.
Severalrecentresearchefforts [17, 29, 19] have developedtechniquesbasedon thisconcept.

Noninterferenceis a very powerful property, andcancaptureeven the leastbit of correlationbetween
sensitive dataandotherdata.For instance,in thecode:

if (x > 10000) error=true;
if (!error) { y = "/bin/ls"; execve(y); }

thereis animplicit �o w from x to error , andthento y . Hence,apolicy thatforbidstainteddatato beusedas
anexecve argumentwouldbeviolatedby thiscode,leadingusto theconclusionthatnoninterference-based
taintanalysiswill leadto excessive falsealarmsin ourapplication.

In thecontext of thekindsof attackswe areaddressing,it is clearthatattackersneedmuchmorecontrol
over thevalueof y thantheminimal relationshipthatexistsin thecodeabove. Thus,it is moreappropriateto
trackexplicit �o ws. Nevertheless,thereis an importantcasethatoccursfrequentlyin webapplicationsthat
requireshandlingof implicit �o ws. Often, datasuppliedto a web applicationis encoded,andneedsto be
decodedby theapplicationbeforeuse.Thedecodeddatadependson theinput,andmustbemarkedtainted.

Ourapproachis to supporttheimplicit �o wsthroughwhichthevalueof onevariabledeterminesthevalue
of anothervariable.Usingthisselectioncriteria,we achieve a balancedtrade-off betweentrackingnecessary
datavaluepropagationandminimizing harmful taint informationdissemination.Currently, we supporttwo
suchkindsof implicit �o ws.

� Translationtables.Decodingis sometimesimplementedusinga tablelook up,e.g.,
y = translation tab[x];

wheretranslation tab is anarrayandx is a byteof input. In this case,thevalueof x determinesthe
valueof y althoughthereis no direct assignmentfrom x to y . To handlethis case,we modify the basic
transformationsothat theresultof anarrayaccessis markedastaintedwhenever thesubscriptis tainted.
Thissuccessfullyhandlestheuseof translationtablesin thePHPinterpreter.

� Decodingusingif-then-else/switch. Sometimes,decodingis implementedusingastatementof theform:
if (x == '+') y = ' ';

(Suchcodeis often usedfor URL-decoding.)Clearly, the valueof y is determinedentirely on thevalue
of x . More generally, switch statementscould be usedto translatebetweenmultiple characters.Our
transformationhandlesthemin thesamewayasaseriesof if-then-elsestatements,for which thefollowing
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patternis applied: if (x == E) y = E 0. If E andE 0 areconstant-valued,we addan assignment
tag(y) = tag(x).

In ourexperiment,we foundthatthesupportfor thesetwo typesof implicit �o ws arenecessaryfor detecting
attacksthatencodeattackingrequestsin characterencodingformatssuchasURL encoding.In fact,disguising
attackingstringswith characterencodingis a commontechniqueusedby attackersto evadeinput validation
checksin applicationsor input �lter basedintrusiondetections.With thesupportfor theseimplicit �o ws,we
areableto correctlytrackhow thetaint informationof untrustedinputdatapropagatesevenwhentheseinput
dataaredecodedfrom their original encodingformats.Consequently, our tainted-enhancedpolicy checking
won't befooledby theseattacks.

4 SpecifyingMarking Speci�cation and Security Policies

4.1 Marking Trusted and Untrusted Inputs

Markingactionsareneededfor all datacomingfrom externalsources.If all code,includinglibraries,is trans-
formed,thenmarkingneedsto bespeci�edfor systemcallsthatreturninputs,for environmentvariablesand
command-linearguments.(If somelibrariesaren't transformed,thenmarkingspeci�cationsmaybeneeded
for untransformedlibrary functionsthatperforminputs.)Notethatwecantreatcommand-lineargumentsand
environmentvariablesasargumentsto a call to main . Thus,markingspeci�cationscan,in every case,be
associatedwith a functioncall.

Marking actionsare speci�ed usingBMSL (Behavior Monitoring Speci�cation Language)[28, 5], an
event-basedlanguagethat is designedto supportspeci�cation of securitypolicies and behaviors. BMSL
speci�cationsconsistof rulesof theform event patter n � ! action. We useBMSL in a simpli�ed way in
this paper— in particular, event patter n will be of the form event j condition , whereevent identi�es a
function.Whenthis functionreturns,and(theoptional)condition holds,action will beexecuted.Theevent
correspondingto a functionwill take anadditionalargumentthatcapturesthereturnvaluefrom thefunction.
Both the conditionandaction canuseexternal functions(written in C or C++). Moreover, the action can
includearithmeticandlogicaloperations,aswell asif-then-else.Considerthefollowing example:

read(fd, buf, size, rv) --> if (isNetworkEndpoint(fd)) taintBuf(buf, rv)
else untaintBuf(buf, rv)

This rule statesthatwhenthe read functionreturns,thebuf argumentwill betainted,basedon whetherthe
readwasfrom a network or not, asdeterminedby theexternalfunction isNetworkEndpoint . Theactual
taintingis doneusingtwo supportfunctionstaintBuf anduntaintBuf . Only asmany bytesof thebuffer
aswerereturnedby theread aremarked.

Note thatevery input actionneedsto have anassociatedmarkingrule. To reducetheburdenof writing
many rules,we provide default rulesfor all systemcalls that untaintthe datareturnedby eachsystemcall.
Speci�c rulesthatoverridethesedefault rules,suchastherulegivenabove,canthenbesuppliedby auser.

4.2 SpecifyingSecurity Policies

Todetectgeneralizedinjectionattacks,argumentsto security-sensitive operationsarecheckedagainstsecurity
policies,whichcanreferto datavaluesaswell astheir taint information.

Securitypoliciesarealsowritten in BMSL rules,but theserulesareslightly differentfrom themarking
rules. In securitypolicy rules, the conditioncomponent,which speci�essecuritychecks,is examinedim-
mediatelybeforethe eventfunction beinginvoked. To simplify policy speci�cation,abstract eventscanbe
de�ned to representa setof functionsthatsharethesamesecuritypolicy. Thede�nition of conditionis also
extendedto supportaregularexpressionbasedpatternmatchingwith thekeywordmatches . Bothdatavalues
andtheir taint informationcanbeusedto de�ne sucha regularexpressionpattern.For example,d represents
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Attack Type Policy Comment

Control-�ow jmp (addr) j Taintedvaluescannotbeused
hijack addr matc hes \( ::::) t " ! ter m() asa targetof controltransfer
Formatstring vfprin tf (f mt ) j Formatspeci�ers(e.g.%n)

f mt matc hes \( :) � (FormatSpeci�er) t (:) � " ! r ej ect() shouldnotbetainted
Directory �le function( path) = path shouldnotcontaindirectory
traversal execv(path; ) jj open(path; ) jj r ealpath(path; ) jj ::: traversalstrings(e.g.“/../”), or

�le function( path) j therealpathof path shouldnotgo
path matc hes \( :) � (DirT raversalModi�er ) t (:) � " outsidethebasedirectoryof path
&& escapePr ef ixD ir (path) ! r ej ect()

Crosssite html prin t function( str ) j No taintedscripttags(e.g.script ,
scripting str matc hes \(StrIdNum jDelim) � (ScriptT ag) t (:) � " object) shouldbeoutputto HTML

! r ej ect()
SQL injection sql query function( query) j SQLquerystringshouldnot

query matc hes \(StrIdNum jDelim) � (SqlMetachar) t (:) � " containtaintedmeta-chars
! r ej ect()

Shellcommand shell command function( cmd) j cmd argumentof system or popen
injection cmd matc hes \(StrIdNum jDelim) � (ShellMetachar) t (:) � " shouldn't containtaintedmeta-chars

! r ej ect()

Figure4: Securitypoliciesfor attackdetection

a singlecharacterd with anunspeci�edtaint value,while dt de�nes a taintedcharacterd.3 Parenthesesare
usedin regularexpressionpatternsto groupcharacterstogether. Themetacharacter'.' matchesany single
character;while themetacharacter'*' matchesa sub-patternzeroor moretimes. Similar to otherregular
languages,in a regularexpressionpatternde�nition, otheralreadyde�ned regularexpressionpatternscanbe
used.For instance,StrIdNum usedin many samplepolicy rulesis simply a regularexpressionpatternthat
matcheseitherastring,or anidenti�er, or anumericvalue.

Figure 4 shows the examplesof a few simpleyet effective policies to detectvariousattacks. For the
control-�ow hijack policy, (which candetectstack-smashingandmostothermemoryerrorexploits),we use
a specialkeyword jmp in the placeof a function name,aswe needsomespecialway to capturelow-level
control-�ow transfersthataren't exposeddirectly in theC-language.For formatstringattacks,weonly de�ne
a policy for vfprintf , becausevfprintf is the commonfunction usedinternally to implementall other
printf family of functions.Therearetwo supportfunctionsusedin action: term() terminatestheprogram
execution,while r ej ect() deniestherequestandreturnswith anerror.

Dependingon applications,policiescanbefurtherre�ned. For example,theSQL injectionpolicy shown
in Figure4 cannotdetectsomeSQL injectionattacksthatuseonly SQL keywords(but not meta-characters).
A re�ned policy would be onethat tokenizesthe SQL query, andthenchecksto ensurethat no two tokens
appearwithin a taintedsubstring.This policy is basedon theassumptionthatno two consecutive parameters
in a SQL query(or a parameterfollowed by a keyword or a metacharacter)shouldcomefrom the user. In
thesamemanner, wecanusea tokenizer-basedpolicy to detectshellcommandinjectionattacksthattaint the
commandcomponentsin thestringargumentpassedto a shell.

5 Implementation

Wehave implementedtheprogramtransformationtechniquedescribedin Section3. Thetransformerconsists
of about3,600lines of Objective Caml codeandusesthe CIL [18] toolkit as the front endto manipulate
C constructs.Our implementationcurrentlyhandlesglibc (containingaround1 million LOC) andseveral
othermediumto largeapplications.Thecomplexity andsizeof glibc demonstratedthatour implementation
canhandle“real-world” code.Wesummarizesomeof thekey issuesinvolvedin our implementation.

3For astrings, st canbede�ned aseithereverycharacterin s is tainted,or any characterin s is tainted,dependingonhow strictly
we wantto enforcetaint-enhancedpolicies.
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5.1 Coping with Untransformed Libraries

Ideally, all thelibrariesusedby anapplicationwill betransformedusingourtechniquesoasto enableaccurate
taint-tracking.However, in practice,sourcecodemaynotbeavailablefor somelibraries,or in rarecases,some
functionsin a library maybeimplementedin assembly. Oneoptionwith suchlibrariesis to do nothingatall.
Our implementationis designedto work in thiscase,but clearly, theability to trackinformation�o w through
untransformedfunctionsis lost. To overcomethis problem,our implementationoffers two features.First, it
produceswarningswhena certainfunctioncould not be transformed.This ensuresthat inaccuracieswon't
be introducedinto taint-trackingwithout explicit knowledgeof the user. Whenthe userseesthis warning,
shemaydecidethatthefunctionin questionperformslargely “read” operations,or will never handletainted
data,andhencethewarningcansafelybe ignored. If not, thenour implementationsupportssummarization
functionsthatspecifyhow taint informationis propagatedby a function. For instance,we usethefollowing
summarizationfunction for the memcpy that is de�ned usingassemblycode. Summarizationfunctionsare
alsospeci�edin BMSL, andusesupportfunctionsto copy taint taginformation.A summarizationfunctiona
functionf wouldbeinvoked in thetransformedcodewhenf returns.

memcpy(dest, src, n) --> copy_buffer_tagmap(dest, src, n);

So far, we hadto write summarizationfunctionsfor two glibc functionsthat arewritten in assembly
andcopy data,namely, memcpyandmemset. In addition,gcc replacescallsto somefrequentlyusedlibrary
functionssuchas strcpy and strdup with its own code. To handlethis, we had to write 13 additional
summarizationfunctions.

5.2 Injecting Marking, Checkingand Summarization Codeinto Transformed Programs

In our currentimplementation,themarkingspeci�cations,securitypolicies,andsummarizationcodeassoci-
atedwith a functionf areall injectedinto thetransformedprogramby simply inlining (or explicitly calling)
therelevantcodebeforeor afterthecall to f . In thefuture,weanticipatethesespeci�cationsto bedecoupled
from the transformation,andbe able to operateon binariesusing techniquessuchas library interposition.
This would enablea site administratorto alter, re�ne or customizeher notionsof “trustworthy input” and
“dangerousarguments”without having accessto sourcecode.Suchanextensionis simpli�ed by theuseof
BMSL, sincethelanguageprovidesruntimeenvironmentsto hookinto processesusingmany differenttech-
niquessuchaslibrary interpositionor systemcall interposition.Naturally, suchanextensionwill work only
for policiesthatoperateat functionlevel, but not for thejmp policy of Figure4. However, sinceweanticipate
thatanoverwhelmingmajorityof policieswill beexpressedusingfunctions,this limitation is unlikely to bea
problemin practice.

6 Experimental Evaluation

Theprimarygoalof our evaluationis to determinetheeffectivenessof theapproachin stoppinggeneralized
injectionattacks(Section6.1),andits performance(Section8.1). Sincethepolicieswereexplicitly designed
to avoid falsepositives,they areunlikely to occurandsowedid notcarryoutextensiveexperimentsto analyze
them,but do notethatnonewereobserved in our evaluation.Dueto spacelimitations,a discussionof false
positives/negativesisn't providedin themainpaper, but canbefoundin theappendix.

6.1 Attack Detection

Table5 shows theattacksusedin ourexperiments.Theseattackswerechosento coverawide rangeof attack
categorieswe have discussed,andto spanmultiple programminglanguages.Wherever possible,we selected
attackson widely-usedapplications,sinceobvious securityvulnerabilitieswould have been�x ed in such
applications,andhencewearemorelikely to bedetectingsophisticatedattacks.

In termsof marking,all inputsreadfrom network (usingread , recv andrecvfrom ) weremarked as
tainted. SincePHP interpreteris con�gured as a modulefor Apache,the sametechniqueworks for PHP
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CVE# Program Language Attack type Attack description

CAN-2003-0201 samba C Stacksmashing Buffer over�ow in
call trans2openfunction

CVE-2000-0573 wu-ftpd C Formatstring via SITEEXEC command
CAN-2005-1365 picoserver C Directorytraversal Commandexecutionvia

URL with multiple leading
“/” charactersand“..”

CAN-2003-0486 phpBB2.0.5 PHP SQL injection via topic id parameter
CAN-2005-0258 phpBB2.0.5 PHP Directorytraversal Deletearbitrary�le

via “..” sequencesin
avatarselectparameter

CAN-2002-1341 SquirrelMail1.2.10 PHP Crosssitescripting Insertscriptvia themailbox
parameterin readbody.php

CAN-2003-0990 SquirrelMail1.4.0 PHP Commandinjection via meta-characterin
“To:” �eld

CAN-2005-1921 PHPXML-RPC PHP, C Commandinjection Eval injection
CVE-1999-0045 nph-test-cgi BASH Shellmeta-character using'*' in $QUERYSTRING

expansion

Figure5: Attacksusedin effectivenessevaluation

applicationsaswell. Network datais taintedwhen it is readby Apache,and this informationpropagates
throughthe PHPinterpreter, and in effect, throughthe PHPapplicationaswell. The policiesusedin our
attackexampleswerealreadydiscussedin Section4. For bash , boththemarkingandpolicy checkingis abit
differentandis discussedseparately.

To testour technique,we �rst downloadedthe softwarepackagesshown in Figure5. We downloaded
theexploit codefor eachof theattacks,andveri�ed thatthey workedasexpected.Theveri�cation stepused
transformedC-programsandinterpreters,but with thepoliciesdisabled.Thenwe enabledthepolicies,and
veri�ed thateachoneof theattackswerepreventedby thesepolicies. We alsoveri�ed that thepoliciesdid
not causeany falsealarmsundernormaloperation.

Network Servers in C. Westudiedthreenetwork servers:
� wu-ftpd versions2.6.0andlower have a formatstringvulnerabilityin SITE EXECcommandthatallows

arbitrarycodeexecution.Theattackis stoppedby thepolicy thattheformatspeci�er %nin a formatstring
shouldnotbetainted.

� samba versions2.2.8andlower have a stack-smashingvulnerabilityin processinga typeof requestcalled
“transaction2 open.” Theattackviolatesthepolicy thatthetargetsof controltransferbegivenby untainted
data,andhencetheattackis stopped.

� Pico HTTP Server (pServ) versions3.2andlower have a directorytraversalvulnerability. Theweb
server doesincludechecksfor the presenceof “ .. ” in the �le name,but allows themas long as their
use doesn't go outsidethe cgi-bin directory. To determinethis, pServ scansthe �lename left-to-
right, decrementingthe count for eachoccurrenceof “ .. ”, and incrementingit for eachoccurrenceof
“ / ” character. If the countergoesto zero, thenaccessis disallowed. Unfortunately, a �lename suchas
/cgi-bin////../../bin/sh satis�es this check,but hasthe effect of going outsidethe /cgi-bin
directory. Thisattackis stoppedby thedirectorytraversalpolicy shown in Section4.

Web Applications in PHP.
� phpBB2 SQLinjection: phpBB, a popularelectronicbulletin boardapplication,hasanSQL injectionvul-

nerability (in version2.0.5)thatallows an attacker to stealtheMD5 password hashof anotheruser. The
vulnerablecodeis:

$sql="SELECT p.post_id FROM... WHERE... AND p.topic_id = $topic_id AND ..."
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Normally, the user-suppliedvalue for the variable topic id shouldbe a number, and in that case,the
above queryworksasexpected.Supposethattheattacker providesthefollowing value:

-1 UNION SELECT ord(substring(user_password,5,1)) FROMphpbb_users WHEREuserid=3/*

This convertstheSQL queryinto a unionof two SELECTstatements,andcommentsout (using“ /* ”) the
remainingpartof theoriginalquery. The�rst SELECTreturnsanemptysetsincetopic id is setto � 1. As
a result,thequeryresultequalsthevalueof theSELECTstatementinjectedby theattacker, which returns
the5th bytein theMD5 hashof thebulletin boarduserwith theuseridof 3. By repeatingthis attackwith
differentvaluesfor thesecondparameterof substring , theattacker canobtaintheentireMD5 password
hashof anotheruser. Our techniquedetectsthis attackbasedon the SQL injection policy describedin
Section4.

� SquirrelMail cross-sitescripting: SquirrelMail is a popularweb-basedemailclient. Version1.2.10
containsmultiplecross-sitescriptingvulnerabilities,e.g.,read body.php directlyoutputsvaluesof user-
controlledvariablessuchasmailbox whengeneratingresponseHTML pages.Theattackis stoppedby
thecross-sitescriptingpolicy in Section4.

� SquirrelMail commandinjection: SquirrelMail (Version1.4.0)constructsa commandfor encrypt-
ing emailusingthefollowing statementin thefunctiongpg encrypt in theGPGplugin1.1.

$command .= " -r $send_to_list 2>&1";

Thevariablesend to list shouldcontaintherecipientnamein the“To” �eld, which is extractedusing
the parseAddress function of Rfc822Header object in SquirrelMail . However, due to a bug in
this function, somemalformedentriesin the “To” �eld are returnedwithout checkingfor properemail
format. In particular, by entering“hrecipienti ; hcmdi ;” into this �eld, theattacker canexecuteany arbitrary
commandhcmdi with the privilege of the web server. By applyinga policy that prohibits taintedshell
metacharactersin the�rst argumentto thepopen function,thisattackis stoppedby our technique.

� phpBB directory traversal: A vulnerability exists in phpBB, which, when the gallery avatar featureis
enabled,allows remoteattackers to deletearbitrary�les usingdirectorytraversal. This vulnerabilitycan
be exploitedby a two-stepattack. In the �rst step,theattacker savesthe �le name,which contains“ .. ”
characters,into the SQL database.In the secondstep,the �le nameis retrieved from the databaseand
usedin a command.To detectthis attack,it is necessaryto recordtaint informationfor datastoredin the
database,which is is quite involved. We took a shortcut,andmarkedall dataretrieved from thedatabase
astainted. (Alternatively, we could have marked only those�elds updatedby the userastainted.) This
enabledtheattackto bedetectedusingthedirectorytraversalpolicy.

� phpxmlrpc/expat commandinjection: phpxmlrpc is a packagewritten in PHPto supportimplemen-
tation of PHP clients and servers that communicateusing the XML-RPC protocol. It usesthe expat
XML parserfor processingXML. phpxmlrpc versions1.0andearlierhave a remotecommandinjection
vulnerability. Ourcommandinjectionpolicy stopsexploitationsof thisvulnerability.

Bash CGI Application. nph-test-cgi is a CGI script that wasincludedby default with Apacheweb
serverversions1.0.5andearlier. It printsout thevaluesof theenvironmentvariablesavailableto aCGI-script.
It usesthe codeecho QUERYSTRING = $QUERYSTRING to print thevalueof thequerystringsentto it.
If the querystring containsa “* ” thenbashwill apply �le nameexpansionto it, thusenablingan attacker
to list any directoryon thewebserver. This attackwasstoppedby a policy that restrictedtheuseof tainted
metacharactersin theargumentto shell glob filename , which is thefunctionusedby bashfor �le name
expansion. In termsof marking, the CGI interfacede�nes the exact setof environmentvariablesthrough
which inputsareprovidedto aCGI application,andall thesearemarkedastainted.

7 FalsePositives

Falsepositivescanarisedueto (a)overly restrictivepolicies,(b) stronger-than-usualtrust,and(c) conservative
natureof taint-tracking.Fromthediscussionof thepoliciesin Section4, it canbeseenthatthepoliciesaren't
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Server Programs Workload Overhead

Apache-2.0.40 Webstone2.5,30clientsconnectedover100Mbpsnetwork 6%
wu-ftpd-2.6.0 Downloada12MB �le 10 times. 3%

sshd-OpenSSH3.5p1 Download(usingscp)24MB �le 3 times. 4%
post�x-1.1.12 Sendonethousand3KB emails 7%

Figure6: Performanceoverheadsof servers.For Apacheserver, performanceis measuredin termsof latency
andthroughputdegradation.For otherprograms,it is measuredin termsof overheadin client responsetime.

Program Workload Overhead(A) Overhead(B)

bc-1.06 Find factorialof 600. 55% 55%
enscript-1.6.4 Converta5.5MB text �le into apostscript�le. 58% 68%

bison-1.35 Parsea Bison�le for C++ grammar. 78% 84%
gzip-1.3.3 Compressa12MB �le. 111% 116%

Avg. Overhead 76% 81%

Figure7: Performanceoverheadsof CPU-intensive programs.Performanceis measuredin termsof CPU
time. Overhead(A)/(B) correspondsto with securitypolicy checkingdisabled/enabled,respectively.

unusuallyrestrictive, andhencewe do not expectmany falsealarmsin practice. As expected,we did not
experienceany falsealarmsin ourexperiments.

Whenanapplicationplacesa higherdegreeof truston its user, thepoliciesneedsto bere�ned to re�ect
this trust.A strengthof ourapproachis theeaseof changingpoliciessothattheoperatorsof applicationscan
quickly remedyfalsealarms.

Thethird reasonfor falsealarmis theconservative natureof our taint-tracking.In particular, whenarith-
meticandbit-operationsareusedto combinetaintedvalues(possiblywith untaintedvalues),theresultmay
have very little relationshipto original input. For the type of applicationsstudiedin our experiments,this
seemsto be relatively rare. Theseapplicationstendto interpretuserinput asdatathat is eitherstored,or
usedasparametersto otherapplications.In thesecases,thetaintedvaluesaretypically copied,andtheuseof
arithmeticandotheroperationsis rare.

8 FalseNegatives

Falsenegatives can arisedue to (a) overly permissive policies, (b) subtleimplicit information �o ws, and
(c) useof untransformedlibrarieswithout adequatesummarizationfunctions. We believe that the policies
describedin Section4 areunlikely to permitthetypesof attacksdescribedin thispaper.

Implicit information�o ws canbea problemif theprotectedapplicationis itself written by theattacker,
in which caseshecanuseimplicit �o ws (ratherthanexplicit assignments)to fool taint-tracking.Otherwise,
implicit �o ws typically do notprovide agooddegreeof controlover thebehavior of thevictim application.

As for externallibraries,thebestapproachis to transformthem,sothat theneedfor summarizationcan
beeliminated.If this cannotbedone,thenour transformationwill identify all theexternalfunctionsthatare
usedby an application,so that errorsof omissioncanbe avoided. However, if a summarizationfunction is
incorrect,thenit canleadto falsenegatives,falsepositives,or both.

8.1 Performance

Figure 7 shows the performanceoverheadsof our approach. The original and the transformedprograms
werecompiledusinggcc 3.2.2 with -O2 , andexecutedona1.7GHz/512MBPCrunningRedHatLinux 9.
Executiontimeswerethemedianof 10runs.For Apache,weranWebStone2.5for 30minuteswith 30clients
fetching5KB �les over 100Mbpsnetwork. All theprogramsusedtransformedglibc duringexecution.

For server programs,theoverheadof ourapproachis low. This is becausethey areI/O intensive,whereas
our transformationaddsoverheadsonly to codethat performssigni�cant amountof copying and/orother

13



CPU-intensive operations. For CPU-intensive C-programs,the overheadis moderate— between55% to
116%,with anaverageof 81%.

8.1.1 Effect of Optimizations. The optimizationsdiscussedin Section3.3 have beenvery effective in
reducingtheoverheadsto bereasonablylow for mostprograms.We commenton their effectivenesson the
CPU-intensive benachmarksshown above.
� Useof 2-bit taint tagsreducedtheoverheadsby 15%to 75%of thebaserunningtime (i.e., runtimeof the

untransformedprogram).Programsthatoperateon integersgainmuchmoredueto this optimizationthan
thoseoperatingonstrings.

� Useof mmapreducedtheoverheadsby a further5%to 50%.
� Use of local taint variablesreducedthe performanceoverheadsby 30% to 400%. Compilerssuchas

GCC arevery goodat performingcodeoptimizationssuchascommonsubexpressionelimination,copy
propagationanddead-variableeliminationon local variables.In contrast,whenthetagvariablesareglobal
arrays,theseoptimizationsaren't typically possiblesincethey maynot besound(dueto possiblealiasing
etc.)As a resultwhenwe usea local taint variable,asopposedto theglobal tagmap array, thecompileris
ableto eliminatetaint-trackingfor many variables.Sincemostprogramsaccesslocalvariablesmuchmore
frequentlythanglobalvariables,thisoptimizationhasadramaticimpact.

� Intraprocedural analysisandoptimizationfurtherreducestheoverheadby upto20%.Thegainsaremodest
becausegcc optimizationshave alreadyeliminatedmostlocal tagvariablesafterthepreviousstep.

Whencombined,theseoptimizationsreducetheoverheadby a factorof 2 to 5.

Explanation of the �nal performancenumbers. Giventhatour transformationintroducesa taint-tagas-
signmentfor eachoriginalassignmentin theprogram,andthattagmap accessesaregenerallymorecomplex
(involving multiple bit-maskingoperations)andarelesslikely to beoptimized,onemight expectthatover-
headsshouldbe100%or higher. Therearetwo reasonswhy theoverheadsarelow. For server applications,
they aremainly I/O-bound.Moreover, they readdatafrom onesourceinto abuffer, andsimplywrite thesame
buffer into a different�le descriptor, without performingany in-memorycopies.Finally, sinceour optimiza-
tionsareparticularlyeffective in eliminatingtaint-trackingfor localvariables,theperformanceoverheadsare
likely to below for programsthatmainly accesslocal variables.We instrumentedtheapplicationsshown in
thetablesabove,andfoundthatoften,over 90%of accessesareto local variables.For instance,bc has99%
of its accessesto localvariables.gzip is anexception,with 41%ofits accessesgoingto globalvariables,and
henceit hasover100%performanceoverhead.

9 RelatedWork

Memory Err or Exploit Detection Buffer over�ows andrelatedmemoryerrorshave received a lot of at-
tention, and several ef�cient techniqueshave beendevelopedto addressthem. Early approachessuchas
StackGuard[9] andits ProPolice[1] focusedon just a singleclassof attacks.Recently, moregeneraltech-
niquesbasedonrandomizationhavebeendeveloped,andthey promiseto capturemostmemoryerrors[15, 4].
However, dueto thenatureof theC-language,thesemethodsstill cannotdetectcertaintypesof attacks,e.g.,
over�ow from anarraywithin astructureto anadjacentvariable.Fine-grainedtaintanalysiscancapturethese
attackswhenever thecorrupteddatais usedasargumentin a sensitive operation.(This is usuallythe case,
sincethegoalof anattacker in corruptingthatdatawasto performa security-sensitive operation.)Although
our overheadsaregenerallyhigherthanthetechniquesmentionedabove, we believe that they aremorethan
compensatedby theincreasein attackcoverage.

Fine-grainedtaint analysis. Thekey distinctionsbetweenourworkandprevious�ne-grainedtaintanalysis
techniquesof [21, 27, 7] werealreadydiscussedin the introduction,so we limit our discussionto themore
technicalpoints here. As mentionedearlier, [27, 7] rely on hardware supportfor taint-tracking. [21] is
closerto our techniquesthanthesetwo techniques.It hasan advantageover oursin that it canoperateon
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arbitraryCOTS binaries,whereaswe requireaccessto C-sourcecode. This avoids problemssuchashand-
written assemblycode,andallows themto dealwith memoryerrorson low-level structuresthatareinvisible
to high level codesuchasthe global offset table(GOT) usedin dynamiclinking. Their main drawbackis
performance:on theapplicationApachethatthey provideperformancenumberson,theiroverheadsaremore
than100timeshigherthanours.Thisis because(a)they rely onValgrind,whichin itself introducesmorethan
40 timesoverheadascomparedto our technique,and(b) they areconstrainedby having to work on binary
code,andwithout thebene�t of staticanalysesandoptimizationsthathave goneinto ourwork4.

Thereareseveralothertechnicaldifferencesbetweenour work andthatof [21]. For instance,they track
32-bitsof taint informationfor eachbyteof data,which enablesthemto correlateattacksto inputs,which is
usefulfor deriving attacksignatures/�lters.This increasesmemoryoverheadsover ours. Anotherimportant
differenceis oursupportfor implicit �o ws,whicharen't handledin [21].

Dynamic Taint BasedTechniquesfor Detecting Attacks on Web Applications. Independentlyand in
paralleltoourwork, [22] and[23] haveproposedtheideaof using�ne-grainedtaintanalysistodetectinjection
attacksonwebapplications.Theimplementationsof [22] and[23] areverysimilar, usinghand-transformation
of PHPinterpreterto tracktaint data.However, [23] providesa moredetailedformulationanddiscussionof
the problem,so we focuson this work here. They explain that theseinjection attacksarethe resultof ad
hocserializationof complex datasuchasSQL queriesor shellcommands,anddevelopadetectiontechnique
calledcontext-sensitivestring evaluation(CSSE), which involvescheckingtheuseof tainteddatain strings.
Our work improvesover theirsin severalways. First, by working at the level of C-language,we areableto
handlea many moreapplications:mostserver programsthat arewritten in C, aswell asprogramswritten
in interpretedlanguagessuchas PHP, bashand so on. Second,our formulation of the problemas taint-
enhancedpolicy enforcementis moregeneral,andcanbeappliedto stealthyattackssuchasthosediscussed
in Section2 thatdon't involve serializationproblems;andto attacksinvolving arbitrarytypesof datarather
thanbeinglimited to strings.Third, our approachrelieson a simpletransformationthatshown in Section3,
andimplementedusing3.6KLOC of code,while their approachrelieson manualtransformationof a large
pieceof softwareover300KLOC.Othertechnicalcontributionsof ourwork include(a) thedevelopmentof a
simplepolicy languagefor concisespeci�cationof taint-enhancedpolices,and(b) supportfor implicit �o ws
thatallow usto handleencodingsandtranslations.

Manual Approachesfor Correcting Input Validation Err ors. Taint analysistargetsvulnerabilitiesthat
ariseduetomissingor incorrectinputvalidationcode.Onecanmanuallyreview thecode,andtry to addall the
necessaryinputvalidationchecks.Onemaytry to addvalidationcode,but thenotionof validity is determined
by themannerin whichtheinputis used.Thus,onehasto traceforwardin theprogramto identify all possible
usesof aninput in securitysensitive operations,which is a very time-consuminganderror-pronetask. If we
try to performthevalidationcheckat thepointof use,wefacetheproblemthatthenotionof validity depends
on thedatasource.For instance,it is perfectlyreasonablefor an SQL queryto containsemicolonsif these
originatedwithin theprogramtext, but notsoif it camefrom externalinput. Thus,wehave to tracebackfrom
security-sensitive operationsto identify how its argumentswereconstructed,onceagainhaving to manually
examinelargenumberof programpaths.This leadsto situationswherevalidationchecksareleft outonsome
paths,andpossiblyduplicatedonothers.Moreover, thevalidationchecksthemselvesarenotoriouslyhardfor
programmersto codecorrectly, andhave frequentlybeenthesourceof vulnerabilities.

Inf ormation Flow. Information�o w analysishasbeenresearchedfor a long time [3, 11, 10, 17, 29, 20,
19, 24]. Early researchwas focusedon multi-level security, where�ne-grained analysiswas not deemed
necessary[3]. Morerecentwork hasbeenfocusedontrackinginformation�o w atvariablelevel. As discussed
in Section2, thisgranularityis insuf�cient for detectingthevastmajorityof attacksdiscussedin thispaper.

4Here,we arenot only referringto our own analysesandoptimizations,but alsomany of theoptimizationsimplementedin the
GCCcompilerthatwe usedto compilethetransformedprograms.
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Static Analysis. Statictaint analysistechniqueshave beenproposedby many for �nding securityvulnera-
bilities, including input validationerrorsin webapplications[16, 13], user/kernelpointerbugs[14], format
stringbugs[26], andbugsin placementof authorizationhooks[31]. Themainadvantageof staticanalysis
(ascomparedto runtimetechniques)is thatall potentialvulnerabilitiescanbefoundstatically, while its draw-
backis a relative lack of accuracy. In particular, thesetechniquestypically detectdependenciesratherthan
vulnerabilities.For instance,[16] will producea warningwhenever untrusteddatais usedin any mannerin
anSQL query. This maynot bevery usefulif sucha dependency is an integral partof applicationlogic. To
solve thisproblem,theconceptof endorsementcanbeusedto indicate“safe” dependencies.Typically, this is
doneby �rst performingappropriatevalidationcheckson a pieceof untrusteddata,andthenendorsingit to
indicatethat it is safeto use(i.e., it is no longer“tainted.”). However, programmersarestill responsiblefor
determiningwhatis “safe” — asdiscussedbefore,thereis no easyway for programmersto do this.

Other Techniques. SQLrand[6] defeatsSQL injectionby randomizingthe textual representationof SQL
commands.A drawbackof this approachis that it requiresmanualchangesto the programso that it uses
the modi�ed representationfor SQL commandsgeneratedby the program. Our approachwasinspiredby
theeffect achievedby SQLrand,namely, thatof distinguishingcommandsgeneratedby theapplicationfrom
thoseprovidedby untrustedusers.Ourapproachachievesthesameeffect,but withoutany programmereffort.

AMNESIA[2] is anotherinterestingapproachfor detectingSQLinjectionattacks.It usesastaticanalysis
of Java programsto computea �nite-statemachinemodelthatcapturesthe lexical structureof SQL queries
issuedby a program. SQL injection attackscauseSQL queriesissuedby the programto deviate from this
model,andhencedetected.A key bene�t of thisapproachis thatby usingstaticanalysis,it canavoid runtime
taint-tracking,andis hencemuchmoreef�cient thanourapproach.Its drawbackis thatit worksonly for SQL
injection,whereasourapproachworkson amuchbroaderrangeof attacks.

Perlhasa taint mode[30] thattrackstaint informationat a coarsegranularity– thatof variables.In Perl,
onehasto explicitly untaintdatabeforeit is usedin a securitysensitive context. This is usuallydoneafter
performingappropriatevalidations.In ourapproach,suchexplicit untaintingis unnecessary, andhasnotbeen
usedso far. Nevertheless,if a userexplicitly wantsto trust someinput, a primitive canbe easilyaddedto
supportthis.

10 Conclusion

In thispaper, wepresentedauni�ed approachfor detecting(andstopping)awiderangeof commonlyreported
attacksthatexploit softwareimplementationerrors.Our approachis basedon a fully automaticandef�cient
taintanalysistechniquethatcantrackthe�o w of untrusteddatathroughaprogramat thegranularityof bytes.
Availability of �ne-grainedtaint informationenablessimpleandaccuratepoliciesto be developedthat can
reliably stopmany classesof attacks.Throughexperiments,we showedthatour techniquecanbeappliedto
differenttypesof applicationswritten in multipleprogramminglanguages,andthatit is effective in detecting
attackswithoutproducingfalsepositives.

We believe that a numberof software vulnerabilitiesarisedue to the fact that securitychecksare in-
terspersedthroughoutthe program,and it is often dif�cult to checkif the correctsetof checksarebeing
performedon every programpath,especiallyin complex programswherethe control �o ws throughmany,
many functions.By decouplingpoliciesfrom applicationlogic, our approachcanprovide a higherdegreeof
assuranceon thecorrectnessof policies. Moreover, the �e xibility of our approachallows siteadministrators
and third partiesto quickly develop policies to prevent new classesof attacks,without having to wait for
vendorpatches.
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