Taint-EnhancedPolicy Enforcement:

A Practical Approachto Defeata Rangeof Attacks

Wei Xu, SandeefBhatkar andR. Sekar
Departmenbf ComputerSciences
Story Brook University, Story Brook, NY 11794-4400
f weixu,sbhatkar,s ekar g@a. sunysb. edu

Abstract

Policy-basedcon nement,employedin SELinuxandspeci cation-basethtrusiondetectiorsystemsis a pop-
ularapproacHor defendingagainsexploitationof vulnerabilitiesin benignsoftware. To beeffective,thisapproach
requiresthe developmeniof accurateapplication-speci csecuritypolicies,whichis a dif cult task.Evenif suf-
cientresourcesndexpertiseareexpendedor policy developmentconventionalaccesgontrolpolicies(employed
in theseapproachesireinherentlylimited — they canonly detectthoseattacksthatinvolve resourceaccessebe-
yondwhatis legitimatelyneededy avictim application.They cannotdetectattackghat“hijack” legitimateaccess
privilegesgrantedto a program,e.g.,an attackthat subvertsan FTP sener to downloadthe password le. (Note
thatFTP senerwould normallyneedto accesshe password le for performingusedauthentication.someof the
commonattacktypesreportedoday suchasSQL injectionandcross-sitescripting,involve suchsubversionof le-
gitimateaccesprivileges;others suchasbuffer over o wsandformatstringattackscanbeeasilyadaptedo evade
policy-baseddetection.In this paperwe developa new approachhataddressetheseweaknesselBy augmenting
traditionalsecuritypolicieswith informationaboutthe origin of eachbyte of datausedin security-sensitie opera-
tions. With this information,our securitypoliciescandistinguishbetweeraccessemadeby anapplicationon its
own accord,andaccessemadeon behalfof untrustedusers.This distinctionturnsout to be crucialfor accurate
detectionof mostattacks,ncluding buffer over ows, format-stringvulnerabilities,integerover ows, SQL injec-
tion, cross-sitescripting,commandnjection,anddirectorytraversal.(Theseattacktypesaccountfor about2/3rd
of vulnerabilitiesreportecby CVE in 2003and2004.) Very simple,application-independepbliciesaresuf cient
for detectingtheseattacks Moreover, detectionoverheadsrebelonv 10%for sener applications.

1 Intr oduction

Information o w analysiqa.k.a.taint analysi3 hasbeenstudiedin thecontext of con dentiality andintegrity
propertiesfor over threedecade$3, 11, 10, 29, 24]. In spiteof the foundationalrole playedby this line of
researchin computersecurity thesetechniquesverent really amongthe arsenabf techniquesusedfor de-
tectingvulnerabilityexploits on contemporargoftware. Recently howvever, theinsightfulworksof [21, 27, 7]
shavedthatinformation- ow analysiscanindeedbe usedto defeatsuchexploits. By trackingthe sourceof
programdataat the granularityof bytes,thesetechniquesandetectattacksthat overwrite pointerswith un-
trusted(i.e., attacler-provided) data.Sincethisis anessentiastepin mostbuffer over ow andrelatedattacks,
andsincebenignusesof programsshouldnever involve outsiderssupplyingpointervalues thesetechniques
candetecttheseattackswith avery highlevel of con dence.In this paperwe build onthisideaof using ne-
grainedtaintanalysisfor attackdetection.Speci cally, we rst developa source-to-sourcgansformatiorof
C programghatcanef ciently trackinformation o wsatruntime.We combinethisinformationwith security
policiesthat canreasoraboutthe sourceof datausedin security-criticaloperations.This combinationturns
outto bevery powerful for attackdetectionandoffersthefollowing advantage®ver previoustechniques:
Practicality Thetechniquesf [27] and[7] rely on hardware-level supportfor taint-tracking,andhence
cannotbe appliedto todays systems.TaintChecl{21] addressethis dravback,andis applicableto arbi-
trary COTS binaries.However, dueto dif culties with staticanalysis/transformatioof binaries,they use
technique$asedn runtimeinstructionemulation which frequentlyslons down programsby over afactor
of 10. In contrastwe present programtransformatioriechniquehatslons down popularsener programs
by anaveragefactorof 1.05,whichis muchmoreacceptable.

By leveragingthelow-level natureof the C-languagegurimplementatiorcanwork correctlyandaccurately
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evenin the faceof memoryerrors,type casts,aliasing,andso on. Meanwhile,we exploit (a) the high-
level natureof C (ascomparedo binary code)to performoptimizationsthat have beeninstrumentalfor
efciency, and(b) the widespreaduseof C for writing systemssoftware and interpreterso develop an
implementatiorthatworks out-of-the-boxon mostcommonseners,aswell aswebapplicationswrittenin
scriptinglanguagesuchasPHPandbash.

Range of attaks detectedThetechniquesnentionedabore have beenappliedto detectattackghatinvolve
forging of pointers,suchasbuffer over ow attacks.In contrastwe shav thatby combining ne-grained
taintinformationwith expressie securitypolicies,we candetecta muchwider rangeof attacksjncluding
SQLinjection, cross-sitescripting commandand shell-coddnjection,and directorytraveisal, in addition
to memorycorruptionandformat-stringattacks.Our policiesdisruptthe essentiaktepinvolvedin eachof
theseattackstherebyensuringa high degreeof accurag.

For detectingthis wide a rangeof attacks,we neededo generalize ne-grainedtaint analysisto handle
someforms of implicit information o ws, whereinformation o w takes placethroughmeansotherthan
assignmentsOneof the challengesn our work wasthe developmentof techniqueghatcanreasorabout
implicit o wswithout producingfalsealarmsin practice.

We have successfullyappliedourtechniqueo severalmediumto large programssuchasthe PHPinterpreter
(300KLOC+)andglibc , GNU standardC library (aboutl million LOC).

Figure 1 shaws the distribution of the 139 COTS software vulnerabilitiesreportedoy CVE in 2003and
2004. The abore-mentionedattacktypesaccountfor about2/3rd's of the CVE vulnerabilities,which canbe
detectedby our approach Of the remainingvulnerabilitiesmostcorrespondo con gurationor logic errors
thatoften have the effect of permittingaccessethatshouldbe denied,andcanin generalbe addresseanly
with detailedapplication-speci cknowledge. Therearealsoabout9% of the CVE vulnerabilitiesclassi ed
asinput validation errorsthat canbe exploited to causecrashesor in nite loopsandhenceare usually not
detectabldy policy-basedattackdetectiortechniquesTheattackdetectionability of our approackcontrasts
with previous approacheshat tackledindividual subclassessuchas buffer over ows [9, 1, 4, 21, 27, 7],
formatstrings[8], commandnjectionattackq23, 22, etc. Thekey stepsin ourapproachareoutlinedbelow.

Fine-grained taint analysis. The rst stepin our approachis a source-to-sourcéransformationof C-
programgo perform ne-grainedtrackingof taintinformationat runtime. Taint originatesatinput functions,
which needto be externally speci edto theanalyzer Typically, therearea few suchfunctions,e.g.,read or
recv systemcallsusedby senersto readuntrustednput over a network connection.

The transformedprogramtrackstaint information at the level of bytesin memory Speci cally, each
memorylocationis associatedavith onebit of taintinformation. Logically, we canview thetaintinformation
asa bit-arraytagmap. The taint informationassociatedavith the dataat a memorylocationa is given by

1In fact, it is unclearwhethersuchvulnerabilitiescanbe addressetly a general-purposeulnerabilityremediatiortechnique.



tagmap[a]. As datapropagatethroughmemory theassociatethintinformationis propagate@swell. Since
taint informationis associatedvith memorylocations(ratherthan variables),our techniquecan correctly
handlealiasing,buffer over ows, andsoon.

Policy Enforcement.  This stepis driven by security policies that are associatedvith security-critical
functions.Therearetypically asmallnumberof suchfunctions,e.g.,systemcallssuchasopen andexecve ,

library functionssuchasvfprintf  , functionsto acces&xternalmodulessuchasanSQL databaseandsoon.

The securitypolicy associateavith eachsuchfunctionchecksts agumentdor “unsafe”content.In general,
thepoliciesfor differentfunctionscanbedifferent,but in practice asmallnumberof application-indepncent

policiesseemto be sufcient to protectagainstmostcommonattacktypes. Protectionfrom attackscanbe
furtherimproved by usingstricterapplication-speci daint-enhancegolicies.

Organization of the Paper. We beagin with motivating attackexamplesin Section2. Section3 describes
our source-codéransformatiorfor ne-grainedtaint-tracking.Our policy languageandsamplepoliciesare
describedn Section4. Implementatiorof our approachs describedn Section5, followed by experimental
evaluationin Section6. Section9 discusseselatedwork. Finally, concludingremarksappeain Sectionl10.

2 Taint-EnhancedPolicies: Moti vation and Bene ts

In this sectionwe presenteveralmotivating attackexamples.We concludethis sectionby summarizinghe
commonfeaturef theseattacksandpointingoutimportanceof ne-grainedtaintinformation,andtheneed
for e xible policiesto detecttheseattacks.

2.1 SQL Injection isacommonvulnerabilityin webapplicationsThesesener-sideapplicationscommu-
nicatewith a web browserclientto collectdata,which is subsequentlyisedto constructan SQL querysent
to aback-enddatabaseConsiderthe statemen{writtenin PHP)for constructingan SQL queryusedto look
up thepriceof anitem speci ed by the variablename.

$cmd = "SELECT price FROMproducts WHEREname = ™ . $name . ™

If thevalueof name is assignedrom anHTML form eld thatis providedby anuntrusteduser thenanSQL
injectionis possible.In particular anattacler canprovide thefollowing valuefor name.

Xyz'; UPDATEproducts SET price = 0 WHEREname = 'OneCaratDiamondRing

With this valuefor name, cmd will take thevalue:

SELECT ... WHEREname = '|xyz'; UPDATEproducts  SET price = 0 WHEREname = 'OneCaratDiamondRing |

Note that semicolonsare usedto separatéSQL commands. Thus, the query constructedby the pro-
gramwill rst retrieve the price of someitem called xyz , and then setthe price of anotheritem called
OneCaratDiamondRing to zero.This attackenablegheattacler to purchasehisitem laterfor no cost.

Fine-grainedaint analysiswill mark every charactein the querythatis within the box astainted. Now,
a policy that precludestainted control-charactergsuchas semicolonsand quotes)or commandgsuchas
UPDATE in the SQL querywill defeattheabove attack.A morere ned policy is describedn Sectioré4.

2.2 Memory Error Exploits. Therearemary differenttypesof memaoryerror exploits, suchas stak-
smashingheap-wer ows andinteger over ows. All of themsharethe samebasiccharacteristicsthey ex-
ploit bounds-checkingrrorsto overwrite security-criticaldata,almostalwaysa codepointer with attacler-
provided data.When ne-grainedtaint analysiss used,it will markthe overwrittenpointerastainted. Now,
apolicy thatdisallavs controltransferausingtaintedpointervalueswill defeatthis attack.

2.3 Format String Vulnerabilities. Formattedprintingin C-programss achieved usingprintf ~ family
of functions. Thesefunctionstake a format string asa parameterfollowed by zeroor more parameterss
givenby theformatstring. A commonmisuseof thesgunctionsoccurswhenuntrustediatais providedasthe
formatstring, asin the statement printf(s) U If s containsanalphanumeristring,thenthis won't cause
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aproblem,but if anattacler insertsformatdirectivesin s, thenshecancontrolthe behaior of printf . In
theworstcase anattacler canusethe“ %' formatdirective, which canbe usedto overwriteareturnaddress
with attacler-provided data,andexecuteinjectedbinarycode.

When ne-grainedtaint analysisis used,the analysiswill markthe formatdirectves(suchas“%n”) as
tainted. Using a simpletaint-enhancegolicy thatdisallavs tainted“%n” charactersn the secondargument
to viprintf seriesof functions,we canpreventtheabove attack.A morerestrictive policy may preventthe
useof ary taintedformatcharactershut this risksintroductionof falsepositvesin somecases.

2.4 Attacks that “Hijack” Resource AccessPrivileges In this sectionwe considemattackghatattempto
evadedetectionby stayingwithin theboundsof resourceaccesprivilegesnormallyneededy anapplication.
Suchattacksllustratethe uniquepower affordedby combiningsecuritypolicieswith taintinformation.

Supposehatawebbrowsercontainsavulnerabilitythatallows anattack(embeddedvithin awebpage)o
uploadanarbitrary le f ownedby thebrowvseruserto amaliciouswebsitewithouttheusers consentSince
the browseritself needgo accessnary of theusers les, theaccesgo f will itself not raiseary suspicion.
However, we caneasilydetectsuchattacksby combingtaintinformationwith policies:in particular we can
usea policy thatstateghatif the lename is derived from untrustednputs,thenaccesshouldbe limited to
avery small(possiblyempty)setof les. Ontheotherhand,if the lename originatedfrom trustedsources
suchasthe programtext or throughatrustedbrowvserpopup,the policy couldallow accesgo all les. Sucha
policy will preventthistypeof attackwithoutincorveniencingnormaluseof the browser

The abore example ts in the context of most P2P applicationsas well. Moreover, a variantof this
problemleadsto mostdirectory traversal attacks,wherean attacler attemptsto accessles outsideof an
authorizeddirectory e.g.,thedocumentootin the caseof awebsener. Typically, thisis doneby including
“.. 7 charactersn lenamesto ascendabore the documentroot. In casethe victim applicationalready
incorporateschecksfor “.. ” charactersattacler may attemptto evadethis checkby replacing®. ” with
its hexadecimalor Unicoderepresentatiomr by usingvariousescapesequencesAll of thesecanbe easily
handledby a simpletaint-enhancegolicy that preventsaccesto lenamesoutsideof the documentroot if
the lename usedin theaccesss tainted.A lessrestrictive policy would be onethatprecludesuchaccessn
thosecasesvherethe lename containgainted”.. ” characters.

As a nal exampleof this classof attacks,consideran FTP sener, which normally needsto accesshe
password le for userauthenticationAn attacler maybe ableto exploit somevulnerabilitiesin the senerto
downloadthis passwverd le, possiblyfor anof ine dictionaryattack.

Thekey pointaboutall attacksdiscussedh this sectionis thatconventionalaccessontrolpoliciescannot
detectthem. Thisis becauseheattacksacces®nly thoseresourceshatarenormallyaccessedy thevictim,
andhencehesepolicieswould alreadyhave beencon guredto permittheseaccesseddowever, taintanalysis
providesawayto infer theintendeduseof a resouce accessBy incorporatinghisinferredintentin granting
accessequeststaint-enhancegoliciesprovide a way to distinguishbetweenattacksandlegitimate usesof
the privilegesgrantedo thevictim application.

2.5 Discussion. Theexamplesdiscussedbore bring out thefollowing importantpoints:

Importanceof ne-grained taint information. If we usedcoarsergranularityfor taint-tracking,e.g., by

marking a programvariableastaintedor untainted,we would not be ableto detectmostof the attacks
describedabove. For instancejn the caseof SQL injectionexample,thevariablecmd containingthe SQL

querywill alwaysbe marked astainted,asit derves part of its value from an untrustedvariablename.

As aresult, we cannotdistinguishbetweenlegitimate usesof the web application,whenname contains
an alphanumericstring, from an attack,whenname containscharactersuchasthe semicolonand SQL

commandsA similar analysiscanbe madein the caseof stack-smashingndformat-stringattackscross-
site scripting,directorytraversal,andsoon.

Needfor taint-enhancedolicies. It is not possibleto prevent theseattacksby enforcingcorventional
accesgontrolpolicies.For instancejn the SQL injectionexample,onecannotusea policy thatuniformly
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preventsthe useof semicolonsand SQL commandsn cmd: sucha policy would precludeary useof the
databaseandcausehe web applicationto fail. Similarly, in the memoryerrorexample,onecant have a
working programif all controltransfershroughpointersareprevented.Finally, theexamplesn Sectiorn2.4
werespeci cally choseno illustratethe needfor enforcingdifferentpoliciesfor resourceaccessedased
onthesourceof the lename datausedin resourceaccess.
Anotherpoint to be madein this regardis thatattacksarent characterizedimply by the presenceor ab-
senceof taintedinformationin agumentgo security-criticaloperationsinsteadjt is necessaryo develop
policiesthatgovernthe mannetin which tainteddatais usedin thesearguments.
An importantfeatureof taint-enhancegolicy enforcemenis thatit disruptsthe essentiaktepsn theattacks
mentionedabore, without restricting legitimate opeiation of a protectedapplication? This provides high
con denceandaccurag in attackdetection.

3 Transformation for Fine-grained Taint Tracking

Therearethreemainstepsn taint-enhancegolicy enforcement(i) marking i.e.,identifying which external
inputsto the programareuntrustecandshouldbe marked astainted,(ii) tradking the o w of taintthroughthe
program.and(iii) chedking inputsto security-sensifie operationaisingtaint-enhancegolicies. This section
discussesracking,which is implementedisinga source-to-sourctansformatioron C-programsTheother
two stepsaredescribedn Sectior4.

3.1 Runtime Representationof Taint Information

Our techniquerackstaint informationat the level of bytesin memory This is hecessaryo ensureaccurate
taint-trackingfor type-unsaféanguagesuchasC, sincethe approackcancorrectlydealwith situationssuch

asout-of-boundsarraywrite thatoverwritesadjacentlata.A one-bittaint-tagis usedfor eachbyteof memory

with "0' representingheabsencef taint,and 1' representinghepresencef taint. A bit-arraytagmap stores
taintinformation. Thetaintbit associateavith a byteataddress is given by tagmap(a]

In principle,tagmap canbeviewedasa statically-allocate@rray but thiswill have theundesirableffect
of locking up 1/8thof thetotal addresspace.To avoid this, we allocatethetagmaparrayon-demanduysinga
techniquehatcanbelikenedto userlevel page-ault handling.Initially, tagmap will beinitializedtoa x ed
locationin memaory but no memorywill be allocated.Whentagmap[i] is accessedf the corresponding
memoryhasnt yet beenallocatedjt will raisea signalrelatedto memoryfault. In thetransformedrogram,
weintercepthissignal,andquerytheOSto determingheaddressnvolvedin thefault. If thisaddres®elongs
to tagmap , we allocatea chunkof memory(say 16KB) usingmmap andreturnfrom the signalhandler If the
memoryfaultis dueto a differentaddressthenthe signalis forwardedto the programs own signalhandler

3.2 BasicTransformation

The source-codéransformatiordescribedn this sectionis designedo track explicit information ows that
take placethroughassignmentandarithmeticandbit-operationsimplicit o wsthattake placethroughcom-
parisonsandconditionalsareaddresseth Section3.4. At a high-level, explicit o w is simpleto understand:
theresultof anarithmetic/bitexpressioris taintedwheneer ary of thevariabledn the expressioris tainted
avariablex is taintedby anassignmenx = e wheneer eiis tainted.
Speci cally, Figure2 shavs the expressionT (E) thatcomputeghetaintinformationassociatedvith anex-
pressiorE . Figure3 shaws, for eachtypeof statemens, the correspondingransformedrersionT rans(S),
which make useof T(E) de nition in Figure 2. The transformationrules shavn in the table are self-
explanatoryfor mostpart, so we explain only on the rules on transformationof functions. Logically, the

2For instance format directivesarent restrictedif they originatedfrom the programtext. Similarly, a web applicationcanuse
arbitrarySQL commandsincluding metacharacters, they originatedwithin the applications programtext.



lE | T(E) | Comment |

c 0 Constantsreuntainted
v tag(& V; tag(a; n) refersto n bits s | Trans(S) |
sizeof (v)) startingattagmap(a] v=E v=E;
&E 0 An addresss tag(& v;sizeof (v)) = T(E);
alwaysuntainted S1;S: Trans(Si1); Trans(Sz)
E tag(E; if (E)S: if (E) Trans(S1)
sizeof ( E)) else S; else Trans(S;)
(cast)E | T(E) Typecastsdon't while (E) S | while(E) Trans(S)
changdaint. return E return (E;T(E))
op(E) T(E) for arithmetic/bitop f(a)f Sg f(a;ta) f
0 otherwise tag(& a; sizeof (a)) = ta; Trans(S)g
Ei10pE2 | T(E1) jj T(E2) | for arithmetic/bitop v=f(E) (v;tag(&v;sizeof (v))) = f(E; T(E))
0 otherwise v=( f)E) | (v;tag(&v;sizeof (v))) = ( f)(E;T(E))
Figure2: De nition of Taintfor Expressions Figure3: Transformatiorof Statements

taintinformationfor eachfunctionparametea is providedthroughanadditionalparameteta. At thebegin-
ning of thefunctionbody, thevalueof ta is copiedinto the tag bits associatedvith a. This stepis necessary
sincethe actualparametepassingactions,suchas pushingvaluesonto the stack,happenat a lower level
andarent visible at the level of the sourcelanguage.A similar mechanisrris neededo copy the tag bits
associateavith areturnvalueinto thecaller

In our implementationwe don't useadditionalparametersinceit introducesadditionalcompleity in
dealingwith untransformedibraries.Insteadwe usea separatetackto pasgaintaguments.

3.3 Optimizations

The basictransformationdescribedabove is effective, but introduceshigh overheadsslonving dovn some
programsby a factorof 5. To improve performancewe have developedsereral optimizationtechniques
thatwe summarizebelon. Togethertheseoptimizationshave reducedhe overheadgo belov 80% for most
CPU-intensrie programsandto belov 10%for mostcommonsener programs.

System-lerel Optimizations.

Useof 2-bit taint values. In the implementationaccessingf taint-bitsrequiresseveral bit-maskingand
unmaskingoperationswhich degradesperformancesigni cantly. We obsered that by using 2-bit taint
values thetaint valuefor integervariableswill be containedwithin a singlebyte, therebyeliminatingthe
needfor thesemaskingoperationsThis approachdoesincreasgehe memoryrequirement$or tagmap , but
ontheotherhand,opensup the possibility of trackingrichertaintinformationin future.

On-demandllocation of tagmap allocation: Our original approachuseda globalvariableto implement
tagmap . But the initialization of this huge array (1GB) that took place at the programstartincurred
signi cant overheads. Note that tag initialization is warrantedonly for static datathat is initialized at
programstart,andnot others.So,we rst experimentedy usingmmapto allocatethis arraydynamically
andlimiting initialization to a smallfractionof thearray This reducedhe startupoverheadsbut themere
useof addresspaceseemedo tie up OSresourcesuchaspagetableentries,andsigni cantly increased
timesfor forking. For programssuchas shellsthat fork frequently this overheadis signi cant, so we
switchedto anon-demandallocationof tagmap explainedearlier
Intra-pr ocedural Optimizations.

Use of local taint tag variableswhenpossible To further reducethe overheaddor accessingagmap ,
we have implementedan optimizationthat useslocal variablesto maintaintaint tags. Suchan approach
is soundin the absencef aliasingof local variables.Henceit is appliedonly to thosefunctionsthatdo
notexplicitly computethe addressesf local variables.Sincelocal variablesaretypically usedmuchmore
frequentlythanglobalvariablesthis optimizationyieldssigni cant performancemprovementin practice.



Intra-procedual dependencwnalysis. To furtherimprove performanceywe performa local dependenc
analysisto determinewhethera local variable can ever becometainted. Note that a local variable can
becometaintedonly if it is involved in an assignmentvith a global variable,a procedureparameteror
anothetocal variablethatcanpossiblybecomeainted.

Further optimizations. We are consideringtwo optimizationsin our ongoingwork to further improve
the performance.The rst concernsgeneratiorof two versionsof eachfunction, one that acceptgainted
amgumentsandanothetthatacceptaintaintedarguments.This couldbeeasilygeneralizedo producemultiple
versionsgachcorrespondingo adifferentsubsebf taintedaguments Suchanapproacmeeddo becoupled
with aninter or intra-procedurastaticanalysiso determinavhich versionof afunctionshouldbeinvoked at
ary programpoint. This staticanalysiscanalsodrive which functionversionsto generate Finally, to avoid
code-gplosion,technigueseedto be developedto controlthe numberof versionsgenerated.

3.4 Support for Implicit Information Flow

Implicit information o w occurswhenthe valuesof certainvariablesarerelatedby virtue of programlogic,
eventhoughthereis no assignmentbetweerthem.A classicexampleis givenby the codesnippet25]:

y=0; if (x==1) vy=1;
Eventhoughthereis noassignmentsvolving x andy, theirvaluesarealwaysthesame . Theneedfor tracking
suchimplicit o wshaslongbeerrecognized[12] formalizedimplicit o wsusinganotionof noninterfeence
Severalrecentresearclefforts[17, 29, 19] have developedtechniquedasedon this concept.

Noninterferencas a very powerful property and can captureeven the leastbit of correlationbetween

sensitve dataandotherdata.For instancejn thecode:

if (x > 10000) error=true;

it (lerror) { y = "lbin/ls"; execve(y); }
thereis animplicit ow fromx toerror , andthentoy. Henceapolicy thatforbidstainteddatato beusedas
anexecve amgumentwould beviolatedby this code,leadingusto the conclusionthatnoninterference-sad
taintanalysiswill leadto excessie falsealarmsin ourapplication.

In the context of thekinds of attackswe areaddressingit is clearthatattaclersneedmuchmorecontrol
overthevalueof y thantheminimalrelationshipthatexistsin thecodeabove. Thus,it is moreappropriatdo
track explicit o ws. Neverthelessthereis animportantcasethatoccursfrequentlyin web applicationghat
requireshandlingof implicit o ws. Often, datasuppliedto a web applicationis encodedand needsto be
decodedy the applicationbeforeuse. Thedecodedlatadepend®n theinput,andmustbe markedtainted.

Ourapproachsto supportheimplicit o wsthroughwhichthevalueof onevariabledetermineshevalue
of anothewariable.Usingthis selectioncriteria,we achiee a balancedrade-of betweernrackingnecessary
datavalue propagatiorand minimizing harmful taint informationdissemination Currently we supporttwo
suchkindsof implicit o ws.

Translationtables.Decodingis sometimesmplementedisingatablelook up, e.g.,
y = translation _tab[x];

wheretranslation tab is anarrayandx is abyte of input. In this case the valueof x determineshe
valueof y althoughthereis no directassignmenfrom x to y. To handlethis case we modify the basic
transformatiorso thatthe resultof anarrayaccesss marked astaintedwheneer the subscripts tainted.
This successfulljhandleghe useof translationtablesin the PHPinterpreter
Decodingusingif-then-else/switt. Sometimesgdecodings implementedisinga statemenof the form:

if (x =='+) vy ="
(Suchcodeis often usedfor URL-decoding.) Clearly the valueof y is determinecentirely on the value
of x. More generally switch statementgould be usedto translatebetweenmultiple characters.Our
transformatiorhandleghemin the sameway asa seriesof if-then-elsestatementgor which thefollowing



patternis applied:if (x == E) y = E% If E andE?areconstant-alued, we add an assignment

tag(y) = tag(x).
In our experiment,we foundthatthe supportfor thesetwo typesof implicit o ws arenecessaryor detecting
attackghatencodeattackingrequestsn characteencodingormatssuchasURL encoding.n fact,disguising
attackingstringswith characteencodingis a commontechniqueusedby attaclersto evadeinput validation
checksin applicationsor input lter basedntrusiondetectionsWith the supportfor thesemplicit o ws,we
areableto correctlytrackhow thetaintinformationof untrustednput datapropagatesvenwhentheseinput
dataaredecodedrom their original encodingformats. Consequent|your tainted-enhancegolicy checking
won't befooledby theseattacks.

4 SpecifyingMarking Speci cation and Security Policies
4.1 Marking Trusted and Untrusted Inputs

Marking actionsareneededor all datacomingfrom externalsourceslf all code,includinglibraries,is trans-
formed,thenmarkingneeddo be speci edfor systemcallsthatreturninputs,for ervironmentvariablesand
command-lineaguments.(If somelibrariesarent transformedthenmarkingspeci cationsmay be needed
for untransformedibrary functionsthatperforminputs.) Notethatwe cantreatcommand-linergumentsand
ernvironmentvariablesasargumentsto a call to main. Thus, marking speci cationscan,in every case,be
associateavith afunctioncall.

Marking actionsare speci ed using BMSL (Behavior Monitoring Speci cation Language)28, 5], an
event-basedanguagethat is designedto supportspeci cation of securitypolicies and behaiors. BMSL
speci cationsconsistof rulesof theform event_pattern ! action. We useBMSL in asimpli ed wayin
this paper— in particular event_pattern will be of the form event j condition, whereevent identi es a
function. Whenthis functionreturns,and(the optional)condition holds,action will beexecuted.Theevent
correspondingo afunctionwill take anadditionalargumentthatcaptureshereturnvaluefrom the function.
Both the conditionand action can useexternal functions(written in C or C++). Moreover, the action can
includearithmeticandlogical operationsaswell asif-then-else Considerthefollowing example:

read(fd, buf, size, rv) --> if (isNetworkEndpoint(fd)) taintBuf(buf, rv)
else untaintBuf(buf, rv)
This rule stateghatwhentheread functionreturnsthebuf agumentwill betainted,basedon whetherthe
readwasfrom a network or not, asdeterminedy the externalfunctionisNetworkEndpoint . The actual
taintingis doneusingtwo supportfunctionstaintBuf ~ anduntaintBuf . Only asmary bytesof the buffer
aswerereturnedby theread aremarked.

Note thatevery input actionneedsto have an associatedanarkingrule. To reducethe burdenof writing
mary rules,we provide default rulesfor all systemcallsthat untaintthe datareturnedby eachsystemcall.
Speci c rulesthatoverridethesedefault rules,suchastherule givenabore, canthenbe suppliedby a user

4.2 SpecifyingSecurity Policies

To detectgeneralizednjectionattacksargumentgo security-sensiie operation@rechecledagainssecurity
policies,which canreferto datavaluesaswell astheirtaintinformation.

Securitypoliciesarealsowritten in BMSL rules,but theserulesare slightly differentfrom the marking
rules. In securitypolicy rules, the conditioncomponentwhich speci es securitychecks,is examinedim-
mediatelybeforethe eventfunction beinginvoked. To simplify policy speci cation, abstract eventscanbe
de ned to represent setof functionsthatsharethe samesecuritypolicy. Thede nition of conditionis also
extendedo supporiaregularexpressiorbasedatternmatchingwith thekeyword matches . Bothdatavalues
andtheirtaintinformationcanbe usedto de ne sucharegularexpressiomattern.For example,d represents



| Attack Type | Policy | Comment |
Control- ow jmp (addr) j Taintedvaluescannotbe used
hijack addr matc hes \(::)!™" 1 term() asatargetof controltransfer
Formatstring vfprin tf (f mt) j Formatspeci ers(e.g%r)
f mt matc hes \(:) (FormatSpecier)'(:) "! reject() shouldnotbetainted

Directory le _function( path) = path shouldnot containdirectory
traversal execv(path; ) jj open(path; ) jj realpath(path;) jj :: traversalstrings(e.g."/../"), or

le _function( path) j therealpathof path shouldnotgo

path matc hes \(:) (DirT raversalModi er )'(:)
&& escapePrefixD ir (path) ! reject()

outsidethe basedirectoryof path

Crosssite html _print_function( str) j No taintedscripttags(e.g.script,
scripting str matc hes \(StrldNum jDelim) (ScriptT ag)'(:) " object) shouldbe outputto HTML
I reject()
SQLinjection | sql_query_function( query) j SQL querystringshouldnot
query matc hes \(StrldNum jDelim) (SglMetachar)'(:) " | containtaintedmeta-chars
I reject()
Shellcommand| shell_.command_function( cmd) j cmd argumentof system or popen
injection cmd matc hes \(StrldNum jDelim) (ShellMetachar)!(:) " | shouldnt containtaintedmeta-chars
I reject()

Figure4: Securitypoliciesfor attackdetection

asinglecharacted with anunspeci edtaint value,while d' de nes ataintedcharacted.® Parentheseare
usedin regularexpressiorpatterngo groupcharactersogether The metacharactet.’  matchesary single
characterwhile the metacharacter* matchesa sub-patterrzeroor moretimes. Similar to otherregular
languagesin aregularexpressiorpatternde nition, otheralreadyde ned regularexpressiorpatternsanbe
used.For instance StridNum  usedin mary samplepolicy rulesis simply a regular expressiorpatternthat
matcheseitherastring,or anidenti er, or anumericvalue.

Figure 4 shavs the examplesof a few simple yet effective policiesto detectvariousattacks. For the
control- ow hijack policy, (which candetectstack-smashingndmostothermemoryerror exploits), we use
a specialkeyword jmp in the placeof a function name,aswe needsomespecialway to capturelow-level
control- ow transferghatarent exposedirectly in the C-languageFor formatstringattackswe only de ne
apolicy for vfprintf  , becausefprintf is the commonfunction usedinternally to implementall other
printf  family of functions. Therearetwo supportfunctionsusedin action term() terminateghe program
execution,while reject() deniesherequestindreturnswith anerror

Dependingon applicationspoliciescanbefurtherre ned. For example,the SQL injectionpolicy shavn
in Figure4 cannotdetectsomeSQL injectionattacksthatuseonly SQL keywords(but not meta-characters).
A re ned policy would be onethattokenizesthe SQL query andthenchecksto ensurethat no two tokens
appeamwithin ataintedsubstring.This policy is basedn the assumptiorihatno two consecutie parameters
in a SQL query (or a parametefollowed by a keyword or a metacharacterghouldcomefrom the user In
thesamemannerwe canuseatokenizerbasedpolicy to detectshellcommandnjectionattackshattaintthe
commandcomponentdn the stringamumentpassedo a shell.

5 Implementation

We have implementedhe programtransformationiechniquedescribedn Section3. Thetransformerconsists
of about3,600lines of Objective Caml codeand usesthe CIL [18] toolkit asthe front endto manipulate
C constructs.Our implementatiorcurrentlyhandlesglibc ~ (containingaroundl million LOC) andsereral
othermediumto large applications Thecompl«ity andsizeof glibc demonstratethatourimplementation
canhandle“real-world” code.We summarizesomeof the key issuesnvolvedin ourimplementation.

3Forastrings, s' canbede ned aseitherevery characten s is tainted,or ary charactemn s is tainted ,dependingn how strictly
we wantto enforcetaint-enhancegolicies.



5.1 Copingwith Untransformed Libraries

Ideally, all thelibrariesusedby anapplicationwill betransformedisingourtechniquesoasto enableaccurate
taint-tracking.However, in practice sourcecodemaynotbeavailablefor somdibraries,or in rarecasessome
functionsin alibrary maybeimplementedn assemblyOneoptionwith suchlibrariesis to do nothingatall.
Ourimplementations designedo work in this case put clearly the ability to trackinformation o w through
untransformedunctionsis lost. To overcomethis problem,our implementatiorofferstwo features.First, it
producesvarningswhena certainfunction could not be transformed.This ensureshatinaccuraciesvon't
be introducedinto taint-trackingwithout explicit knowledgeof the user Whenthe userseesthis warning,
shemay decidethatthefunctionin questionperformslargely “read” operationspor will never handletainted
data,andhencethe warningcansafelybeignored. If not, thenourimplementatiorsupportssummarization
functionsthatspecifyhow taintinformationis propagatedby a function. For instancewe usethe following
summarizatiorfunction for the memcpy thatis de ned usingassemblycode. Summarizatiorfunctionsare
alsospeci edin BMSL, andusesupportfunctionsto copy tainttaginformation.A summarizatioriunctiona
functionf would beinvokedin thetransformedcodewhenf returns.

memcpy(dest, src, n) --> copy_buffer_tagmap(dest, src, n);

Sofar, we hadto write summarizatiorfunctionsfor two glibc  functionsthat are written in assembly
andcopy data,namely memcpyandmemset. In addition,gcc replacescallsto somefrequentlyusedlibrary
functionssuchasstrcpy andstrdup with its own code. To handlethis, we hadto write 13 additional
summarizatiorfunctions.

5.2 Injecting Marking, Checkingand Summarization Codeinto Transformed Programs

In our currentimplementationthe markingspeci cations,securitypolicies,andsummarizatiorcodeassoci-
atedwith afunctionf areall injectedinto the transformedprogramby simplyinlining (or explicitly calling)

therelevantcodebeforeor afterthecall tof . In thefuture,we anticipatethesespeci cationsto be decoupled
from the transformationand be ableto operateon binariesusing techniquessuchas library interposition.
This would enablea site administratorto alter, re ne or customizeher notionsof “trustworthy input” and
“dangerousamguments”without having accesso sourcecode. Suchan extensionis simpli ed by the useof

BMSL, sincethelanguageprovidesruntimeervironmentsto hookinto processessingmary differenttech-
niguessuchaslibrary interpositionor systemcall interposition.Naturally suchanextensionwill work only

for policiesthatoperateat functionlevel, but notfor thejmp policy of Figure4. However, sincewe anticipate
thatanoverwhelmingmajority of policieswill beexpressedisingfunctions thislimitation is unlikely to bea

problemin practice.

6 Experimental Evaluation

The primary goal of our evaluationis to determinethe effectivenessof the approachn stoppinggeneralized
injectionattackg(Section6.1),andits performancéSection8.1). Sincethe policieswereexplicitly designed
to avoid falsepositives,they areunlikely to occurandsowe did notcarryoutextensve experimentgo analyze
them,but do notethatnonewereobsered in our evaluation. Due to spacdimitations, a discussiorof false

positves/ngativesisn't providedin the main papey but canbefoundin theappendix.

6.1 Attack Detection

Table5 shavs the attacksusedin our experiments Theseattackswerechoserto cover awide rangeof attack
categorieswe have discussedandto spanmultiple programmindanguagesWherever possiblewe selected
attackson widely-usedapplications,since obvious security vulnerabilitieswould have been x ed in such
applicationsandhencewe aremorelikely to be detectingsophisticatedttacks.

In termsof marking,all inputsreadfrom network (usingread , recv andrecvfrom ) weremarkedas
tainted. SincePHP interpreteris con gured as a modulefor Apache,the sametechniqueworks for PHP
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CVE# | Program | Language | Attack type | Attack description |
CAN-2003-0201| samba C Stacksmashing Buffer over ow in
call_trans2opeffunction
CVE-2000-0573| wu-ftpd C Formatstring via SITEEXEC command
CAN-2005-1365| picosener C Directorytraversal | Commandexecutionvia

URL with multiple leading
“/" characterand”..”
CAN-2003-0486| phpBB2.0.5 PHP SQLinjection via topic_id parameter
CAN-2005-0258| phpBB2.0.5 PHP Directorytraversal | Deletearbitrary le

via“..” sequencem
avatarselecparameter
CAN-2002-1341| SquirrelMail1.2.10 PHP Crosssitescripting | Insertscriptvia the mailbox
parametem readbodyphp

CAN-2003-0990| SquirrelMail1.4.0 PHP Commandnjection | viameta-charactan

“To:” eld
CAN-2005-1921| PHPXML-RPC PHRC Commandnjection | Evalinjection
CVE-1999-0045| nph-test-cgi BASH Shellmeta-charactef using™ in $SQUERYSTRING

expansion

Figure5: Attacksusedin effectivenessvaluation

applicationsaswell. Network datais taintedwhenit is readby Apache,andthis information propagates
throughthe PHP interpreter andin effect, throughthe PHP applicationaswell. The policiesusedin our
attackexampleswerealreadydiscussedn Sectiond. For bash , boththemarkingandpolicy checkingis a bit

differentandis discussedeparately

To testour techniquewe rst dowvnloadedthe software packageshavn in Figure5. We downloaded

the exploit codefor eachof the attacksandveri ed thatthey worked asexpected.Theveri cation stepused

transformedC-programsandinterpretersput with the policiesdisabled. Thenwe enabledhe policies,and

veri ed thateachone of the attackswere preventedby thesepolicies. We alsoveri ed thatthe policiesdid

not causeary falsealarmsundernormaloperation.

Network Sewersin C. We studiedthreenetwork seners:

wu-ftpd  versions2.6.0andlower have aformatstringvulnerabilityin SITE  EXECcommandhatallows
arbitrarycodeexecution.Theattackis stoppedy the policy thatthe formatspeci er %nin aformatstring
shouldnotbetainted.

samba versions2.2.8andlower have a stack-smashingulnerabilityin processing type of requestalled
“transactior? open. Theattackviolatesthe policy thatthetamgetsof controltransferbegivenby untainted
data,andhencetheattackis stopped.

Pico HTTP Server (pServ) versions3.2andlower have a directorytraversalvulnerability The web
sener doesinclude checksfor the presenceof “.. ” in the le name,but allows themaslong astheir
usedoesnt go outsidethe cgi-bin  directory To determinethis, pServ scansthe lename left-to-
right, decrementinghe countfor eachoccurrenceof “.. ”, andincrementingit for eachoccurrenceof
“/” character If the countergoesto zero,thenaccesss disalloved. Unfortunately a lename suchas
Icgi-bin///l..1../bin/sh satis esthis check, but hasthe effect of going outsidethe /cgi-bin
directory This attackis stoppeddy thedirectorytraversalpolicy shavn in Section4.

Web Applicationsin PHP.

phpBB2 SQLinjection: phpBB, a popularelectronicbulletin boardapplication,hasan SQL injectionvul-
nerability (in version2.0.5)thatallows an attacler to stealthe MD5 passwerd hashof anotheruser The
vulnerablecodeis:

$sql="SELECT p.post_id FROM... WHERE.. AND p.topic_id = S$topic_id AND ..."
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Normally, the usersuppliedvalue for the variabletopic _id shouldbe a numbey andin that case,the
above queryworksasexpected.Supposeahattheattacler providesthefollowing value:

-1 UNION SELECT ord(substring(user_password,5,1)) FROMphpbb_users  WHEREuserid=3/*
This cornvertsthe SQL queryinto a unionof two SELECTstatementsandcommentsout (using“/* ) the
remainingpartof theoriginalquery The rst SELECTreturnsanemptysetsincetopic id issetto 1. As
aresult,the queryresultequalsthe value of the SELECTstatemeninjectedby the attacler, which returns
the 5th bytein the MD5 hashof the bulletin boarduserwith the useridof 3. By repeatinghis attackwith
differentvaluesfor the seconcdparametenf substring , theattaclker canobtaintheentireMD5 passwerd
hashof anotheruser Our techniquedetectsthis attackbasedon the SQL injection policy describedn
Sectiord.

SquirrelMail cross-sitescripting: SquirrelMail is apopularweb-base@mailclient. Version1.2.10
containgmnultiple cross-sitescriptingvulnerabilities e.g.,read body.php directly outputsvaluesof user
controlledvariablessuchasmailbox whengeneratingesponséHTML pages.The attackis stoppedoy
the cross-sitescriptingpolicy in Sectiord.

SquirrelMail commandnjection: SquirrelMail (Versionl.4.0)constructsa commandor encrypt-
ing emailusingthefollowing statemenin thefunctiongpg _encrypt  in the GPGplugin1.1.

$command .= " -r $send_to_list 2>&1";
Thevariablesend _to _list shouldcontaintherecipientnamein the“To” eld, whichis extractedusing
the parseAddress  function of Rfc822Header objectin SquirrelMail . However, dueto a bug in
this function, somemalformedentriesin the “To” eld arereturnedwithout checkingfor properemail
format. In particular by entering'trecipient; hcmd ;” into this eld, theattacler canexecuteary arbitrary
commandhcmd with the privilege of the web sener. By applyinga policy that prohibitstaintedshell
metacharactelis the rst agumentto thepopen function,this attackis stoppedoy ourtechnique.
phpBB directory traversal: A vulnerability exists in phpBB, which, when the gallery avatar featureis
enabled allows remoteattaclersto deletearbitrary les usingdirectorytraversal. This vulnerability can
be exploited by a two-stepattack. In the rst step,the attacler savesthe le name,which contains*.. ”
charactersinto the SQL database.In the secondstep,the le nameis retrieved from the databasend
usedin acommand.To detectthis attack,it is necessaryo recordtaintinformationfor datastoredin the
databasewhich s is quiteinvolved. We took a shortcut,andmarked all dataretrieved from the database
astainted. (Alternatively, we could have marked only those elds updatedby the userastainted.) This
enabledheattackto be detectedisingthe directorytraversalpolicy.
phpxmirpc/expat commandnjection: phpxmlirpc is a packagewritten in PHPto supportimplemen-
tation of PHP clients and seners that communicateusing the XML-RPC protocol. It usesthe expat
XML parserfor processing{ML. phpxmirpc versionsl.0andearlierhase aremotecommandnjection
vulnerability Ourcommandnjectionpolicy stopsexploitationsof this vulnerability

Bash CGI Application.  nph-test-cgi is a CGl scriptthat wasincludedby default with Apacheweb
senerversionsl.0.5andearlier It printsoutthevaluesof theervironmentvariablesavailableto a CGl-script.
It usesthe codeecho QUERYSTRING = $QUERYSTRING to print the value of the querystring sentto it.

If the querystring containsa “*” thenbashwill apply le nameexpansionto it, thusenablingan attacler
to list ary directoryonthewebsener. This attackwasstoppedby a policy thatrestrictedthe useof tainted
metacharacteris theagumentto shell _glob _filename , whichis thefunctionusedby bashfor le name
expansion. In termsof marking, the CGI interfacede nes the exact setof environmentvariablesthrough
whichinputsareprovidedto a CGl application,andall thesearemarked astainted.

7 FalsePositives

Falsepositvescanarisedueto (a) overly restrictive policies,(b) strongeithan-usuatrust,and(c) conserative
natureof taint-tracking.Fromthediscussiorof the policiesin Sectiord, it canbe seenthatthe policiesarent
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| Senwver Programs | Workload | Overhead |

Apache-2.0.40 Webstone2.5,30 clientsconnecteaver 100Mbpsnetwork | 6%
wu-ftpd-2.6.0 Downloada12MB le 10times. 3%
sshd-OpenSSi.5p1 Download(usingscp)24MB le 3times. 4%
post x-1.1.12 Sendonethousan®BKB emails 7%

Figure6: Performanceverhead®f seners.For Apachesener, performances measuredh termsof latengy
andthroughputdegradation.For otherprogramsit is measuredn termsof overheadn clientresponsdime.

| Program | Workload | Overhead(A) | Overhead(B) |
bc-1.06 | Findfactorialof 600. 55% 55%
enscript-1.6.4) Corverta5.5MBtext le into apostscriptle. 58% 68%
bison-1.35| ParseaBison le for C++grammar 78% 84%
gzip-1.3.3| Compresa1l2MB le. 111% 116%
Avg. Overhead 76% 81%

Figure 7: Performanceverheadof CPU-intensie programs. Performancds measuredn termsof CPU
time. Overhead A)/(B) correspondso with securitypolicy checkingdisabled/enabledespeciiely.

unusuallyrestrictve, and hencewe do not expectmary falsealarmsin practice. As expected,we did not
experienceary falsealarmsin our experiments.

Whenanapplicationplacesa higherdegreeof truston its user the policiesneeddo bere ned to re ect
thistrust. A strengthof our approachis the easeof changingpoliciessothatthe operatorof applicationsan
quickly remedyfalsealarms.

Thethird reasorfor falsealarmis the conserative natureof our taint-tracking.In particular whenarith-
metic andbit-operationsare usedto combinetaintedvalues(possiblywith untaintedvalues),the resultmay
have very little relationshipto original input. For the type of applicationsstudiedin our experiments this
seemdo be relatvely rare. Theseapplicationstendto interpretuserinput as datathatis either stored,or
usedasparameter$o otherapplicationsln thesecasesthetaintedvaluesaretypically copied,andthe useof
arithmeticandotheroperationss rare.

8 FalseNegatives

Falsenegatives can arisedue to (a) overly permissie policies, (b) subtleimplicit information o ws, and
(c) useof untransformedibraries without adequatesummarizatiorfunctions. We believe thatthe policies
describedn Section4 areunlikely to permitthetypesof attacksdescribedn this paper

Implicit information o ws canbe a problemif the protectedapplicationis itself written by the attacler,
in which caseshecanuseimplicit o ws (ratherthanexplicit assignmentso fool taint-tracking.Otherwise,
implicit o wstypically do notprovide a gooddegreeof controloverthe behaior of thevictim application.

As for externallibraries,the bestapproactis to transformthem,sothatthe needfor summarizatiorcan
beeliminated.If this cannotbe done,thenour transformatiorwill identify all the externalfunctionsthatare
usedby an application,sothat errorsof omissioncanbe avoided. However, if a summarizatiorfunctionis
incorrect,thenit canleadto falsenggatives,falsepositives,or both.

8.1 Performance

Figure 7 shaws the performanceoverheadsof our approach. The original and the transformedprograms
werecompiledusinggecc 3.2.2 with -O2, andexecutedona1l.7GHz/512MBPCrunningRedHat Linux 9.
Executiontimeswerethemedianof 10runs.For Apache we ranWebStone.5for 30 minuteswith 30clients
fetching5KB les over 100Mbpsnetwork. All the programsausedtransformedylibc  duringexecution.

For sener programsthe overheadf our approachs low. Thisis becausehey arel/O intensve, whereas
our transformationaddsoverheadsonly to codethat performssigni cant amountof copying and/orother
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CPU-intensrie operations. For CPU-intensre C-programsthe overheadis moderate— between55% to
116%,with anaverageof 81%.

8.1.1 Effect of Optimizations. The optimizationsdiscussedn Section3.3 have beenvery effective in
reducingthe overheadgo be reasonablyow for mostprograms.We commenton their effectivenesson the
CPU-intensie benachmarkshavn above.

Useof 2-bit taint tags reducedhe overheadsy 15%to 75% of the baserunningtime (i.e., runtimeof the
untransformegbrogram).Programghatoperateon integersgainmuchmoredueto this optimizationthan
thoseoperatingon strings.

Useof mmapreducedheoverheaddy afurther5%to 50%.

Use of local taint variablesreducedthe performanceoverheadshy 30% to 400%. Compilerssuchas
GCC arevery good at performingcode optimizationssuchas commonsubepressionelimination, copy
propagatioranddead-ariableeliminationonlocal variables.In contrastwhenthetagvariablesareglobal
arrays,theseoptimizationsarent typically possiblesincethey may not be sound(dueto possiblealiasing
etc.) As aresultwhenwe usea local taint variable,asopposedo theglobaltagmap array thecompileris
ableto eliminatetaint-trackingfor mary variables.Sincemostprogramsaccessocal variablesnuchmore
frequentlythanglobalvariablesthis optimizationhasa dramaticimpact.

Intraprocedual analysisandoptimizationfurtherreducesheoverheady upto20%. Thegainsaremodest
becausgcc optimizationshave alreadyeliminatedmostlocal tag variablesafterthe previous step.

Whencombinedtheseoptimizationsreducethe overheady afactorof 2 to 5.

Explanation of the nal performancenumbers. Giventhatour transformatiorintroducesa taint-tagas-
signmentor eachoriginal assignmenin theprogram,andthattagmap accessearegenerallymorecomplex
(involving multiple bit-maskingoperationsiandarelesslikely to be optimized,one might expectthat over
headsshouldbe 100%or higher Therearetwo reasonsvhy the overheadsirelow. For sener applications,
they aremainly I/0-bound.Moreover, they readdatafrom onesourceinto a buffer, andsimply write thesame
buffer into a different le descriptorwithout performingary in-memorycopies.Finally, sinceour optimiza-
tionsareparticularlyeffective in eliminatingtaint-trackingfor local variablesthe performanceverheadsre
likely to below for programshatmainly accesdocal variables.We instrumentedhe applicationsshavn in
thetablesabove, andfoundthatoften, over 90% of accesseareto local variables.For instancepc has99%
of its accesset local variables gzip is anexception,with 41%ofits accessegoingto globalvariables and
hencet hasover 100%performanceverhead.

9 RelatedWork

Memory Error Exploit Detection Buffer over ows andrelatedmemoryerrorshave receved a lot of at-
tention, and several ef cient techniqueshave beendevelopedto addresgshem. Early approachesuchas
StackGuard9] andits ProPolice[1] focusedon just a single classof attacks.Recently moregeneraltech-
niquesbasednrandomizatiornave beendeveloped andthey promiseto capturemostmemoryerrors[15, 4].

However, dueto the natureof the C-languagethesemethodsstill cannotdetectcertaintypesof attackse.g.,
over ow from anarraywithin astructureo anadjacenwariable.Fine-grainedaintanalysiscancapturethese
attackswheneer the corrupteddatais usedasargumentin a sensitve operation. (This is usuallythe case,
sincethe goal of anattacler in corruptingthatdatawasto performa security-sensie operation.)Although
our overheadsaregenerallyhigherthanthe techniquesnentionedabore, we believe thatthey aremorethan
compensatety theincreasen attackcoverage.

Fine-grainedtaint analysis. Thekey distinctionsbetweerourwork andprevious ne-grainedtaintanalysis
techniquef [21, 27, 7] werealreadydiscussedn the introduction,so we limit our discussiorto the more
technicalpoints here. As mentionedearlier [27, 7] rely on hardware supportfor taint-tracking. [21] is

closerto our techniqueghanthesetwo techniques.lt hasan adwvantageover oursin thatit canoperateon
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arbitrary COT S binaries,whereaswve requireaccesgo C-sourcecode. This avoids problemssuchashand-
written assemblycode,andallows themto dealwith memoryerrorson low-level structureghatareinvisible
to high level codesuchasthe global offset table (GOT) usedin dynamiclinking. Their main dravbackis
performanceontheapplicationApachethatthey provide performancenumberson,their overheadsremore
than100timeshigherthanours. Thisis becauséa) they rely onValgrind,whichin itselfintroducesnorethan
40 timesoverheadascomparedo our technique and(b) they areconstrainedy having to work on binary
code,andwithout thebene t of staticanalysesindoptimizationsthathave goneinto our work®*.

Thereareseveral othertechnicaldifferencesetweerour work andthatof [21]. For instancethey track
32-bitsof taintinformationfor eachbyte of data,which enablegshemto correlateattacksto inputs,whichis
usefulfor derving attacksignatures/ Iters.This increasesnemoryoverheadsver ours. Anotherimportant
differenceis our supportfor implicit o ws,which arent handledn [21].

Dynamic Taint Based Techniquesfor Detecting Attacks on Web Applications. Independentiyandin
parallelto ourwork, [22] and[23] have proposedheideaof using ne-grainedtaintanalysigo detecinjection
attacksonwebapplicationsTheimplementationsf [22] and[23] arevery similar, usinghand-transformation
of PHPinterpreterto tracktaint data. However, [23] providesa moredetailedformulationanddiscussiorof
the problem,so we focus on this work here. They explain that theseinjection attacksare the resultof ad
hocserializationof complex datasuchasSQL queriesor shellcommandsanddevelopa detectiortechnique
calledcontet-sensitivestring evaluation (CSSE) which involves checkingthe useof tainteddatain strings.
Ourwork improvesover theirsin seseralways. First, by working at the level of C-languagewe areableto
handlea mary more applications:mostsener programsthat arewritten in C, aswell asprogramswritten
in interpretedlanguagesuchas PHR bashand so on. Second,our formulation of the problemas taint-
enhancegbolicy enforcemenis moregeneralandcanbe appliedto stealthyattackssuchasthosediscussed
in Section2 thatdon't involve serializationproblems;andto attacksinvolving arbitrarytypesof datarather
thanbeinglimited to strings. Third, our approacltrelieson a simpletransformatiorthatshavn in Section3,
andimplementedusing 3.6KLOC of code,while their approachrelieson manualtransformatiorof a large
pieceof softwareover 300KLOC. Othertechnicalcontritutionsof ourwork include(a) thedevelopmentof a
simplepolicy languagdor concisespeci cationof taint-enhancegolices,and(b) supportfor implicit o ws
thatallow usto handleencodingsandtranslations.

Manual Approachesfor Correcting Input Validation Errors. Taint analysistargetsvulnerabilitiesthat
arisedueto missingor incorrectinputvalidationcode.Onecanmanuallyreview thecode andtry to addall the
necessarinputvalidationchecks.Onemaytry to addvalidationcode but thenotionof validity is determined
by themanneiin whichtheinputis used.Thus,onehasto traceforwardin the programto identify all possible
usesof aninputin securitysensitve operationsyhich is a very time-consumingnderrorpronetask. If we
try to performthevalidationcheckatthe point of use we facethe problemthatthe notionof validity depends
on the datasource.For instancejt is perfectlyreasonabldor an SQL queryto containsemicolonsf these
originatedwithin the programtext, but notsoif it camefrom externalinput. Thus,we have to tracebackfrom
security-sensitie operationdo identify how its agumentswvereconstructedpnceagainhaving to manually
examinelarge numberof programpaths.This leadsto situationsvherevalidationchecksareleft outonsome
paths.andpossiblyduplicatedon others.Moreover, thevalidationcheckghemselesarenotoriouslyhardfor
programmers$o codecorrectly andhave frequentlybeenthe sourceof vulnerabilities.

Information Flow. Information ow analysishasbeenresearchedor a long time [3, 11, 10, 17, 29, 20,
19, 24]. Early researchwasfocusedon multi-level security where ne-grained analysiswas not deemed
necessarfB]. Morerecentwork hasbeenfocusedntrackinginformation o w atvariablelevel. As discussed
in Section2, this granularityis insufcient for detectinghe vastmajority of attacksdiscussedh this paper

“Here,we arenot only referringto our own analysesandoptimizations but alsomary of the optimizationsimplementedn the
GCCcompilerthatwe usedto compilethetransformedgrograms.
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Static Analysis. Statictaint analysistechniquedave beenproposedy mary for nding securityvulnera-
bilities, including input validationerrorsin web applicationd16, 13|, user/lernelpointerbugs[14], format
stringbugs[26], andbugsin placemenbf authorizatiorhooks[31]. The mainadwantageof staticanalysis
(ascomparedo runtimetechniquesjs thatall potentialvulnerabilitiescanbefoundstatically while its draw-

backis arelative lack of accurag. In particular thesetechniquegypically detectdependenciestherthan
vulnerabilities.For instance[16] will producea warningwhene&er untrusteddatais usedin ary mannerin

an SQL query This may not be very usefulif sucha dependencis anintegral partof applicationlogic. To

solve this problem the conceptof endosementanbe usedto indicate“safe” dependencieslypically, thisis

doneby rst performingappropriatesalidationcheckson a pieceof untrusteddata,andthenendorsingt to

indicatethatit is safeto use(i.e., it is nolonger“tainted?). However, programmersrestill responsibldor

determiningwhatis “safe” — asdiscussedbefore,thereis no easyway for programmerso do this.

Other Techniques. SQLrand[6] defeatsSQL injection by randomizingthe textual representationf SQL
commands.A dravback of this approachs thatit requiresmanualchangego the programso thatit uses
the modi ed representatiofior SQL commandgyeneratedy the program. Our approachwasinspiredby
theeffectachieved by SQLrand,namely thatof distinguishingcommandgeneratedby the applicationfrom
thoseprovidedby untrustedusers.Ourapproachachieresthesameeffect, but withoutary programmeeffort.

AMNESIA[2] is anotheilinterestingapproactior detectingSQL injectionattacks.It usesa staticanalysis
of Java programgo computea nite-state machinemodelthat captureghe lexical structureof SQL queries
issuedby a program. SQL injection attackscauseSQL queriesissuedby the programto deviate from this
model,andhencedetectedA key bene t of thisapproachs thatby usingstaticanalysisjt canavoid runtime
taint-tracking andis hencemuchmoreef cient thanourapproachlts dravbackis thatit worksonly for SQL
injection,whereaur approachworkson a muchbroaderangeof attacks.

Perlhasataint mode[30] thattrackstaintinformationat a coarsegranularity— thatof variables.In Perl,
onehasto explicitly untaintdatabeforeit is usedin a securitysensitve contet. This is usuallydoneafter
performingappropriatevalidations.Iln our approachsuchexplicit untaintingis unnecessanandhasnotbeen
usedso far. Neverthelessijf a userexplicitly wantsto trust someinput, a primitive canbe easilyaddedto
supportthis.

10 Conclusion

In thispaperwe presente@uni ed approacHor detectingandstopping)awide rangeof commonlyreported
attacksthatexploit softwareimplementatiorerrors. Our approachs basedon a fully automaticandef cient
taintanalysigechniquehatcantrackthe o w of untrusteddatathrougha programatthegranularityof bytes.
Availability of ne-grainedtaintinformationenablessimpleandaccuratepoliciesto be developedthat can
reliably stopmary classe®f attacks.Throughexperimentswe shaved thatour techniquecanbe appliedto
differenttypesof applicationswrittenin multiple programminganguagesandthatit is effective in detecting
attackswithout producingfalsepositves.

We believe that a numberof software vulnerabilitiesarisedue to the fact that security checksare in-
terspersedhroughoutthe program,andit is often dif cult to checkif the correctsetof checksare being
performedon every programpath, especiallyin complex programswherethe control o ws throughmary,
mary functions.By decouplingpoliciesfrom applicationlogic, our approactcanprovide a higherdegreeof
assurancen the correctnessf policies. Moreover, the e xibility of our approacteallows site administrators
andthird partiesto quickly develop policiesto prevent new classesf attacks,without having to wait for
vendorpatches.
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