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Problem

e C/C++ is unsafe
* Everybody runs C/C++ code
* They surely have exploitable vulnerabilities

1:30 - Java (James Forshaw) PWNED
2:30 - Java (Joshua Drake) PWNED
3:30- [E 10 (VUPEN Security) PWNED
4:30 - Chromz (Nils & Jon) PWNED

5:30 - Firefox (VUPEN Security) PWNED
5:31 - Java (VUPEN Secuniy) PWNED




Overview

nat are the attacks?
nat are the deployed protections?

nat are the not deployed protections?

Ny aren’t they deployed?



Attack model



Classic stack smashing attack
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Use-after-free exploits
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Corrupting newer and newer pointers
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Modifying the code itself
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Code integrity
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Non-executable data
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Non-executable data
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Return-oriented programming
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Return integrity
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Return integrity
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Hijacking indirect calls and jumps
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Address space randomization
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Address space randomization
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Data-only attack
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Information leakage
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Bypassing ASLR with user scripting
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Bypassing stack cookies
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Problems due to JIT compilation
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Deployed protections
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Proposed solutions



Control-flow integrity
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Control-flow integrity
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CFl
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Over-approximation problem
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Over-approximation problem
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Modularity problem
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Memory safety
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Memory safety
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SoftBounds+CETS

I g T T T

Page flags Good

-g Return integrity Stack cookies Direct overwrite 1x Good

g Address space rand.  ASLR Info-leak. 1.1x Good
= Control-flow integrity CFl Over-approx. 1.4x Libraries

Memory safety SB+CETS None 2-4x Good

o
0
)

(& ]

Q
)

o

-

Q.



Data integrity
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Data integrity
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Valgrind / ASAN
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Data space randomization
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Data space randomization
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DSR
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Data-flow integrity
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Data-flow integrity
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DFI
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Summary
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Questions



